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The details of ECC.

Cohen, Henri, A Course in Computational Algebraic Number Theory, Springer, 1996.


The number theory needed for cryptology and much, much more.

Garrett, Paul, Making, Breaking Codes: An Introduction to Cryptology, Prentice Hall, 2001.

The first half is a sophisticated undergraduate text; the last half touches on some fairly advanced ideas.

Klima, Richard E.; Sigmon, Neil; and Stitzinger, Ernest; Applications of Abstract Algebra with MAPLE, CRC Press, 2000.

Includes chapters on Algebraic Cryptography, The RSA Cryptosystem, and Elliptic Curve Cryptography.

Koblitz, Neal A., Algebraic Aspects of Cryptography, Springer, 1998.


Serious abstract algebra.

Koblitz, Neal, A Course in Number Theory and Cryptography, Springer, Second Edition 1987.


The number theory details described by one of the major players in the field of cryptography.

Menezes, Alfred J.;van  Oorschot, Paul C.; and Vanstone, Scott A.; Handbook of Applied Crytpography, CRC Press, 1997.


Similar in level to Schneier’s text, but it includes more mathematics.

Mollin, Richard A., An Introduction to Cryptography, Chapman and Hall/CRC Press, 2001.


Advanced and challenging material.

Rosing, Michael, Implementing Elliptic Curve Cryptography, Manning, 1999.


A computer scientist’s explanation of the mathematics behind ECC – includes algorithms.

Schneier, Bruce, Applied Cryptology, Wiley, 1996.


The standard text for cryptological algorithms.  A comprehensive survey of modern cryptology.

Sinson, Douglas R., Cryptography: Theory and Practice, CRC Press, 1995.
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Poe, Edgar Allen, The Gold-Bug.

Verne, Jules, The Cryptogram.

Plays:

Whitemore, Hugh, Breaking the Code.


Based upon Andrew Hodge’s biography of Alan Turing.

Videos:

America's Most Secret Agency (History's Mysteries, The History Channel)


Part of NSA'a PR campaign to improve its image.

Breaking the Code (BBC)

The play about Allan Turing.  Breaking the code refers to the moral code; the play deals with Turing's homosexuality and only barely mentions his work at Bletchley Park.

Codebreakers (NOVA)


A brief history based upon Kahn's book.

Decoding Nazi Secrets (NOVA)


About Enigma and Bletchley Park.

Enemy of the State

The NSA'a current PR campaign results from the success of this movie that shows the NSA in a very  bad light.

Navajo Codetalkers (Tully Entertainment)

Sea Tales: The Secret of U 110 (A & E)

Spies (MPI Video)

Sworn to Secrecy: The Secrets of War (The History Channel)


The Ultra Enigma


The Battle of the Atlantic


Breaking the Japanese Code
U-571


Completely fiction – about an attack on a U-boat to steal an Enigma machine.

Websites:

Try doing a websearch on the topics: Enigma, PGP, Turing, Bletchley Park, U-boat, National Security Agency ...

http://www.certicom.ca/research.html

Certicom is a developer of elliptic curve crytpography (ECC).

http://www.rsasecurity.com/rsalabs/cryptobytes/

Cryptobytes newsletter from RSA Laboratories.  They use the RSA algorithm, of course.

http://www.spynumbers.com/

Learn about spynumber stations.

http://uboat.net/technical/enigma_breaking.htm

About the U-boats and Enigma.

http://www.4thestate.co.uk/cipherchallenge/index.html

About The Code Book and the challenges in it.

http://raphael.math.uic.edu/~jeremy/crypt/crypt.html

An honors course in cryptology.

http://www.eclipse.net/~dhamer/default.htm

An interesting site.

http://www.math.arizona.edu/~dsl/enigma.htm

About Enigma and Bletchley park.

http://www.pbs.org/wgbh/nova/decoding/

A NOVA site about Enigma.

http://www.utm.edu/research/primes/index.html#primers

Information about prime numbers. (They’re used in the RSA algorithm.)

http://www.fermigier.com/fermigier/elliptic.html.en

Research about elliptic curves.

http://www.turing.org.uk/turing/

The Alan Turing homepage.

http://www.ddj.com/topics/security/

About computer security.

http://www.counterpane.com/crypto-gram.html

Counterpane Internet Security and Bruce Schneier’s Crypto-Gram newsletter.

http://frode.home.cern.ch/frode/crypto/CSG/csginfo.html

Cipher machine simulators.

http://www.nsa.gov/museum/index.html

The National Cryptologic Museum at NSA.

http://www.nsa.gov/

The NSA website

http://www.cesg.gov.uk/

Communications-Electronics Security Group 


(A British version of NSA)

http://www.bletchleypark.org.uk/

Bletchley Park.

http://www.codesandciphers.org.uk/

A Bletchley Park site by Tony Sales, one of the participants.

http://www.niti.net/~michael/choctaw/code.htm

About the Choctaw code talkers of World War I

http://www.dia.mil/

United States Defense Intelligence Agency

http://www.dsd.gov.au/

Defence Signals Directorate – Australia's NSA

http://www.cse.dnd.ca/

Communications Security Establishment – Canada's NSA

Various sites about the Navajo codetalkers


http://www.history.navy.mil/faqs/faq61-2.htm
http://PassagesWest.com/Monument-Valley/Legends/CodeTalkers.html
http://www.lapahie.com/NavajoCodeTalker.cfm
http://www.navajo.org/codetalk.html
http://www.yvwiiusdinvnohii.net/history/usmccode.htm
http://www.gvsu.edu/mathstat/enigma/navajo/title.htm
http://faculty.goucher.edu/blewand/cryptomath/
The website for the book Cryptological Mathematics by Lewand.  It has some useful programs.

http://webhome.idirect.com/~jproc/crypto/

A website about cypto machines.

http://www.fortunecity.com/skyscraper/coding/379/lesson1.htm
A 12-lesson course on classical cryptology by Randy Nichols.  It's available in two volumes from Aegean Park Press.

http://www.aegeanparkpress.com/

Aegean Park Press: a publisher of many books about cryptology.

http://208.56.153.48/jim/ussliberty/
Site dedicated to the people killed in the 1967 attack on the intelligence gathering ship the USS Liberty.

Journals:

Cryptologia

Published by the United States Military Academy.

http://www.dean.usma.edu/math/resource/pubs/cryptolo/
