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Codes
Ciphers substitute for or transpose characters or strings of characters. To encipher
or to encrypt means to put a message into cipher. To decipher or to decrypt means
to recover the plaintext by a person who possesses the key to the cipher.
Codes substitute for parts of language — words, phrases, sentences, etc. Usually
codes are recorded in books. To encode means to put a message into code. To
decode means to recover the plaintext by a person who possesses the codebook.

Codebreaking is an informal term for cryptanalysis.

Ciphers are used to hide the meaning of a message, but they do not hide the fact
that a message was transmitted.

Codes are used to transmit information correctly and can be designed to detect or
to correct transmission errors.
Commercial Telegraph Codes

Commercial codes were developed to shorten the content of a message and,
therefore, reduce the cost of its transmission.



CopeNo
00001
00002
00003
00004
00005
oooob
00007

00010
00011
00012
00013
00014
00015
ooo16
00017
oco18
00019
00020
00021
00022
00023

ooo24 |-

00025
ooozb
00027
ooo28
00029
00030
00031
00032
00033
00034
00035
00036
00037
00038
00030
00040
00041
00042
00043
00044
00045
00046
00047
00048
00049
00050

Cone Worp
Abacor
Abactor
Abase
Abasement
Abatable
Abater
Abbacy
Abbatial
Abbess
Abbey
Abbot
Abbreviate
Abdicate
Abdication
Abdomen
Abdominal
Abducent
Abduction
Abed
Aberrance
Aberrant
Aberration

Abolition
Abominate
Aborigines
Abortive
Abound
Abrade
Abrasion
Abridge
Abroach

ABO

Abandon.
You must abandon
You must not abandon
Will abandon
Will not abandon
I {we) will abandon
I (we) cannot abandon
Not likely to abandon
Likely to abandon
Can { (we) abandon
Aband ned.
Was abandoned
Was abandoned in a sinking state
Was not abandoned
Why was it abandoned
Why was it not abandoned
Abandoned by the crew
Abate,
Must abate more
Cannot abate more
Will abate
Will not abate
I (we) cannot abate
Not likely to abate
Most likely to abate
Abide.
You must abide by
Will you abide by
Cannot abide by
I (we) will abide by
Able

Are you able
I am (we are) not able
Will you he able
I (we) shall be able
I (we) shall not be able
Will not be able
Will probably be able
Have been able
Have not been able
Is (are) not able
Aboard.
All cargo is on board
No cargo is on board
Part cargo is on board
Cannot take cargo on board
Will not permit cargo to go on board
Why is the cargo not on board
All on board
Are the crew on }i*:oard



Baconian Cipher

In 1605, Francis Bacon (1561 — 1626) developed a code to substitute for the letters
of the alphabet. The cipher — really a binary code — substituted a five-letter string
of a’s and b’s (the first two letters of his last name) for each letter of the alphabet (i
and j use the same substitution, and u and v use the same substitution.).

A ‘B C D E F
cAaaaa aaaab aaaba. aaabb. aabaa. aabab.

G H / K L M
aabba aabbb abaaa. abaab. ababa. ababb.

0, ‘P S
ab%a. abbab. abbba. abbbb. ba?aa. baaab.

T 0 Ww X Y £
baaba. baabb. babaa. babab. babba. babbb.

William and Elizebeth Friedman explored the writings of Shakespeare to
determine whether there were coded messages hidden in Shakespeare’s writings —
writings that would reveal that Bacon wrote Shakespeare. In 1957, they wrote The
Shakespearean Ciphers Examined which debunking the theory.

The beginning of the paragraph immediately above contains a hidden message
encoded with a Baconian cipher by means of different fonts. Hiding the fact that a
message is being transmitted is called steganography; it is unlike a cipher which
acknowledges that a message is being transmitted.

The Baconian cipher is a multilateral substitution; it is a “five-bit” code.



Morse Code

Morse code was developed in 1844 by Samuel Morse (1791 — 1872) to facilitate
transmission of letters of the alphabet by telegraph using short (dot) and long
(dash) pulses. The most frequent letters have the shortest substitutions; so,
messages has the shortest transmission times.



International Morse Code
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. The length of a dot is one unit.
. A dash is three units.

. The space between parts of the same letter is one unit.
. The space between letters is three units.

. The space between words is seven units.
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Baudot Code

Emil Baudot (1845 — 1903) in 1870 developed a “five-bit” code for the
transmission of the letters of the alphabet by teletype.

Below is a version used by the British Bletchley Park codebreakers during World
War 1. They called the symbols spark (cross) and no spark (dot).



A = XXeee B = X**XX (C = oXXe 0 = Xee}e E = Xeees
F = XeXX* G = XXX H = eeXeX T = oXXee J = XXeXv
K = XXXXe L = eXeeX M = XXX N = ssXXe O = eeeXX
P = XXX Q = XXX*X R = eXeXe S = XeXee T = weeee}x
U = XXXee V = oXXXX W = XXeeX X = XeXXX Y = XeXeX
Z = Xeeex
letters’ figures BP notation
A - A
B ? B
C : C
D who are you ? D
B 3 E
F % F
G & G
H Br. Pound sign H
I 8 T
J ring bell J
K ( K
L ) L
M . M
N ' N
0 9 0
P 0 P
Q 1 Q
R 4 R
S ' S
T 5 T
u 7 9]
v = v
W 2 W
X / X
Y 6 Y
Z + Z
sssse not used /
seX oo space 9 or .
ceeX e carriage return3
*Xave line feed 4
XXeXX shift to figures 5 or +
8 or -

XXXXX shift to letters



ASCII

With the development of digital computers, Baudot code was succeeded by 7-bit
ASCII code (American Standard Code for Information Exchange) in 1963 (which
was extended in 1967 and 1986).



ASCII codes for selected characters

Binary Character Binary Character
0010 0000 Blank 0101 0100 T
0010 0001 ! 0101 0101 U
0010 0111 ' 0101 0110 \Y%
0010 1100 ’ 0101 0111 W
0010 1110 . 0101 1000 X
0011 0000 0 0101 1001 Y
0011 0001 1 0101 1010 Zz
0011 0010 2 0110 0001 a
0011 0011 3 0110 0010 b
0011 0100 4 0110 0011 c
0011 0101 5 0110 0100 d
0011 0110 6 0110 0101 e
0011 0111 7 0110 0110 i
C011 1000 8 0110 0111 g
0011 1001 9 G110 1000 h
0100 0001 A 0110 1001 i
0100 0010 B 0110 1010 7
0100 0011 C 0110 1011 k
0100 0100 D 0110 1100 1
0100 01G1 E 0110 1101 m
0100 0110 F 0110 1110 n
0100 0111 G 0110 1111 o
¢100 1000 H 0111 0000 e
C100 1001 T 0111 0001 q
0100 1010 J 0111 0010 r
0100 1011 K 0111 0011 S
0100 1100 L 0111 0100 t
0100 1101 M 0111 0101 u
0100 1110 N 0111 0110 \%
0100 1111 0 0111 0111 w
0101 0000 P 0111 1000 X
0101 0001 Q 0111 1001 %
0101 0010 R 0111 1010 z
0101 0011 S 0011 1111 ?




Nomenclators

A nomenclator is a combination of a code and a cipher. Typically a nomenclator
consists of a substitution cipher for the letters of the alphabet and codewords for
commonly used names, locations, phrases, etc. Sometimes nomenclators use
homophones — have more than one substitution for high frequency letters or words
or phrases.

Nomenclators were popular from the 14™ century until the 18" century.

Here is a nomenclator (in French) from the 17% century.




