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-ified versions were retained by them and have been
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- -

SUBJZCT - CRYPTOGRAPHY - SERIAL No.S

- -REMARKS -

A common Tault among beginners in the study o

ecryptanalysis is the placing of too much weizht on the fre-
quencies of individual letters. . For instance, gt has the
highest average value in English text, butv 18 not necessarily
the letter of highest frequency in a given cryptogram, Re-
petitions and peculiar letter distributions are far more im-
portant than freguencies and fcrm the basis n¥ all cipher
solution. -

“Peculiar letter distributions are; doubled let-
ters, repeated letters within a small number of letters, Te-
versed digraphs, the combinations of the lowest and highest
frequency letters, etc. These permit the assumption of.
plain-text having the samec peculiarities of letter distribtu-
tion. The assumption may be checked by the frequencies of
the letters involved, and verified by substitution of ths
gssumed letters where they occur sgain in the cryptogram.

Errors are inevitable in the exscution of all the
operations of cryptographic camunications., Such errors
are called "garbles", and should be expected occasionally.
Garbles are not often introduced deliberately into Bulletin
problems, but when they 80 oceur in the Tiuished product iy
are usually allowed to remein in order io rive experience in
overcoming this difficulty.

/s/ s.'c. Hoover, _
Captain, U.&. Novy,
Director of Naval Communications.

Iy direction.
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: . NAVY DIEPARTHENT
- ) | OFFICE OF CHIEF OF NAVAL OPERATIONS
= , WASHINGTON ‘
RESTRIGILL Lo o 15 JULY 1936.

OFFICE (OF OPERATIONS BULLETIN
SUBJECT: CRYPTOCRAPHY - SZERIAL No. 17

- RFEMARKS =~

: The purpose oF the C“yntography Bulletin is to locate
thoge officers or men within the Naval service who are interested
in eryptography, and to afford then a mediwm for uﬁblﬁnldd their

struction.

A spec1¢l KMailing Llst is maintained for this Bulle-
tin, and requests from individuals to be placeu on this Ziailing
Llst are 1nv1ted

In each issue of the CT”DtOCTvﬁhy Rulletin therc are
three cizher proble:s published. The problens are numbercd
according to corplexity, Problen No. 1 being of an elementary
nature, and Problens Mo, 2 and No. 3 being of a sonewhat nore

- advanced type. ' ' :

1oﬁn library of instructional pamphlets is rain-
tained fo* use in comncetion with the solution of Bullctin prob-
iecns. 211 correspondence relative to this Bulletin, such as,
rcquests to be placed on the Mziling List, requcest ror naunhlﬁts,
cnd the sutmission of solutions to problems, should be addressed
to: ' :

it |
o

Chief of Kuwvul Cperations,
(Co:nunlcublon Sgeurity uroup)
Huvy Dupartocent
Washington, D.C.

Comonding Officers recciving this Bulletin are ro-
quested to give it as wide = circulation within their comands
as is przciicadle, with the ¢141tat10n that publicity conncctced
with this, ullctiﬂ should be KESTRICTED to nersorncl of the Havy
or Naval Rescrve.

/s/ ¢. E. Courtney,
By ¢ircetion.
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not obtaining full valuc from the Bulletin

NAVY LEPARTIZUT
OFFICT (OF CHILF OF HaVAL OPSRATT OS5

SWASHIIG! T

g0 ' . ' 15 AUGUST 1956

OFIC ™ UF C2ERATICHS BULLETILIH
- - SUBJIECT: CRYPTOGRAZIY - SZRILL i{o. 18

~ LRSS

The number of solutions submitted for the July problems
was markedly below nornal, a :rouun the problems wWerc nd more
cifficult than usucl. It is hoped that this was couseld more by
heavy schedéules than by a2 diminished intcerest. This office 3111
weleame any suggestions for incrovement in the Bulloting thesc
iy be 1nclucur Twith soXutions zubmitter.

It ics fglt that many sturents on the

Jr"I-J

solutiong irrepularly. This couscs Qlifl@d
0 mrovlems is pruscented, for sguiic oftum onu
=ight look hopeless, whercas, had the problem
month buen attacked, a hint concorning the seneral -3c Jf 1'““r

cmioyed nicht have buen 2biodired. It ic 'wr‘rl cing how ananldly

the technigue sling zuzy froma the crysianalyss Wha tkﬂcP G VIc&=-
tion frow it, ond howi Lurge a part continuivy ﬂla in thg suc-
cessful solution of eizmhers. For these reasHus 1L iz belleved
thzt regularity will e of pgreat help ©9 »Tog icss

ion arises as to whether 1t .is
-+ solutiosn OF the Ho. 2 and
ciwayz T an elementar
"aetiom o To the Feneral
sleoms are of o omore eormnlox
TN ingCnuibd Than ernerl-
aotins . ndis time in attomnt
vim o the Io. T oorol-

From time to time the aquest
advisable fw beginmers o aid
= problems.  The Ho. >
se, and, as such, SOTVo Ul
“echnigue 7 solution ;
n~ture, but fhelr = 3
cnee, andé the boeginner i B g
i their golution., O daariiy, thoe solu

Shal

1ome requires n>t only ‘ A S clzo o cortain umount of ox-
zorience Beginners, thorolor ::Jv?? YL oancend Lo much tino

o those DrOJlC;b unTic Tl owelloprounged in fundamonitals.

In adéition, a former srlicy oo sivins o, % ooroblomps 1n a serics
crtendéing over throec oo f-u: =owmths is o he reinauvgrated. Sue-
cesciful attack on by be grently acoondent unom inc
movicése of the sv7s “»yn the zaiutian of the precuding
=Tonloms, T“Lru1nﬁw, a in acddizion T2 hoeglinnurs, alic
~aviscd $o attoek cach Mo, T 37 4 perics in succession.

Y. Couring
cetion

3 ‘_S

-~
v .
e ‘-

By dir

(RETYPED FOR PURPOSE OF CLARITY)
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NAVY DEPARTIENT -~ | :
O0ffice of Chief of Naval Operations

. T VASHIFGTON | N

| pEsRTCTET ' S 15 September 1926.
T I %, o e ' :
- ©+§ - OFFICE OF OPERATIONS BULIETIN

"7 . 'SUBJECT: = CRYPTAWATLYSTS - SERIAL No. 19
] " REMARKS | o
~The néviee in eryptanalysis is at Tirst vewildered because

he cannot visualize the complete process of solution. O0Often he

does not even xnow how to start and wents instruciions. TLater

~he becomes &-sgusted when his first assumptions turn out wrong.

Everyone musi learn that "therc is no royal road to cryptography'
The method of solution depends on the civhor or on the crypte-
grem and not or the chptanaljvt.r : :

For the -prrpose of lllusurﬂtlon, cipher soluticn micht well
be comparcd to mountain climbing Anyone with 2 sirong back
and a good gulde car get to thw top of the owverage mountain, co-
chlJLly if he is roned between iwo guides. But this doca not

s

qualify him &s e moumtaln elimber, cven if he zoes up the sane
troil a hundred times.  Take his guide cway end put him on o
different mountain, and he wilil {probedly) end in disasier. Om
the other hangd, puu the guide on & s;rarfc mountsin and he will
sefcly‘wcnﬂ h;s way to the top. Whet is the czuse of the conc
foiling while fhe other succecds? '

“In the first plcee the 5u1d0 ¢ professional, has that in-

taengivle assct known as CkaTlGnCL. But u?pOViCnCL clone is

not cnough. Froderick the Greet's team of mules hod been threus
tweniy compaigns, but thcy woere still mueles.  We must, therefors
atiribute the success of the e¢xpert mountaincer to o tho*o“"r
unacrstonding of the basic principles of mountoin cl“nblng.

These bosic p“lnc1pleu are revw irn number ond oxtremely
simple. The cectucl difficulty of o elird is usuwally much dif-
Tersnt from the apporent difficulty. Tclcscopie exominction of
¢ sncer ¢liff will rcovesl ledges, outerenping, oand holes which

~will give the mountainecr some b_ng%bW" feetor te work with.

ClJ_cup inspecvion will discover crocks cnd crevices which of-
ford 2 hold. . A haoré hold is noi much - ccrt&inly for the booin-
ner - but 1% is e}l therc is, cnd it hoeo to suffice. And thosc
crocks can alweys be Found 1f one kncwis hcw tc look -for them.

£lso, there ucre dungers te be aveided such os weathered rock,
innd slides, ice, snow, ond crcvasses.

=] : N
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NLVY DERPILTYENT
0ffice of Chief of Neval Opcrations
WASHINGTON

- . ' : 15 OCTOBTR 18356,
_ ’ .
CFFICE. OF OPZR.LTIONS BULLSTIN
SUBJACT: ChYPT.--L.LYSIu - S:hL;L Ko.20

* RELRKS *
o ‘The puryese of this Bu;; tln is Uo“c;c?tc & group
ol amatcur crrnt;nalysts within the Faval scrviee by locatarni-

"thosc intercsted in cryptanalysis and affording them an aprpor-
tunity for 1nutvuou19n ' :

4 speeial siling List is mointaincd Tor this Bulle-
tin, =2nd requests fron 1nd1vidu;ls To be placed on this fail-
ing List arc invited.

- In cuch issuu of tho Cryntanalysis Bulletin there
arc thrcoe 01Dhcr provlerms publisheid, Thc problens arc numn-
tore "ccordlné to complexity, Provlem Lol being of an ele-
mentary nature, and Problems ho.k and No.3 being of a some ewhot -
more advanecd type, ' '

iv loan litrory of instrun t*ona? n‘ﬂphlbtg is main-

trinced for use in connection with the solutvion of Bullutin proi-
LIms. 1l corresrondonce relativ. 3o this Bullctin, such as ro-
auocts 19 be placcd on the mulllnr List, rcroucsts for'pnmpnlcts,
wnd che subnission of solutions o D“obluuu, shiould bo nddéresscd

TO:

Chic? O Xuval Tperudtions (Communio. tios Soourihy
- : . (‘l-. O““‘)

Commendinr Cfficers reeosivine thic Bulletin are re-
L (&)

cuzsted to give 1%t s wide n ciTeuintiom within their commends
~s iz pra nhlcnble. It is ecopueinlly desired that tho Bulictin
reoch the hande nll newly cormissionced JfTicers, The pul -
licitj connected rwth thiz Bullcetin znd the Bullotin itsclt
should te RISTHICTID $0 the offiscr ung cnlisted personnel of
the ¥ovy ond Unval Sescrve.
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. NAVY DEPART? : '
OrFICﬁ CF CHIZF: OF NAVAL OPERATIONS
VIE SIﬂNGTON Lo

T~

o OFFICE OF OPX RATIOZEC BUTLETTH -
. -SUBJECT: CRYPTANALYSIS - SERIAL No.2l

¥ REMARKS *

The QCctober issue of the Bulletin, in additi

its regular distribution, was mailed az &n appendix to the
Cemmunicatiens Bulletin ana distributed tc cll ships and
tations throughout the Naval Service. The existence ol
and manner of LE‘1121ng the op801a1 meiling list was ex-
plained under remarks in this issue. This resulted . in =a
sizeable numter cf appliceticns from menbers of the Service
to be placed cn_thc qn801al mailing list and to receive the

instructicn pamrphlets for beginners.

The attvhtlon cf all particularly of beginners,
is invited to *the REZ3ITRICTED cl ss1fi CgulOQ cf this C“ypt—'
enalysis Bulletin. This classificeticr &means thet the in-
frrmaticn contained in the Bulletin, znd the Tect that such
g Bulletlin exists, should be lirmited tc membhers of the 1.2,
Yevy ard Naval Heserve., '

-

m (

| REEERIGED— o 15 NOVE'BER 1936.

o5
S
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NAVY DEPARTIENT -
3ffice of Chief ¢of Naval Operations
WASIITMGTCR

L oo '?—f 115 December 1936.
. o OFFICE OF opm'rzorfs BULLETIN © - ... ..
- SUBJ'ECT CQYP”‘M\TALYSIS S’"RI.AL No.z.?, - S

BEMARES -~ - .

Since 19233, scientists, sponsored by the Smithsonian
Trnstitution, the Natz 'zl Gecgravhic Society, and other similar
krtanlaatlcns, heve undertaken the study of tree rings based on
the hypothesis that the sun affects weather and weather affects
trees, hence there is expectaticn of finding & histery of sun-
sp-t variaticns and wesather ir the ennuasl rings of trees. 2y
patience, sound QEEIYtibal're : and, gradually, by experi-
erce, sn uninterrupted reccrd er, reinfall, and sun-3pots
has been built up which dates 700 A.D. This was acconm-
1ished by establishing preci g of rings of living trees,
‘carzfully matehing overlarpping of stumps, living trees, and
tirber, and by analysis ¢ 1ic nued sequences of what gppeered

. tc e the ll-year sclar cycle. )

P This successful study Trought forth 1uy0“tant revela- .

L ticas in cther sciences. 1% established the accurate deting cof
cver seventy five hicsteoriesl ruins in 4Arizona; it deted and ex-
vleined several macss migraticne of Fueblo Indian tribes; it throws
iizht on the recently spotlighted subject ¢f scil ercsion; it es-

“  toolishes the hypothesis of 2z Three hundred year weather cycle,
with a severe drcught svery hunirsd veers and an extrerme drcught
every three hun d*ed. The reccerd clears up the mystery of the
cbandoned Fueblc ruins., when disccovered ty the SDaniards, the
la.g—abandoned T ins showed unmistekatle evidence cf having teen
wvoceoted in great hHeste. ror o vears it was theought thet all inhebi-
tznis had teen a:nlhilateé iz 2 great battlie end their corpscs des--
troyed. The tree ring record discloses, however, that, in the
midst of a great drcught, whsn ithe water suiny was exnahsteﬂ, tre
whcle commmunity wes foreed tc move in order te survive. Yiith =2
continuation of the 4drousht, never returned o their former

Guelling.

The 1“¢crz:t on ¢cnteined in the iree rings hes teen
nidden for meny years. 1t hes tsen there walting to be uncovered.
;ihexl &, a cryptogrexm ccntains hidden in crmation ~which can als:z
ne uncovered by p:’E r apalysis. . As in the trse.ring study; the
information 1g discloseld by sc*“*'ny of the cryptogram itselfl.

.
-L:: i -\{-“Ef "‘;i ,.‘ lrﬂ-‘.

BESRTEN -—.A:’aﬂ-.‘ B

R
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i

.

t
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3
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i
3
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N/LVY DEP.L;RPTTNT
_ Offlce of Chief of Neval Operstions
- ' Vi SHINGTON

15 Jeanuary 1@37.

OFFICE OF OPER.TIONS BULLETIN
SUBJECT - CRYPT..N.LVSIS - SFRI.L No.2%

: | * REMILIRKS *

'In 1%55 £ limited nurmber cf co

pies of the YWar Depart-
ment publicetion "Zlements of Cryptanalys is“ were obtoined o
“ond distributed to verious chips, stetion and- individucls
fer permanent use, The publicaotion has long since been out

of print crd no further copies are obteinnble. Reguests
Tor the lozn of this book cre continuzlly being received.
These requests cannot bpe completely filled, even on & loan
basis, with the few remaining copies now at hand. There-
Tore it is desired thet individusls who possess personel
copies and who no longer require them, return them to the

Cffice of Chief of Navel Oper-tions (uonmunlcbtlon Security
Group) in srder thot they may be looned to st dcnts beginning
ths-study - cryprantlysis.

Ir tnhe Bulletin ecch menth th:s troining pomphlets cvoil-
uble Tor logn are listed. More pozphlets ccouid cppenr

lisgt if studsnts returned tho e locned promptly et the expirc-
ticn of the time limit, '

/s/ C. E. Courtney, -
By dircetion.

018

U O T U § b s % § o el e
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NAVY DEPARTMENT
Office of the Chief of Naval Operations
- ' o WASHINGTON

Oz-20-GR

15 Janvary 1941

- ()E‘}_".LC.., Or CHIEF OF NAVAL OPLRATIOTT) BULLETIN

o SU3JECT —= CRYPTANALYSIS —--- BULLETIN ffo. 65
REIIARILS

Lt the present time the Cormunicetion Securitv Section
has suffieclent personnel of the Regular Navy taking.the Ile-
=entary Course in Cryptanalysis and does rot desire further
“EQQESuS excert &s follows: : :

i

-

O

fficers or rated nen detailed. to Ceding Boards.

——

e

sge 551ng specigl languags QUallilPEblﬂnS or
or education who desire tvalnlng in crypt-
s

[

sired to incresse the enrol lﬂen of Reserve
ornel with the object of cresting a group who ~
=2 =nd available in event of war.

11

O ¢t by
W ot
(SR
ERAV R

o
' i }j ‘J.
tiwom

ct

- i

te =hould subn;t their requests via offieirl

ol T =en not on Coding Boards, the reguest must list
tIeir educeatiorel gualifications, typing ability, language
1ificeticns erd any other training or experience whish would
ol valte, Torwarding endorsenment of the Cormanding Office
213 nere rEC’:Etndathn of approvel or dilsapproval and sbould
te escn for enrollment, o action will be taken on

iz - trat are feorwarded without a recommendation.

[SARRSIRRTT IS MW

LI T % ol ¢ LI

USIRURN o)

s Is not open to pefsonnel below natty officer
v irm o unusugl circunstances, and is not open to
"~ Stetion. '

LZIGH NOVES,
3y dlrectwo“.

(RETYPED FOR PURPOSE OF CLARITY)
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Op-20~G - - NAVY D_JPAR"‘I&EIT ,
O0ffice of the Chief of Naval Operations
WASHINGTON
v 15 April 1941
OFFICE OF CHIEF OF NAVAL OPERATIONS BULLETIN
SUBJECT -- CRYPTANALYSIS --- BULLETIN No. 6
| RENLRKS
E-
Eﬁrz”
E’\

Due to the ineresse in correspondence;
wi ‘th students enrolled in the Elenentary Coulse
n Cryptanalysis, it is not feesible to con-
tinue instruction by bulletin.  Therefore, the
Cryptanalysis Bulletin will be dlcoontznued
with this issue, _

LEIGH NOYLS,
Ty d;rectlon.

T Ta :bu?“ii h.
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. e . CUTLINE

BASIC PR INCIPLES OF CRYPTANALYSTS

é§r v/i{:Introduction (Subject - The text-book)

Poe. ;
b/?/fTrainihg Methods, -
Normal Rate of Brogress.

Se Hitt.

e

MY

s it e e o prmod Aot

~6. French Writers. - | .

| ﬁ,‘ﬁulletin Problens (27 (;glprﬂag)
8 Ciphers. |
Q.Hmngmge b$v1jjf#3?Mf vt

10 Collateral Infona=tion.

/

e Y
,_/ﬁt.-*-"{.‘?‘f %”1’ Loy Al .

11. Psyec hology.

12, Hunches ¥s Orderly Reasoning. %4-

;%‘ 13, Inspiration, Clews, Breéks, ' -
14, Technique.

e et R ———
e e
NP

N S AN A ¢ ,4*'7’
15, Definitions of Terms. B j7
16. Pamphlets A ~ﬁ6ﬁ§ _ 5 N
17 IR ,./ /"/ —ap. ;) i N i ST
a7 cc
~-18, Lan
. e
1 fom 7
. 9 L l . '£ _ ) / /.; . {../'I .
. £ _*-’ C""[!%'L‘ ;o g -(,_Jf(_)-"'% AT .
20 R R G /, ZEE - . .

X T, Rives Childs.

JL Intuition « Aristotle.
(ﬁDamDhlets ~ Dont hesitate to write us - i1 is only way to effect

heeeagne
£ improvement, TR
ffﬁ%’ irficulties -~ unlock our own minds end render in logical order N

Eﬁi§&scover the students mental reections and his needs.
;‘::—J—Iﬁ-a—
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/, ___INTRODUCTION -

Z;D The-bssio principles of oryptanalysis are oxtremely simple:
the dirriculty arises in their application. It is somewhat analagous

to golruﬁfhe principles of any shot are simple enough but hours

sussEeenrgy Of praotice_(plus golfing instinet) are_required to

master 1i+t.

/917‘ Suggeetione;in substance as follows, have been fregquently

submitted: -
"Why does not the Navy Depart:ent publish a text»book on

-cryptenalysis, covering all types of ciphers, which I could

study. I am very interested in,the_subject but I do not know
' : oL : i
enough about ciphers to be able to solve thildifficult problems,

azéﬁé%éﬁéé;fbc_ane»reaeon- -
COdB,&n&;ﬁiﬁﬁéﬂaSBlﬁ%feﬁﬂ&sﬂﬁﬁ*xr$tvhﬁ5§1avSﬁiena&;_
f}—quhere are several reasons Tfor not publishing such a text~book,

the most importa ,

(1) A text boof 3
G

fairly well covered in other publications; our present ciphers
cannot be deseribed for obvious reasons; and the ciphers of the

future are still to be invented.

() 4 text-book, if written at the present time, would be inadequat%; L

in many respects for the simple reason that we do not know its

Si A requirements. For ezampWe' - &

e e

| ) Elementary cipher Soluiion™ hed to be rewritten Tive
02 7 LRSI

_.4:51:2'-'1
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TIMES (AND A NEW PROBLEM SUBSTITUTED) iN ORDER TO MEET

THE QUESTIONS ASKED BY A DOZEN OFFICERS. EACH NEW READER -

LD _PROBABLY. LIKE $OMETHING, ADDED_ FOR HIS OWN BENEFIT,
gt Cx ,44?2 : T e
f}j A SORT.OF_?EXTWBOOK/VS BEING WRITTEN, BUT IT.15 PUBLISHED IN

SECTIONS IN THE FORM OF PAMPHLETS. THESE ARE PREPARED TO MEET THE

\
|
|

‘REQUIREMENTS OF THE MOMENT. RATHER THAN IN SYSTEMATIC ORDER. FROM
! THE REACTIONS OF THE STUDENTS TO THESE PAMPHLETS, THE COMMENTS AND

e =

QUESTICNS ABKED, WE ARE LEARNING AS'MUCH ABOUT METHODS(} UCTIe&

CER WHO NEEDS ONL MATTERI NG OF

isin
s Sorvrion: Db B
—J'W_m“““tmmﬂh;rﬁmm“""fmﬁhW““" ﬁw*_d ) _-J
;f?y FoR A COMMUNICATION OFF!I CER WHO NEEDS ONLY A 1

r

CRYPTOGCRAPHY, THE PRESENT WAR DEPARTMENT PUBLICATION "ELEMENTS @
CRYPTANALYSIS® IS SATISFACTORY. THIS BOOK MAKES A BRIEF STUDY OF C I PHERS |
AND CODES AND DESCRIBES SOME OF THE METHODS BY WHICH THEY ARE BROKEN,

lT CiIVES THESE OFFECERS AN UNDERSTANDABLE( BUT SOMEWHAT ENCORRECT)

FDEA OF THE WAY IN WHICH SOLUTION ES_ACCOMPLI&!ED AND THUS REMOVES

CRYPTANALYSIS FROM THE FIELD OF "BLACK Macic™. OFFICERS STUDYING THIS

PUBLICATION WILL LEARN ENOUGH TO USE OUR CODES AND CIPHERS MORE
\ INTELLIGENTLY. TO QUOTE FROM THE FIRST SECTION OF THIS PUBLICATION:
- ' ‘

®

‘: THE PRINCIPAL AlM IN THIS PAMPHLET IS TO SUBJECT THE MORE COMMON
1} . .
y

. ¥ TYPES OF CIPHER SYSTEMS TO A CAREFUL SCRUTINY, TO POINT OUT THE EASE

“ 1 WITH WHICH CERTAIN TYPES ARE ANALYZED, OR THE OUIFFICULTY WITH WHI CH >

OTHER TYPES ARE SOLVED, AND THUS TO DEMONSTRATE BY INFERENCE SOME OF

THE REASONS FOR THE ADOPTION OR REJECTION OF CERTAIN SYSTEMS BY THE

V)
{ SIJNAL CORPS.

P W 1
r TNOTE SYSTEMATIC ORDER WOULD TEA H T TUDENT TO EAPECT VB AT HE Wil
# FCO

= NOT FIND IN PRACTICE. THE RDER OF PRESENT TION_ I
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Howsver ror en officer who desires to become really proficient
in cipher solution the sbove tezt—book (or any other text-book yet
published) is entirely 1nadequate. In fact text-books on ciphers are
_worse than tﬁé% they are positive detrimentso

This naturally raises the Question, - "How is one to léarn_
cipher~solutibn by. himself if he 1is nbf nermitted a teit—bodk?" The

'-comnlete answer is rather involved but it mey be summarized as fOllOWS‘ -

"There is no royal road to cqz?tography"-.Cipher~solution can be |
légizgguggi§f;£;oﬁgh the actual séiution 0 cipher messages (problems),
Sueh hints or-suggestions as maey be obtained from the peamphlets

will help the student over the difficult pléces but 1t must be

ﬁclearly understood thet cryptography is en ART - not e SCIENCE

il

ICryptanalysis cannot be "studied” - it must be ebsorbed. We can only

‘point out the way - the student must find the path for himself.
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Edgar Allan Foe may dbe termad the rop et of’o analyais

< His essay on "CRYPTOGRA?EY" publishea in 1841 1s af more
\praatical value than all the tex‘b books ever written. Here' i=

< the ezgense of what he sa.ys,

e

Jk *The BASIS of the whole Art of | Mpher solntioni s

s ':touna m the general prinoiples of the formation of

LARGUAGE 1taelf, .and thus is s.ltogether INDEP&EMT .

of the particuiar lews which govem' any CIPHER, or
the copetruotion of ite XEyyw |
*It may be ‘goundly esserted that bumen ingenuity can-

not oconc oc:t 2 ¢ipher which human INGENUITY omsnnot E"‘%""?

= ¢ resolve’® _ ,

if\ :;,Q: "In the facilitiy with which such writing is deciphered
\“*‘-_j ;f; N ‘there exists very remerkable differences in aifferent .
W - 7} intellects, It may be observed generslly that in suoh

0: ; ‘ investigations the enalytieal abillity is very foreidly

z i “ Elcalle‘d icto action,™ - r ,
\ %\q; :ffIf, however, there should be sought in t‘t::res.i;i.ses,,

3 A ~.3“ o . RULES FOR TEE SOLUTION OP CIFEER, the seeker

S j' ~ will be disappointed Beyond gome hinte in regard to

g £
N .
\ i\ *,\the genersl siructure of language, and some wminute
H

(\{: \ix‘ﬁ exercises in their rractiecallc spplication, he will

</ C O NY

S S aafind nothing upon record which he does not in bis own
N o N \

AT IN intellect pomsess, "

=& )

s \
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How Por Aﬁalvgo AT THESE CONCLUSIONS WE DO NOT KNOf)
D T p— SAIT e N - :
._.-—'*:".' - e I T 1
RA ENDENT. _#
{Hﬂ@ﬁﬂﬁs THE«LNSLQHT OF HIS_GENEUS REVEAEED THEM':§Fz Niim Dngﬁﬁ’
C —— ____L___.._..._;,«_- b a3 _.—_p.-r--*——-~‘-- PR NLL LR o p—

His EXPER!ENCE WAS LIMITED TO ELEMENTARY CIPHER SYSTEMS ON THE

.

WHOLE, AND_NONE_APPROACHED THE COMELEX SYSTEMSZiiL;HE PRESENT
DAY. NEVERTQELESS'THE TEST OF TIME HAS PROVED wemask STATEMENTS T0
BE CORRECT. | | |
AN INTERESTING conEIﬁMATlon ok'TH;_gAST QuofAleN FROM
PoE CaN BE FOUND IN A BOOK BY A NOTED FRENCH CRYPTGGRAPHER: 
“THE LITERATURE ON CRYPTOGRAPHY 1S VERY VOLUMINOUS;
IT ¥ ULD BE SCARCELY POSSIBLE TO MENTION IN THESE

PAGES THE TITLES OF ALL THE WORKS WHICH HAVE BEEN PUBLISHED

" ON THIS SUBJECT. | NEED SAY NO MORE THAN THAT, OF ALL THOSE

= -} HAVE READ, THE MOST SUBSTANTIAL 1S THE WORK OF A FRENOH-
MAR . | MIGHT MENTION ALSO. THE NAME OF VON KAS!SKI; A GERMAN
MagoR. EBoOKS, IT 1S TRUE, PROVIDE A GREAT DEAL OF INTERESTFKG
MATER$AL, BUT THEY DO NOT HELP TO DECIPHER DOCUMENTS m«xﬁn ARE
{N ANY DEGREE hCOMPLlCATED, ANY MORE THAN THE BEST UF- GRAMMARS
CAN MAKE A GOOD WR{TERT
| - .
" FOOTNOTE: = WE AOHERE TO THIS CONCLUSJON DESPITE THE FACT THAT MAVY
CIPHERS HAVE NEVER EBEIN SOLVED. THE ONLY TrHING DEFIMNITELY

PROVED 1S5 THAT THE FEOQOPLE VORKING ON THESE SYSTEWMS WCRE
UHAELE 70 SOLVE THEM.

e
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& o s __TRATNING METHODS

Gryptanalysta who attempted to teach oipher solution during
~ ths Wbrld War have without exception, complained of the lack or

“cipher brains“ in their students and or the poor results ‘achieved

by ‘these students when they attempted the actual solution of = ' ;ﬁf
military oiphers. They_cont:ast_their own.skill and proficiency with i
thaf of their students aﬁd add:te this the fact thét they had'no
:textﬁbooks~andrhad to. wérk but éverything for themselves. There is
just one thing they overlooked - THE TRATNING VAS WRONG RATHER THAN

" THE STUDENTS. The principal reason for - the success of the expert

oryptanalysts (both Aimerican and foreign) was’s hat they HAD worked

out everything for themselves.

bt =

Selfiinstruction in oipher solution (without textébooks) has

ijf’negessarily reguired groping from the TUNKNOWN uowards the KNOWN - in
other words INDUCTIVE REASONiNG, Just what is required in advanced work.
‘The oryptanalyst progressed from simple to complex systems sas the

ciphérs in sotual use becams more difficult, but each step represented

a ﬁew and unknown element.

With the text-books or With class lnstruction, the process has
been the exact opposite; DEDUCTIVE REASONING, working from the KPO#N to
the UNKLOWN and always following logical sequence., First & cipher
is described, then its characteristics end earmaTks are explained, and
finally & few problems in that cipher ere given. Meanwhile, the

sfudents are busy cultivating'b&d habits and the wrong point of view.

Ais soon as faoed with e resl cipher (not in a problem) they are

7 perplexed. It 1s not in the book and they do not even know ho¥ to begin,

| 032
_ The first steps in cryptanalys s‘iz?/by far the most important . . ’
o M &C/r'ﬁﬂff—ft&« )_‘/7&“_ r’ ' «/ 4
_,,{4"(""
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wa gid these older and expert cryptanalysts learn about ciphers?

By the simple process of solving cipher messages and then reconstructing
the ¢ipher Sjé%éms used; £nd thet is the Very process ﬁhich is being ?
- attemp?ed in -the Bullé&in proﬁlems; - to teach general pfihbiples'
of cryptanalysis, tq cultivate INDUGTIVE REASONING, end to ignore the
" type of cipher except as racoﬁstructed'during solutibﬁ of the cryptogram.

0f course in practlice we would be only too glad to discover the

esr-maTks of a "classical™-cipher or other well known sysiem. We may
‘encounter & system which remains effective for a year or more after

"the initisl solution has been achleved. Subsequent solutions of the

- various keys aTe alw§§ much easier than the iptisl solution, snd
varicus short cuts can be developed. _Prob&ems are given which cover
these pheses of the work. This, however,'does not detract from the

necessity of basing all training upon INGENUITY aend INDUCTIVE REASONING.

No matter how advanced the stﬁdeﬁt may be,rtbe elementafy probiems
should not be desplised. They are like setfing-up exerclses and give
a greal desl or trainin@ Tor the time end labor inveolved. No two solutiong
are exactly alike, end as Kipling expresses it: -

. “ﬁee:ﬁﬁe things thet you leern from the yellow end brown
L_ Rt Will help you a heap with the white?

The simple substitution ciphers should be solved by inspection. Tiis

affords training to both eye and memory.

The importance of the early treining, and the gegulsition of skiil

and technigue, cannot be oo strcng stressed. The writer's own R
erpe*ience in this mstier =esea years ago SETrVes as an exanmple,




E{l- : - .
He studied the "Army Training Coursen, working all the problems;

then he solved the oryptograms 1n the "Riverbenk Training Course"°
rinally he was confronted with an sctual ¢ipher message. He socon
discovered thet he was full of theory but devoid of skill or real

knowledge of cipher solution Conoentration on elementary problems

effected the/cur_eﬂ - - -7 .
C:EE;h;uspicion t at something might be wrong with the treining cours e

'did not arise for several years Unfortunately, too m&ny who took

these oourses,never discovered the reason for their fellure or dig

not otay in the game long enough to UNLEARN what they hod been taught.

The proportion of humgnity endowed with "ecinher breins® has been

estimated to be from one in g thousand to one ipn e million. Qur own

v{““ experience with officers of the Navy would indicate that this pfoﬂ

portion may be as high as four or five percent.




AT AN EARLY DATE HE 8 DIFFERENT FROM THE ORDINARY RUN OF MORTALS,

.DR ELSE DUﬂ PRESENT TRAINING METHODS ARE GREAT IMPROV:MENTS OVER

"8LOW. THE WHOLE SUBJECT IS5 SO FOREIGN TO OUR NORMAL MENTAL PROCESSES

% _,__-/Vé?fiaa%- RATE ‘G PRCGRESS . .

iF THE STUDENT DOES NOT DEVELOP A CIPHER "INFERIORITY COMPLEX”

-

THOSE OF THE PAST.
T sHouLD BE REALIZED THAT THERE 1S NO SUCH THING AS PINTENSIVE

TRAINING IN CRYPTANALYSIS, PROGRESS AT THE START IS  ALWAYS WOEFULLY

T f

THAT THE SUB-CONSCIOUS MIND SEEMS TO OFPPOSE IT. IT WILL SINK IN ONLY =

8Y DECREES. lNDEED; WE - LEARN MORE BY ABSORBTION THAN BY CONSCIOUS EFFGtT.

It s UNWISE TO WORK TOQOOD HARD OR TOO LONG: AFTER ABOUT THREE HOURS

THE BRAIN REBELS AND QUITE WORKING. IT 15 BEST TO0 BTOF AT THE END QF

TW0 HOURS AND RESUME THE SOLUTIGN TWENTY FOUR HOURS LATER. IT TAKES A

LCNG TIME TO "HARDENT 4 CRYPTANALYST T0O THE PDPNT WHERE HE CAN WORK AL L

DAY,

THE ﬁ%RST 'STEPS IN CRYPTOGRAPHY, BY FAR THE MOST IMPORTANT AS

REGARDS FUTURE PROGRESS, ARE THUS BOTH SLOW AND DIFFICULT. HOWEVER,

CONTINUED WORK ON ELEMENTARY PROBLEMS WILL FINALLY GET THE STUDENW
THROUGH THIS PAINFUL STAGE. WHEN HE 13 ABLE TO SOLVE A SIMPLE SuB-—

STITUTION CIPHER WITH EASE, HE IS READY TO STEP OUT AND TACKLE THE

MORE ADVANCED PROBLEMS.

THE EL EMENTARY PROBLEMS iN BOTH TYPES OF-CEPHERS (SUBSTITUTIG*
AND TﬁANSPOSETION) MAY BE WORKED OMN CONCURRENTLY? ONE 18 AN AID T THE

OTHER. THERE 1S A @88 REASON FOR THIS = THE LANGUAGE 15 THE SAmE

IN BQOTH CASES.,
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- & text-book in the U.S. Army duripg the World War, and is the

™~
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P .. 5. HITT

- Captain (now Colonel)} Perker Hitt, U.S. Army, was the first
American to undertske "practicel cipher solution®, and has never :
been given the credit he deserves for his pioneer work. Hitt's Eﬁﬂ
"Menusl for the Solution of Military Ciphers - 1916™ was used as R

-only text-book yel published of any practical value.. It proved
to be the despalr of logical minds, due to its non-~systematic

_ arrengement. Each "case" of solution began with a cryptogream,

outlined the steps of solution, and more or less ignored the
cipher involved.  (The logical mind always wants all the details :
of the cipher before attempting its solution). L. ;

Hitt's Manuel had meny defects. It was incomplete as it
covered only the systems which ceme under Captain Hitt's observa-
tion. It mentioned "vowel classification® several times but feiled
to state how thils was done. It placed too great stress om fre-
quencies. Its treatment of "standard alpheabets” is now obsolete,

~as such systems would be used only by samateurs. Nevertheless,
"Hiti's Menual was & most important coniribuiion to the literature -
on cryptography. As the "Manual for the Solution of Militery
Ciphers” 1s out of print, certain extracts are quoted herein as a
matiter of generzl information. :

Introduction

"The history of war teems with occasions where interception
of dispatches eand orders written in plain lenguage has resulied
in deTeat and disaster for the force whose intentions thus beceane
known at once to the enemy. For this reason prudent genersls
have used cipher and code messsges from time immemorisl."

_ "It is unnecessary to point out that a cipher which can be
deciphered by the enemy in a few hours 1s worse than useless.
It requires a surprisingly long time to encipher and decipher =
message, using even the simplest kind of cipher, and errors in
trensmission of cipher maetter by wire or radio are unfortunetely
too common." '

"Kerckhoffs hes stated that a militery cloher should fulfill
the following requirements: . o

1st. The system should he materially if not mathe-
matically indecipherable.
- 2d. It should csuse no inconvenience if the appa-
ratus and methods fall inio the hands of the enemy.

- 34. The key should be such thet it could be commu-
nicated end remembered without the necessity of written
notes and should be changeable &t the will of %he cor-
respondents.

4th. The systems should be applicsble %o telegrephic
correspondence. : '

5th., The @pparetus should be easily carried end a
single person should be eble to operate it.

2o [ SR, B R . . _m




Captain (riow Colonel) Parker Hitt, U.S. Army, was the first
American to undertake '“practical cipher solution", and has never ,
been given the credit he deserves for his pioneer work. Hitt's {
"Manual -for the Sclution of Military Ciphers — 1916" was used as
a text~book in the U.S. Army during the World War, and is the
only text—book yet published of any practical value. It proved
to be the despair of Logical minds, due to its non—systematic
arrangement. Each '"case"” of solution began with a cryptogram,
outlined the steps of solution, and more or Less ignored the
cipher involved. (The logical mind always wants all the details
of the cipher before attemptin its solution).

Hitt's Manual had many defects. It was incomplete as it
covered only the systems which came under Captain Hitt's observa-
tion. . It mentioned "vowel classification” several times but failed
to state how this was done. It placed too great stress on fre-
quencies. Its treatment of "standard alphabets" is now obsolete,
as such systems would be used only by amateurs. HNevertheless,
Hitt's Manual was a most important contribution to the literature
on cryptography. As the "Manual for the Solution of Military '
Ciphers'" is out of print, certain extracts are gquoted herein as a
matter of general information. :

Introduction

"The history of war teems with occasions where interception
of dispatches and orders written in plain language has resul ted _ 7
— in defeat and disaster for the force whose intentions thus became - -
= known at once to the enemy. For this reason prudent generals {
have used cipher and code messages from time immemorial.”

"It 95 unnecessary to point out that a cipher which can be
deciphered by the enemy in a few hours is worse than useless.
It requires a surprisingly Long time to encipher and decipher a
message, using even the simplest kind of cipher, and errors in
transmission of cipher matter by wire or radio are unfortunately
too common.' - T ' :

"Kerckhoffs has stated that a military cipher should fulfill
the following reguirements: '

1st. The system should be materially if not mathe—
matically indecipherable. )
Z. - It should cause no inconvenience if the appa-—
_ratus and methods fall into the hands of the enemy.
3d. The key should be such that it could be comm—
nicated and remembered without the necessity of written
notes and should be changeable at the will of the cor-
respondents. _
4th. The systems should be appticable to telegraphic
correspondence. '
‘ 5th. The apparatus should be easily carried and a
single person should be able to operate it. .
6th. Finally, in view of the circumstances under {
which it must be used, the system shculd be an easy one *
to operate, demanding neither mental strain nor knowledae

of a long series of rules. ' 037
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- "i brief consideration of these six conditions must lead

. to the -conclusion that there is no perfect military cipher. The
Tirst requirement Is the one most often overlooked by those pre-
scribing the use of any given cipher and, even if not overlooked,
the indeciphersbility of any cipher likely to be used formilitary
purposes is usually vastly overesiimated by those preseribing the

-uss of it.™ ) : :

"The cipher of the esmeteur, or of the non—~-expert who makes
_ one up Ior some speciel purpose, is almost sure to fall into :
—one of the clesses whose solution is an easy matter. The humen :
- mind works elong the same lines, in spite of an attempt at _ ;
origirality on the part of the individual, end this is particu- B
larly true of cipher work because there are so few sources of X
information availeble. In other words, the aversage man, when he
sits down to evolve =& cipher, hes nothing to improve upon; he
invents end there is no oné to tell him that his invention is,
in principle, hundreds of years o0ld. The ciphers of ‘the Lbbe
Tritheme, 1499, are the basis of most of the modern substitution
ciphers.” - - o

] "In view of these facts, no messege. should be ¢onsidered. in-
deciphereble, 7Tery short zessages are often very difficult end
mey easily be entirely beyond the possibility of enalysis and :
solution; but it is surprising what can be-dome, st times, with -
8 messege of oniy a few woTdz."

"Iin the event of active orerations, cipher experts will be
in derand &t once. Like el1 octher experts, the cipher expert
: is not born or zsde in s dey; end it is only constant work with
E{“* ciphers, combined with a thorough Jnowledge of their underlying
) principles, thst will make one worthy of the name." :
(Note: This wes written in 1216. His prophecy wes fulfilled & .
vear later.) - ' . .
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Zcuipment for Cipher Work

"Success iz dealing with unkrnown ciphers is meassured by these
four <things in the order nemed; perseversnce, careful methods of
enalysis, iotuifjon, luck. The ability at least to rezd the
lengusge of the original fext is very desireble but not essential,®

- "Cipher worz will have lit+le Permanent ettraction for one
who expecis results at once, without lebor, for there is e vast
emount of purely rcutine labor in <he Preparation of freguency
tebles, the rearrengement of ciphers Tor exeninetion,and the
triel enmd fi{ting of letier to letier pefore the message begins
to appesar.” '

"The rmethods of enelysis ziven in these notes Cover crnly Eé
tne sizmpler veristies of cipher snd i+t is, of murse, imposd ble h
to enumerste 11 the varisties of these., It is believed +thet the
meinods leid doro eTre sounid ans severel years of successful wOTrX
: elong this line would seem to conform to this belief.” '

uded °/kﬂou71&%%e"cf* Zﬁé&

"Unéer intuiticn must be

incl £ N
generel situetion end, it possivle, the speciel situstion which i
led to the sending of the cipher messege. The knowledge or guess e
vhev g certein cirvher messeze conteins o periiculer word. oftien O3yt

leazds to its solntinn.®



‘Technique of Cipher Examination

"The preamble, "place from," date, address and signature,
glve the most important clues as.to the language of the cipher,
the cipher method probably used, and even the subject matter of
~ the message. If the whole of a telegraphic or rad o message is
- in eipher, .it is highly probeble that the preamble, "place from™,

etc., are in an operators' cipher and are distinct from the body
-of ithe message. As these operators® ociphers are necessarily
simple, an attempt should slways be made to discover, by methods
of analysis to be set forth later, the exact extent of the
operator's cipher and then to decipher the parts of the message
enciphered with 1¢", .- . . . - ST o -

_ "In military messages, we elmost invariably fing the language
of the text to be thaet of the nation to which the military force
belongs. The lapguage of the text of the message of secret agents
is, however, another matter and, in dealing with such messages,
~we shounld use ell available evidence, both external and internal,
before deciding finally on the language used. Whenever a fre-
guency table can be prepared, such a tasble will give the best
evidence for this purpose.?

"A1l work in enciphering and deciphering messages and in
copying ciphers should be done with capital letters. There is
much less chance of error when workdng with capitals and with .
little practice, it 18 just about as fast. An edditional safe~-
guerd 1s to use black ink or pencil for the plain text =ana
colored ink or pencil for the cipher. A separate color ney be

~.used for the key when necessary.” : :
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