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- eryptanalyst will depend almost entirely upon his own initiative and industry.

‘independent study and the solution of cryptograns themselves.

continued to develop. Numerous Scholars and philosophers attempted to

L. . . ". HAVY DEPARTMENT S L
- . 0ffice of Chief of Haval Operatioms T e e
Tioe el WASEINGTON. R A, R

*i-  ELEMENTARY COURSE JN CRYPTANALYSIS

© .. INTRODUCTION

'--1.._-The-§tﬁdent should immediately grasp the ildea that his succéss as a

A complete mastery of the art of eryptanalysis can only come as the resuli of

. -2.° Although the principles to be desalt with in elementary cryptanalysis
are widely known, a knowledge of the mere existence of this ecpurse must be
restricted to members of the Naval Sérvice. The number of persons skilled in
cryptanalytics, .their identity, and their degree of proficlency, must be
carefully guarded. Do not discuss anything connected with £his course with
anyone outside the Navy or Naval Reserve. ’ . . :

EISTORICAL NOTES -

3. Crvptography, in its simpler forms, wonld appear from the evidence
available to be as old as the written languvage itself. In fact, it seems
probable that it may have in some instances actually ante-dated the written
ianguage, for we find numerous indications of usage, in the most remote times,
of arbltrary signs for conveying secret information. Certainly by the time of
‘the Greek and Roman civilizations we find cryptography occupying an important
place in practically all importznt military operations. Julius Caeszr is ,
reported to have used a system in which each letter was replaced by the letter
in the alphabet in the third position frox it, such as, D for &, ete., while
fugustus used the letter preceding the desired letter. 1t is interesting to r
note that this system with variations is stiil in vse by amiteur corre-

spondents today. . . &

AN Throughout the Middle Azes the art and practice of cryptography

e

construci a perfect cipher. . Ameng these might be mentioned Francis Bacon snd
Blaise de Vigenere, both of whor contributed materially to the art without,
however, achieving the ideal for which they sought.

5. In these early days the transmission of communications was ordinarily
restricted to the use of couriers and other egually slow and uncertain means.
Frequently, the use of trustworihy messengers achieved the resul:t desired and
the employment of cryptography was not always essential to secrecy. With the
advent of telegraphy all this was changed. Communiecation became almost in-
stantaneous, but the channels themselves could not be so thoroughly guarded.
Wire tapping was nearly always possible with the ordinary telegraph or cable,
but with the advent of radio, even this became unnecessary, for radio
transpissions are always available to anyone with a sufficiently sensitive
receiver. All this tended strengly to concentrate attention on cryptography as
the only means available whereby & reasonable degree of secrecy could be
attzined, and led teo'a much more rapid advance of the art.- It also served o
crystallize development zlong those lines which were suitable to telegraphic
transmission, eliminating to a large extent the importance of secret inks, as
well as pictorial, and such other kirndred methods with which we need not concern
ourseives. A cryptogram to be transmitted by telegraphic means must, of’
necessity, consist primarily of letters or numerals whether alone or in
combination.
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“dealing in his negotlations. Another early investigator, Francols Viete,

6. VWnile fié history of thefdevelopmenf of cryptography is none too com-

_plete, the history of cryptanalysis is even more fragmentary and one must resort

even more to surmise. It is likely that ¢ryptanalysis is as old as cryptography

- itself, for it seems to be an innate trait of human nature to attempl to read the

secret of others. Fortupately for the peace oy mind of the majority of us, this
trait seems to have been most often deflected into the pursuit of the puzzies and

- riddles which have occupled mankind in all ages.

7. Despite the general lack of historical materizl pumerocus instances of
the use of cryptanalysis do stend out. After the battle of Naseby, Cromwell
employed the English mathematician, John Wallls, to decipher the secret papers
of Charles I, proving conclusively that the King has been gullty of double

successfully analyzed the cipher used by the Holy League, but the effort very

"~ nearly cost his life, for it was charged that only by the use of necromancy

could he have obtained the key, and i1t was with great difficulty that he cleared
himself. At a much lster date, Edgar Allen Poe delighted the world witn "The
Gold Bug® and his treatises on cipher analysis. Also, much reference to crypt-
analysis is to be found in modern detective literature, but, in general,
history is strangely sllent on this important subject. This is no doubt largely
due to the high degree of secrecy with which such matters have of necessity
always been clothed.  Disclosures of any kind are highly inimical to the inter-
ests of the military or diplomatic cryptanalyst, es well as to the country which
he serves, for such disclosures almost invariably close an important avenue of
information. It should not be concluded from this, however, that cryptanalysis
has fajled to play an Important- part, both in peace and war. An instance of
this may be noted in the affair of the Zimmérman note to Mexico during the World
War. The details of that affalr aré so well known that they need not be re-
hearsed here, but we should pote how the reading of & single enemy message so
materially aided England in bringinpg the United States into the war.. 1ln the mors
Testricted fields of military strategy and tactics, it 1s quite obvious that the
commander who has full knowledge of the eneiy's plans and intentions through the
reading of his intercepted despatches 1s in a much better position for bringing
the action to a successful conclusion than one who is denled this information.
Thus the military importance of the successful cryptanalyst can pe scarcely over
emphasized. ’ .
8. The rise of modern communication methods, especially radio, have had
two very profound effects on cryptanalysis. Due to the resultant improvement
of cryptographic methods noted above, the skill and labor involved in the
processes of analytical solutlon has been greatly increased. On the other hand,
however, there has been placed in the hands of the cryptanalyst an zlmost '
infallible source. of cryptegraphic materizl which in former times could scarcely
be obtalned except as the result of fortuitous chance. This has led to the deve-
lopment of cryptanzlysis to the high status which it holds almost universally
today. With this development, regrettebly enough, the United. Stetes has
scarcely Kept pace. 1t Is doubtful if the time will ever come when this country
can and will maintzin in times of peace a highly developed and well organized
cipher bureau such as are reputedly maintained by other countries and for that
reason the primary reliznce in time of war must be placed on the skilled amateur
cryptanalyst. It is in the hope of establishing such a body of tralned amateurs
that this course has been lnaugurated. - '

DEFINITIONS

S. The definitions found in this course have been taken from the Army
Extensicn Course in "Elementary Military Cryptography” through the courtesy of
Major W. F. Friedman, Signal Reserve, U. S. Army.

10. Crvptelogy 1s that brahch of knowledgé which treats of all the means and
methods of secret intercommunicaticn.

1. Cryptography is that branch of c¢ryptology which treats of the various
means, methods, and devices for convering plain-text messages into cryptograzs
end reconverting the so-produced cryptograms Inte their plain-text form by a
direct reversal of the steps or processes emploved in the original conversion.
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be transmitted_by any of the agencies of Inter-communication. . As mentioned

more or less highly specialized form of substitution.

" B0 some change In their relative positions or sequences 50 that the message

A D

12. ..'Plain:.text is writing which cenveys an intelligible méaning,in_the RN

language in which it is written. ... - .

13. 7 Cryptographic text 1s writing which conveys no intelligible meaning in
any language, or which apparently conveys an intelligible meaning that is not’
the real meaning intended to be conveyed. ,

14. A cryptogram is q‘éommﬁnication written in secret language, which iay

before, we are concerned only with ecryptograms which can be transmitted by radio
or telegraph.: . .- T e - : ) L

15. = Cryptographing and.decryptographing are accomplished by means collec—
tively designated as codes and ciphers. In Cipher systems cryptograms are
produced by applying the cryptographic treatment to individual letters of the
plain text messages, whereas in code systems cryptograms are produced by
applying the cryptographic treatment to entire words, phrases, and sentences
of the plain-text messages.” The code systems become, in the final amalysis,a

. 16, . Substitutjon and transposition are the only two dlstinctly different”
types of treatment which may be applied to plaim text to convert it inte secret
text, ylelding two different eclasses of cryptograms. In substitution the .
elements of the plain text retain their original positions or sequences, but are
replaced by other elements with different values or meznings. In transposition
the elements or unlts of the plain text, whether cne is dealing with individual
letters or groups of letters, retain their sriginal identities but merely under-

becomes. unintelligible.

17. It may be stated that, as a genersl rule, all or nearly all crypto-
graphic systems suitable for practical use can be broken down, or solved, that
is, properly prepared cryptograms can be "translated" or read without a kriowledge
Or possession of a general cryptographic system and the specific key applying
to the cryptograms. ‘ :

A

,,,

B %t
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1B. That branch of cryptology which dezls. with the princjples,'metnods,';nd
means employed In the solution or analysis of cryptograms is called
eryptanaslvtices. ‘ .

‘19. The steps and operations performed in applying the principles of
cryptanalytics constitute cryptanalysis. To eryptenalyze or to decrypt a
cryptogram is to solve it by cryptanalysis. -

20. The normal alphabet for any language is one 4n which the sequences of '§
sounds or symbols have been definitely fixed by long usage or convention.

21. A ciphe? alphabet is one in whieh the elementary speech sounds are
represented by characters other than those representing them in the normal alpha-
bet. : ‘ ‘ :

R2. When the plain text of a message is converted into secret text by the
use of one or more cipher alphabets, the resultant cryptogram constitutes a
substitution cipher.

23. It will be convenient to designate that component of = cipher alphabet
constituting the seguences of speech-sounds, the plain component, and the
compenent constituting the sequence of symbols, the cipher component.

24 As regards the seguence of the letters forming its cipher component,r
¢ipher alphabets are of two kinds: :

(a) Standard cipher alphabets, in which the sequence of letters in the
¢ipher component is the same zs the normal, but eithew shifted from its ncrmal
Polinrt of coincidence with the plain component or reversed in direction.
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C Plain o ABCDEFCHIJKLMNOPQRSTUVWXYZ
Cipher - QRSTUVWXYZABCDEFGHIJELKNOP

. It is obvious that the ciphef"componeht ¢an be applied to the plain component at
- any one of 26 polnts of coincidence. (except the one which coincides exactly). -

" Reversed Stendard Cipher Alphabet

; e

Plain - ABCDEFCHIJKLMNOPQRSTOBYWXYZ .
[Cioher - QP ONNLEJIBRGFEDCRAZIXWYDTSH

FUr A rEes SO T

Here the cipher component can be applied to the component at any one of 26 points
. of coincidence. This is also an example of & reciprocal alphabet, that is, the
- equivalents are reversible or reciprocal in pairs. {A plain is Q cipher, and @
plain is A cipher)}. - Thus reciprocal alphabets may serve elther as enciphering or
deciphering alphabets. L R . O .. -

‘{a) Mixed cibher alphabets, in which the sequence of letters or characters in
the cipher component is no longer the same as the normal in 1ts entirety. .

Example -

handom Mixeda Cipnzr Alphabeis

Pizgin - ABCDEFGHIJKLNM NOP QRSTUVWXYZ
_ Cipher - FIMQIBUEYABRKTISDRNCWZO0LVGP .

Systematically Mixed Cipher Alphabets

Plain - ABCDEFGEIJKLMNOPQRSTUVWXYZ
Cierer - SYTEMAICLBDFGHJKNOPGQRUVWXZ

=

§Systematic&lly-mixed cipher alphabets will be discussed in Assignment No. 2.

25. If a2 cipher zlphabet is drawn up ané a message enciphered by 1ts means,
letter-tor-ietter consistently throughout the message, it 1s saia tnal ihoe
cryptogram has been enciphered by a single alphabet, and it 1s z single-
alphabet substitution cipher. When only one alphabet Is employed, the system
is technically called monoslphabetic substitution, and when two or more cipher
alphabets are -employed, it is called poly-alphabetic substitution.

EQLUTIOR OF A MONO-ALPHABET SUESTITUTION CIPHEH

26. The following problem is sn example of a mono-alphabet cipher of the
simplest type, that is, one of which the plain language word lengths have been
left intact, and not combined 1n 5-letter groups for telegraphic transmission,
zs is ordinarily done. o

EIFIX02S  QXXQOJM  PNZDM DCXILIMN PS IXOr1QD  DQVQF

QWXICZIXIMY  ¥JQX  EMZEQD  YWPEQZIDMY JQN PHND  CZHNKZME

o S . )
= S XC XL IDXC  EMRIXMZZQDMGD Q XL QXXC06 SIM xuc oo
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XZQDYBCXY  0QZZSIDK  QEMZIOQD  YCFNIMZY EGZYMIFFM QDN - -

YCWFCD  BMZICH ,'ZHAWﬁYX,:.FCDNCD PH  IDLCZEMN HEQOGYCD
g%{; - 27. ThéAbasic principle of cipherAsolution 1s that underlying-the clipher

= text i1s plain text and the peculiarities of the plain text language itself le=d
. to the solution. Sclution is thus based on language itself rather than on the
frequency of occurrence of individual letters. To fix this principle firmly in
the mind of the beginner, an illustration of solution of this problem is given.

. 28B. First, the cipher text is examined for repetitions and peculiarities
of letter distribution. Hepetitions have been underlined, and. they represent
words or parts of words which are probably common in English, otherwise they
would not be repeated in such & short messsre. Peculiar letter distributions
are: doubled letters, repeated letters within a small nusmber of letters, and
reversed digraphs. Some of the peculiar distributions have been overlined in
the cryptogram. o

29, It should be remembered here that languzage cannot be written or spoken
without using certain connective words, syllables, and phrases. The most
comnmon of these are: that, which, tion, ing, ence, the, been, have, had, has,
and, to, of, but, not, in. Also, punctuation is often used so the words
"period™, "comma®, and "stop" may be zdded to the list. Since trese words
appear so often in the English language, regardless of subject matter, one or
more of them has an excellent chance of appearing as = repetition in the cipher
text.

i AN
o

30. Having carefully scrutinized the text, the next step 1s o make assump- :
tion of plain language values. Andre Langie, a French author of works on Cryp- -
tanalysis, has said that the motto of the cryptanzlyst should be: Tnlet's :
suppose”, Ee has dlsc sald that the most impcrtant zid in cipher solution is a
good eraser. In other words, make logical assumptions where possible; if they
do not lezd to solution, erase the gssumptlons wnich have been proved incorrect
and make others. -

31. In our problem the word XJQX immediztely attracts attention. First, we
xniow it to be a complete word. Even when the text is not. spaced into proper word
lengths, such a cozmbinsation would invite attention because it fits the very
common word T"thatP. Therefore, tentatively substitute T,H,A,T (plain) for XJoX.
To verily this assumpiion, substitute the ascuned vilues throughout the cipher
text wherever X,J,% zppear. {The student shouvld foliow through on this sclution
by actually perforazing each stop). The asssumpiicn is certainly now a good .
possibility because of the excellent combinstions which it gives elsewhere in thet
message: XJIM (cipher} = TH - (plain); =JQN(c) = HA - (pl); QXAQOGC(e) = ATTA - -
(p). If the initial assumption was correct, then the M- cf XJM must represent
E(p) to make XJM{c) = THE. Also, in JQN{c) = E& - {p), ¥{c), probably
represents either S(p) or D(p) to make HAS or HAD. Where XC(C§ i g 3,

C{c) must represent O{p). Therefore, throughout the text substitute E(p) for

¥ic) end O(p§ for C{c). This substitution gives some excellent combinations of ¢
plain letters and no combinations which are impossible. Look at 1DXC(c} = --TD

(p). Obvicusly ID(e) - IN{p). Agazin substitute throughout. Now, there can

no longer be any doudbt a5 to the co rectness of gur 3nitja essunption.

IXCFIQD{c) = ITA - IAK, so F(c) = L{p}; KC(c) = GOUp); GBN{(e) = iy - ‘p), So

N(¢) = (p). Substitute the newly reccvered valuss, and continue the process.

The entire cipher message is splved very easily from this peint on.

e

32. ~ The complete translation is: MILITARY ATTACHE SZENE NGTIFIED BY
ITALIAN NAVAL AUTHORITIES THAT GEEMAH# SUBMARINES HiD BEEN ORDEREC TO GO 1RTO
MEDITERRANEAN SEA TO ATTACK THE TWO TRANSPORTS CARRYING AMERICAN SOLDIERS
MARSEILLE AND TOULORN PERIOD REQUEST LONDON 3% IRFGRMED JACKSON.

33. The problem was solved without pzying any attention whatever to freq-
uency tables, end without any knowledge whztever ac to the nature of the text,
except that 1t was inp English. Only one assunption had to be made and then step
by step it was only necessary to substitute odviocus values after substituting

) the initial assumed values. Had the initizl gssunption been incorrect, it would
é\ nave been erased and a new siart made. There were other chvious bhreaks which

-5 008
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would be inevitable and soon be found by "trial and error® or, if you prefar, by
"~ bypothesis and test. The three words in seguence XC KC IDXC is an excellent
- starting point and would soon have been assumed to bs TO GO INTO. Another wes
" the two words QXXQOJH and QXXQDG. The latter would socner or later have been
&Z:  assumed to be attack and this would make the first ATTACHE. .

e 34. - The problems given the student in Assignment Ho. 1 for solutien are to
- be solved in the same meuner, which is called "by inspection". No frequency .
tables are to be employed. After solution of these problems, .the student will

~ readily see that ciphers of this type prove to be a very inadeguate form of
camouflage. = = ) :

3s5. The lesson to be learned from'Assignment Ro. 1, which should néver be
forgotten in Cryptanslysis, 1s "The fundamental principle of cipher sclution
-1s based upon the peculiarities of the plain language itselfw.

% * XJM {cipher)=7THE (plain) will hereafter appear XMi(c) = TH - (). (®
: is also used to mean'(key).‘ - _ 7 | _

PROBLEMS TO_ASSIGNMENT No. 1 .

Answer the Following questions:

1. What is the difference between cryptography and cryptanalysis?
2. What is the difference between a code and a cipher?

3. What 1s the difference between substitution and transposition ciphers?

g%é Solve the following problems:

‘Problem Ko. 1 —- Non-Navul Text
FTUE ET 4 D‘F ODEBFASDBMY U E SUEBQZ
ME ¥2Z QJQDOUEQ UZ FTQ EAXGCFUAZ

i
%& AR X 0OUBTQD ©NK UDZEBQOFUDLZT
Problem No;.2 —- Non-Naval Text

DSVH ZHPVW ZYLFG SRH KOZM LU
XZNEZRTK TVHYIZO HGLMVDZOO
QzXPELM IVKORVYW GL ZX RMIFRERBGRE
'XSZKOZRM X2ZM BLF PVYVE 2 HVXIVG

bt o L e, e e e e g ST

BYH GSV VZTVI XOVIRX ZMKHDVIVW
DVYOO HL XZK B HZRW GSYV TVMVIZO

‘
Problem Ko. 3 —Non-Naval Text

DCLCVSRUCTN 5B UCGTO BSP PGRYD
ESUUDMIYEGRKYST ZG60 DSTC ESTOCYDCPG

=Y | | - 005

e



@

qu'ﬂsxupbg;gcssyma 6 FCNNCP ...
YTRCPTONYSTGV MTDCPONGTDYTA . :
Problem No. 4 -- Non-Naval Text '
XA ERK VZZB ZFB BQWO LZIBO
LEIK MQIKCUFFW OHQKEB XA
HIWHEZVIQYOT?kJK ERXO NUE
| EzBQW LZIBO QIK IUA EZVEERKI
QAB ERK EKTE X0 BXSXBEKB XAEZ
- WIZUHEO 2C CXSK FKEEKIO EZ )
© - XAOUIK QNMUIQMW XA EKFKVIQERXM
EIQAOYXO0O0XZA -
Pl"o'bjl'eﬁ‘ !!o. 5 A-;‘Ha\%a;if%;e;;’f o - - o
FEhFWEE'DEﬂ?E} OXZEEVWP WD
SNEE NBAUD UOXZENZ FROM TBLN
DBJY THOEDNNX WFEBR FNEBHZ 1IN
FENFWENZ THE JWGBJOJ MFNNGZ N
DYNXDP YXHDNM
Pr-oblem No. 6 -- Non-Haval Text
;E; ¥ IXTRYILTNO NOYWNZXC RF LAX h
Rt HEWRTW NOO CWX KNOMXF RA
CWX KOYWNZXC NIX IXTRYILTNOD
RA YBRRIF
Problem No; 7
DO IBWY UTXB CGESWBS S5BVOWYRBW
STXTVTYE VBXBEOBBE ;EDEMB ZYGWVE
oY OCWBB UTXB UYGW. |
Note: “The word "destroyer® is believed to be‘ in the text of this message. F
"Problem No. B
ALTDM VSRJIJBXTY LIPRN AVJUD
ISBDC FNWOSBQRRYV. A4 SV CCOTMN
VDY LPUMA QRBPFIOC JE NP WFDLDEO [
TVQH i
- Note: Ii[efxgop}.;gt;?n_is not achieved in 45 minute:é, break the seal and read the
- - o o001 A
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provided for mailing your work sheets.. o

e W e

Before you mail the solutions to this assignment please include your full name,?%l
rate, rank, or title, and latest address. Use only the official envelopes '

Problem No. 8 éannot be solvea. It is a meaningléss Jumble of letters
written at random. ' : L - . .

POSTMORTEM : @

Having solved problems No. 1 to 7, and having learned that No. 8 is really‘éi N
not a cryptogram but a hodgepodge of letters, the student should be impressed g
with the fact that problems Nos. 1 to 7 cun be solved because language is hidden J
by the cipher and Ho. 8 cannot be solved because there is no language there.
Furthermore, he has seen how simple this type of problem becomes when there is
a "KNOWH®™ word as in Problem No. 7. -

Note: There are no more dﬁmmyrproblems in the Elementafy Course in
Cryptanalysis. A1l probiems can be solved by the student. '
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GOUGE FOR ELEMENTARY COURSE IN CRYPTANALYSIS

e - ASSIGMMENT No. 1
Problem No. i

U

FTUE ETADF ODM'ASDMY. UE SUEQZ ¥E HZ -Q,JQ,DOUEQ Uz FTQ S
THIS ShORT CRYPTOGRAM IS GIVEN AS AN EXERCISE: IN THE

mazmz 4R M OUBTQD NK UzEBQom
 SOLUTIOLN OF A CIPHER BY - TNSPECTION

fmSzétem: Mbnoalphabet substitution. Direct sténdard élphabets,",
_ A(plain) = M(cipher). o 7 _; '7 -

(p)-.gBCDEFGHIJKLMN'O?__QRSTUVWX 7

(o)-LNOPQRSTUVWXYZABCD_EF_VGHIJ L

Problem. No. ‘” I

DSVM ZHPVY ZYIFG SRH XOZM ' LU XZNKZRTM TVMVIZO - HGIMVDZOO -
WHEN ASKED LBOUT EIS PLIN OF CMPAIGN GENERAL ~STONEWAIL

QZXPHIY: IVKORVY GL ZM RMIFRHRGREV XSZKOZRI X721 BI.:* PWK
JfaCKSOl‘E REPLIED TO0 AN TNQUISITIVE CHAPLAIN CiN YOU XHEEP

7, BVXIVG BVH G3V VZIVI XOVIRX 2ZAEDVIVE DVeO. HL X2 R
4L SECRET YES THE ZEAGER CLERIC ANSWERED WELL SO Cl I

i

HZRW GSV TWIVIZO - .
SnID THE GENERLL

System: Monoalphebet substitution. Reversed standerd alphebets,
A{plain) = Z{cibher).

N

) - .&BCD INOP
) - TM LK

EFGHIJTEKELD QRST UV
MYUTSRQP O1 JIHEHGFE

it

Y2
B 4 .

’ﬁm
-]

r>,

(p
(¢

_ Problem No. &

DCLCVSRUCTN SB UCGTO BSP PGRYD ESUUMTYEGNYST ZGO DSTC
DEVELOPMENT OF MEANS FOR RADIO COMNUWICATICH HAS DOIE

EéTOYDCPGF‘J’C IISKGPD EPCGNYTA G TFCINCP YTHCPTGMYSTGV
CONSIDERABLE TOWARD CREATING A BETTER INTERMATIOHNAL

MTDCPONGTDYTA
UNDERSTANDING

System: Monoalphabet substitution. Reversed stendard alphabets,
~ A{plain) = G{cipher).

HIJX

CDEFG LM 0
CBAZYKUVUTS_.
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PREPARE

Problem No. 4

XA ERK Vz2B ZFB BQWO L2TRO I.KIK MQIKCUFFW
IN THE GOOD LD ° DAYS .WORLS | UER:L

MIWI:E"’VIQYO FXJK ERXO I‘H}E 'F‘ZBQ,W LZTR0 O,IK IUA EZ'ETBIRKI o
TODAY WORDS ARE RUN

CRYPTOGRAMS LIKE THIS BUT
QLB ERK. EXTE X0 RXSXBKB XAEZ -

LWD. - THE : TEXT IS DI‘IIDED INTO

ZAQUIK QI&TUT QW XA EIG’KVIQ,HRI&I
INSU'RE ACCUR{ cY 1 TEIEGRAPHIC

stt.em :

(p)-—ABCDEFGHIJ‘KLMN
(c)-—Q; HBXCVRX  FYua

Problem No. S

FENFWEN DH L0 OXZNEWP?

DBIN THOEIINIL

VFEBR FNEBHZ 1IN I THE JWGBJOJ pmz
-TIME FOURTEEN [SPRIL PERIOD BE PREPARED FOR MAXDTR SPEED 3
. DVNADP  YXEDM %
TWENTY EKHOTS B
N . “ F
Systemn: lionoeslphabet substitution. Random mixed alphabets. 3
(p) —ABCD;I‘GHIJKLI—' NMOPQRSTUVWIXYZ
(e} - WI HTLUB YRJZHEF ENDOLVGPS
Problem lo. 6 =3
N IXTRYILTRO NOYWNZXC RF L&Y RAL HWRTW NOD CWX XNOMXF RA E
4 RECIPROCAL ALIPHABET IS OIE 1IN VWHICH A#IL THE VAIUES 1IN -
CWX NOVWITZZC NIX IXTRYILTNO R. YNRIF E
THE :.Lrﬂ:.n: LRE  RECIPROCLAL TN PALIRS 3
System: I:orioalphabet substitution. Random reciprocal alphabets.
(p) ~£BCDEFGHIJKLHENOPQRSTUVVIYZ
(e} ~NZT XS WR VOULLY IFCI’KHEPB
Provlem No. 7
DO IBWY UTZB CGESWBS SBVOWYRBYW STXIVIYE VBXBEOBBE ZCDEMB
AT ZERO FIVI HEUNDRED DESTROYER DIVISION SEVENTE®! CHANGE
ZYGWVB OY OCWEB UTEB UYGW ,
COURSE TO 7THREE FIVE FOUR 010
: _ L

Lonoalphab et substituti 10:1 .

, WD SHEH WBLUD
TO GET UNDERWAY AT ZERO EIGHD -

@

sa SET

GHQI@’ XA
CAREFULLY SPACED IN

TOGETHER

WIZUHO 2ZC CXSK FEKEFKIO EZ
'GROUPS OF FIVE LETTERS T0.

EIQLOYX00XZL -
TRANSMISSION — ~

Randon mixed alphabetso

O?QRSTUVJMHZ
ZH IOEUSLTW

UOXZENZ TFROM TEIN
HUNDRED PLUS FIVE

FENFWENZ




9

IF']IEi"
11 et

sttenr ‘Honoalphabet substitution. Randon mixed alphabets.

(p}—ABGDEFGHIJKLMNOP QRSTUVW,{YZ‘
(e) =D ZSBUMCT_ EY WVO0GX RI

Problem NO. 8 -

LLTDM VSRJB.&TY LIPRY AVJU ISEDC FIWJOSBQRRV AK sv CCOTH
'VDY IPUMA Q,RBPFIO JK ‘NP WFDI&)EO TVQH '

sttem. ~Meaningless- jumble.- B

T

3

AR

R

|

Mt o ¢
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ELEMENTARY COURSE IN CRYPTANALYSTS

- ASSIGNMENT No, 2 .

. MECHANICS OF THE ENGLISE LANGUAGE
IS 1. The probiems 1nikséignmunt No. 1 were aolved by inspection, illus-

' trating the fundemental principle thet oipher solutloa 1z based on the
peculiarities of the underlying wlainm text, Words were azsumed Iinstead of
Individual letters, which led to Tapld solution of the cryptogram. Before

proceeding to more complax types of ciphers, & brie? descriptios of the
individual letter diatribu§;39 is gtven, - ) i .

The Engliéﬁ lénguage ia wffﬁién'by means of 26 sharaciers oallad lstters, whieh,
© teken togethsr and conzldered as p sequence of characters, conatituts an alpha-

bat. HNearly.all written. languages ars zlmilar, but thers are a Tew exceptione, ) 'Sﬁﬁ
notably Chinesa. The prineiplea discussed hereln concsrning the characteristios | pmtunn

of English apply to all modsrad languagss of alphabetical vonstruetion, -

I & tabulation ot the ocourrence of indlviduel letters, called a frequemcy
table, is made of a lerge volume of crdinasry Navel text {mearly but not quite
identierml with English literary text) scme Interesting facts ere disclesed. 'The
¥echanles of English Teble shows graphically the relative frequency of each
individual letter to be expected in 200 letiers of Navael text {besed on an
actual count of 20,000 letters of text}. XNote thar the most frequent lettsrs
are E, T, 0, N, A, I, R, end S, and the most infrequent ars J, E, Q, X and Z.

Just as single letters have cheracteristic rrequenciés, palr of letters, called
digraphs, and sets of three letters, called trigraphs, 40 elso. These tables
&re elso given under Mechanics of English. '

i

2, Frequency tables should be used only as & check on assumptions, A very
common faull among amateur eryptanalysts is ihe pleclng of too much welght on the
frequencles of 1ndividual letters. For instance, "E" and "™ have the two
highest average velues in Engiish text, but they esre not necessarlly the highest-
freguency latters in & given cryptogram, . Repstition end peculiar letter dis-
tributions are Tar more importent than freguencies., As &n example of the
above principles, & 4-letler repetitlon Ls Tound 1n the text and there is strong
evidence to show that these 4 letters are word endings. Sipee it is & repe-
tltion, it probably is e common word ending. If no previous corregt. masumptions
hed been made, the decision betwsen the comzmon endings - ERCE, MENT, TION, and
ING mst be made. Rere the Ireguensy table comes intc play for the rirst time,
211 of the letters involved are high Irequency letters excepting M, Cand G. M
occurs as the first letter of the repetition, C oceours ms the third letter and
G as the fourih., The frequency table usually is very belpful in choosing the
correct possibility, but even in such & case 1t cammot be relied upon completely.

_ With limited text, or text containing unusue} languags,_rrequency tables must
be viewed with susplolon. .

3. Another applicatior of the frequenecy teble is 1ts use In identifying
vowels end high-frequeney conscrants. With 1imited text, repetiticns may not
occur, or the. tipher system mey be sufficiently ecomplex to conceal repetitions
in the plain text. As & measure which is more ox less a last resort, vowels
ere classified as such, not Individuslly ag A, E, etc., but B8 & class, Before
attermpting thls, & study of the digraphic frequency teble shows that in general
vowels combine infreguent with vowels, but they do combine frequently with both
higk and low frequency consonanis; that high frequency consonants combins most
Tfrequently with vowels and other high frequency consonants: and thet low

(32171 . “l"' .
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:equeﬁcy copsorsnts cozbine most freguently with vowels. Vowel classification
;ade. Zven here the frequency table 1s only a gulde, and sometimes an unrelisble
guide. - : : - _ S )

4. Recently {¥erck, 1937} en autbor published a bopk of over 50,000 words
In which the letter *E™ doues not appear at all. The book 1s readable and ths
sentences ere not Jerky or awkward., In normal English the six vowels 4, E, I,
0, U, Y represent LO% of the totael text., Of these, the velue of T alone iz 134,
Tet in & book of large volume without a single "E", the percentage of vowels used
st11l must closely epproiimate the same vslue, LO%. That 1s, the gumber of
-vowels as & class, ¢an st11]l be depended upon end If "E™ does not appear, the
other vowels will be used with grester than normel frequency t¢ compensate for.
its omlisslon. e e m e e L e R . L

5. In Baval text the sum of the thirteen highest frequencies will usually
equal or sxcesd 80% of the total numbers of letters in the text. This
characteristic zay be used in'the identifioeetion of mono-nlphabetic substitu-~
tions and transpositicons. - ... 0o - S i :

6.  Just es Yowels fepré;;ﬁtxéraefinite percentags of the enmtirs text, tﬁa
low fresqueney consonamts J, XK, @, X, Z, together represent a-deflinite percentage

.of less than 2%. One or more of theses letiters may vary considerably from iis

normal freguency im & given amount of text, but the percentage of the group will
rexain less than 2%. .

7+ . Ancther use of the freguency table involves the classification of both
Towels and gopsczants. In vowel olassification 1t 1y usunelly possible to clessify
es vowels the letters rspresenting A, E, I, end U without dirficulty, but U and
Y sre glzost igposslble to ldentify as vowels., Therefore, in conpection with
vowel clessificetion, tre claessification of groups ms high, intermediate, &nd
low frequency 1s EelpZful. The elght high frequency letters E, T, 0, &4, N, I, R,
S comprise €63% of tke text. OF thls amount, the four vowels E, 0, 4 &2nd I ere
361% end the conscaents T, N, R apd 5 30%. The cther 18 letters, including the
low fresuenzy gooup &, K, 3, X and Z comprise the other 1/3 of the text. It is
‘2sually easy to plex tre B high frequency letters of the cipher text with reason-
eble sssurance thetl they represent at least 7 of the 8 high fregusnocy letters or
Znglish becasuse, &s Lhe freguency table shows, the velues of the next nighest
Irezuency letters efter S drop sharply. Of the 8 highest frequency letters, it
is possible to ciessiiy L -vowelsg, &s explained previcusly, lesving the other L
eutomstiecally clessed =5 beingz in the T, N, R, § group. Thus with i vowels, L
kigk frequency conscozexnts, and 5 low frequency letters classified, the problem
of making correct essu=ptlions to it the cipher text is simplified.

8. The foregolrg discusslon has been concerned only withe the English
languege. FEngllsh is cne of the most difficult of lengusges for the cryptanalyst.
French end Germsa, for exemple, both show E es outstandingly high, much more ss
than in English, end tils letter can be spotted mt once from the frequency table
©I the proper alphsbet. also, these languages have certain invariable high
fresguency ccxmbipstions sush as the German CH and the French or Spenish QU, which
&ld anslysis to & greev degree. Such language charecteristics undoubtedly have
led Europezn sutkors of works on this subject te stress the velue of individusl
ietter freguencles Ter terond the polnt where they cen be depended upon,

q. Iz 21l tut the sioplest problems, & Irequency table is constructed Tor
use as & gulde, es explelned in the foregolng paragraphs. To construct a
frequency table, the A's, B's, ete,, of the cryptosram are counted. It is usually
test to do thls graphleally, as shown in the Mechanics of English Table. The
Teason for this will Yecoze spparent in later mssigmments. It is also
beneficial to mexe e Trigraphlie Frequency Table. This is done by listing, Tor
ezch letter of the Alphebet, A, for Example, the letter which precedes {prefix)
and the letter which fcllows (suffix} for each appearance of A In the text. - For
the followlng clpher text - B A DVECAQRBADLPRLASWEBAQ i, &

-2-

ir 5 complicated system. leads up to the point where "assumptlons that T4it" can be °

e,
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' purtial (ror 4 end B only) trigraphic table is:

BCBRQ - VTR W The upper iine of lettesrs listad with & ’ H
: : represents the preflr in their order of opcurence,
A B ) the lower lins glves the corresponding suffixes.
' - S This table shows at a glancs the digrephs,
BQgDS - . ACAQ trigraphs, and repetitions in the messags. It is -
B - . the only sure wey of locating all repetitiocns in
. ) -a long cryptogram, aﬁd it iz valuable in classl-
. Ifying vowels,

i ;g In the Mechenles of Epglish table, the freguency of inltlal and final
letters is also given. This should be used in the same manner as apy other
rraquency tadble -—- meraly an eid and not a sign post.

MECHANICS OF ENCLISH TABLE {For Naval Text)

‘Freguency of Individual Letters I Fraquency of Digraphs snd

"to be expected in 200 lettersz of : Trigraphs to be erxpeoted
Naval Text, {Based on a oopunt in 2,000 lstters of Naval
of 20,000 letters). . Texi. (Based on a count
] . of 20,000 letters}.
15 & -
2 - J— Kost Frequent Digraphs
C —mwmm— . '
G D oeem—mm——— ‘ - ER-L3 RO-2L, OR-20
26 B —m ——— — - IN-42 ES-23  0U-20
5F memmm . ON-38 5T-23 RI-19
[ Q- p——— ' ‘ EN-34 TI-23 = ET-18
5 H —o—em : ) RE-34 C0-22 FE-18
15 I r—mmmr e AT-31 ND-Z2  VE-17
- J : AN-29 NE-22  AR-16
- 1K - : NT-27 NG-22 TA-16 - -
& & L ~mmmem TE-27 T0-22 DE~15
b M —r—- ) ; EE-25  I0-21 IE-15
16 N me—emcememmm e : ED-24 TH-21 SB-15
17 ¢ - - -
5 E‘ ----- Most Frequent Trigraphs
15 B =wmesmemm——— e . ‘ ING-17 ERI-G  ATT-6
11 8§ ——m—mmememee : ENT-13 ION-9  DRE-6
18 T —mmmmm e ——————— ERO=-11 PER-9  LAN-6
6 U ———mmm : EEN-10 TEE-9 ONE-6
R — : : : GET-10 = COU-8 RED-6
36 -—- IGH-10 IVE-8 RIN-6
b G TI0-10 OQUR-8 RIOD-6
3Y --- ZER-10  QUT-8 TER-6
1z- AND-9 EsS?T-7 TIN-6-
ATI-6 -
FREQUENCY OF INITIAL AND FINAT LETTEZRS
letters - ABC D EFGHIJTEKELMN OPQRS TUVWIYZ
Initlel - 966 5 4233112422102 -4L5172~7-13-
) Fipsl - -1 -17106 L 2--1619 L1-89111-1-28-
3
- L
4 -3~
N o114
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DIGRAPHIC TABLE

i S o . Tirst letter :
e B {Seoond 1sttar appears in lett column)

A B C DX ¥ G HEI J XL MNLOTP QO R 8T UV ¥ X Y =2
:t 1 & 710 9 2 4-6 2 - 1-l4 1Y Y03 4 - 14 BL6 K 3 LK - 3 =
th -~ 4 2 3 - = =1 - 1 1 13 - ="2 2 2 1 3 « « =« 1=
: 9 - 1 2 81 1 ~ 6 = 11 =~ 83 = «. 6.8 4 1 ~ « 1 2 °
: 5 1= 224 = 1 = 2 = = = ~2211 -. = 9 1 3 2 - = & 1 -

- 8101525 2 8 7.2 =~ 315 522 L 18 - 341527 31710 - 210
2 - « 3 7 X1 1 5 <31 Y =5 9 - . - 2 2 L - = « 1 3 -

23 - 21 1 - 1 -1 mla w22 2 ~-=.3 - 1) - = & o _
:l = 51 2 «11] - s weieies = 2 =1 = <= L2l = - 1 1-- =
> 8 1 112 713 2 6 - - 2 8 4L 6.6 1 -191323 &4 L 5 & 1 -
O D e ™
B T R i L I T ST S S P S SR P
:7 6 - 246 5 2 -8 -1 61 2% 5 -1 23 2 - -1 3 =
2 2 - 2 61 -1 2 = =% 2 2 9 « - 311 2 - - =2 -
: 29 - = =34 =~ 1. =427 L.=2= 338 = ~« 3 12 9 = = = o« =
T 422 L 612:2 321 2-=-7°L10 2 7 =24 522 -~ 1 6 - 2 -
& - 1 310:1 11 2 - - 2 2 2 8 3 - 2 &6 3 1 - - - 2 «
L T S T I B R B e S T P S,
trlb - L B84L3 2 2 7310 - - ¥ - 228 8 - 2 110 1 -1 - 1 o
11 - 1 623 1 2 110 - -~ 2 1 6§ ¢ 3 - 8B 6 8 4L - - - 2 -
: 31 - L 618 5 61111 - =- 1 -27 72 -1023 810 - - 2 2 -
1 1 - 2 1 306 - - -~ 1 - 3201 3 &4 b6 L - - - - = =
: 3 - -1 7 - =9 - =2 - =1 - - = = & = - - - 1
O | ~ =1 = « « - - 1 4 =~ - 1 312 - = - - 1 =
S e - T T S T T
: 5 2 - 3 1 ¥ - « = ~ - 2 3 <« 1 - - ~ = 8 - =« « - - .
T T TR S A - D S T . T .
Dizrephs to be expected in 2,000 letters of Navel Text. {Based on & count of

20,000 letiers.) '

SYSTEMATICALLY MIXED CIPHER ALPHABETS

1. The discus=sion conteined in Pert ITis gepersl in nature and conteins
information that is not necessarily exemplified in the following problems. In
order to introduce certaln ldeams, and in order to present them compistely, it
was necessary to discuss these ldeas beyond their possible application in this
Assigoment. The student is therefore warned to congider Part II es genersl
inrformation, iotroduced at this time to present cryptographic Jdeas which are
epplled in this and rollowing assignments. )

2. Any system which will permit the derivation of a sequence of letters
from an eesily wemorized key, may be used to construct a systematically-mixed
cipher alphabet. One of the most useful types ls the keyword-mixed seouence,
In tihls type the keyword or keyphrese is writien down, repested lettars, if
any, beilng omitted =fter their first occurrence; then the remsining letters of
ihe sliphabet are written In thelr normel order, omitting such letters es al-
reedy occur in the key.

Exemple: Let the keyword be ﬂASHILGTOH The corresponding mized sequencs
becomes: )

IWAS,HING-TOBCDEFJK_I.'MPQRUVIYZ

3. Although transposition methods have not yet besn discussad, it will be
necessary to dermonstrate how these may be epplied to keyword- L1x§d Ssquences .
to further disarrange the sequence. ) §§
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Examéiai Toree examples will bs given using the Yeyword RENDEZVOUS. The key= -
i word-mlzed sequence may be written: L )
RENDZYOUS . ' : o
"ABCFCGHIJKX and the columns taken off s0 25 to form ths Tol- -
‘LwWPQRTVWIY " lowlng sequence- ‘ -

u)hlrianqynrqicrvawozfusrﬁx

e Tha;alfefﬁate columns may be Teverszd to obtain this sequence:

{(2)'RALMBENCP QFSZGTWRHVOIXITIJIUSEK

A1so, a pumerlcsl key, derived from the keysord itself, may be applied
to vary the order ln which the columns are taken off: . - - e

'~ " ABCFOHIJEK" . S S
- LMPQTWIY The trarnsposition-mixed aeguence pow becomss:

(3) DFQNCPFBMOIXRALSEUIYVEWNZG?T

L Ones mware of such éystems of construeting eipher alphabets, it is
comparatively easy to rebuild the generating figure. Note that, in example {1},
W, X and T are three letters apart with E, T exd J %o thelp left, msspectively,

"This suggests that ¥, X and Y are on the bottox= 1ins of the generatling figure,

H, I and J on the next line above, and that V, O end T ere inp the keyword.

In example (2], the presence of LM, PQ end XY in their normally adjacent posi-
tions suggest= thet the alternate colucns heve been reversed, which is cheecked
by the A'and B oo elther side of LM, end the I end J on elther side of IV,

In example {3}, note amgaln the HW, IX end JY combinetions walch suggest

tclumnar system end may be used to rebuild thre original figure in much the seme

- manner &s ln the case of the asimple columnar trensposition,

5. Anovther simple method of producing e systemetlcally-mized alphabet is

-callad the decimation method, The beslic secuence to be decimated ig regerded
.23 & circle, and the letteTs are counted off end written down inm & separate list,

When & letter hes bsen used in the finpsl sequence, it is eliminsted Trom the
bazic sequence before the process econtinues.

Exemple: .Suppose the number agresd upon iz 7, 8nd the basic aeqﬁenoe to be

decimeted is a normal alphabet. The letters will be taken fror the
basic sequence, after counting Off, in the Following order:

A B C D EF 6 HTI J KL KDNO®P QRSTOUY ¥ IT 2
16 4 10 2019 21 118 8 5 13 15 11 2 2% 22 17 & 25 328 14 12 23 7

The Mixed-Sagquence reaulting is:

CRUBJRZISCMNIEFLAQEEDYPYOTY

6. 41most any trenaposition method may be epplled in the construction of
systematicelly-mixed oipher mlphabets, Practiocal consideratiors 1imit ithe come
pPlexitles which may be introduced, snd the grestest emount of mixing by system-
atlo procesaes will give no more security thes that resulting from & rendom
selection.

- 7.. Durlng the process of solution of Ery cryptogrem, much labor can often
be avolded by a rsconstruction of the systen used, when only a portion of the
simpler types have besn recovered. 1o any cese, the solvtior of & crypiogram

should never be considered complete until the sysies nasd hes been determinsd and Sbs

reconstructed, Insofar es the BVRl1&D1E o=terisl permits,




. -produce a sarles of different enclphering alphabets.: The primsry alrvhabet is
- - .the baslc arrangement of the original sequences, and the derivad alphabsts are
"called secandary alphabets, ; : z

9. ~In produeing tha secondar?ﬁaiﬁﬁﬁéﬁfsrthé primary aifhgbet may be
'_arranged as’ rollows"“ u - . ,

ponents, and slid against 1taelr.

Examble'

W AS H I NGT 0 B C DEFX J K LM¥P Q R U V LIYZWASHING T

¥ A S H.I " Rt T 0 B‘C L E F JELMP Q,R vy K'Y A

{b) Tha primary cipher comp&nant may be slid against the normal

sequenca, o
Examgle' . : ‘.
ABCDEFGHIJKLHNOPQRS TUYWXYZABCDEPFGCH
WASEHEI H GTOBCDEFJIJXLMEMPQRUVYXYZ

(c) The primery plain and cipher components mey be different mixed

segquences.
GOVERNNT ABCDFHIJELPQSUWXYZG O VERNMT
WASHI NGCTOBCDEFJTEKLMPQRUVXYZ
e 10. When the plein component of z cipher slphebet i3 & normal sequence,

gg es ln paragraph 8{b) above, the original cipher seguence becomes evident ss soon

es the enciphering alphabet 1s reconstructed. Eowever, when the enciphering

elphebets of the type described in parsgraph 8{s) and {c} &re recorstructed with

the plaln components in normal order, the original gegquences are not epparent.

.1, The cipher alphsbet in parsgxaph 8(&)-would appear &s follows when
obtained after the sclution of a eryptogran employing this slphabet:

Plain - ABC D EF FGHEIJK JELMNCP Q STUVWIXY Z
CIpker ~ Y G T © B CEWADEF LEF¥ 438 HNELMZIP FPQX RUV

¥ote the letters underlined which Indicate by their normally adjacent positions

thot these letiers are adjacent in the primery cipher alphebset, wklch is recon-
structed as follows:’

Plein - EF JEL M PQR UV X Y2 WASEINGTOBGCD
Cipher ~BC DEF J KIM PQ R IV XYZWASEINGTO

The letters not underlined ere fitted in their proper locations, which ere

assumed from a knowledge or the pussible constructions of the original segquence.

1z, The clpher slphsbet in paragraph 8{c) would appear as follows when
the plain component is in normal order:

Plein - ABC DE ? GHIJELUMXN 0 Q STUVWIYY Z
Cinher ~-INGTZOVE C D E SAXJTEKEWILEHEMNY? g

This alphabet may be re&rranged in its original seguence in muck the same manner

s illustrated in the preceeding paragraph.

B

. Itris obvious that the cipher component cf a ciphe* alphabet may be
anirted or slid egainst the plaln component at 26 polnts of coincldence so as to

(a) The same seﬂuence may be used B3 both the plain and cipher com-r“‘




e 13,77 This is a very useful and rapid mechenical method c'7>'$'"rs-oiving erypi-
. ograms when both the plain anpd cslpher components sre known sequences, bub when
 their pclnt or polnts of- coincidence are ucknown, ) e o

: Consider the problem in which & direct standard cipher alphabst has
. been usmed [T IT we complete ths normsl alphabet sequence in & column under eech

: _the 25 pos=sible poinis of ooincidence with the Plain component, and having sp-
plied the resulting declphering alphabets to the cipher text., . .7 . - . o

© 725.77 T UIf the first ten letters of the cipher text are TTTEETADF,
the 59;“19@}’3, _ggingletir;g!th plain compopent will appear as Tollows: ~ . =% - .-

’ F TU E’EWTA DF: - Aﬁ-"a;;‘:éx;;lnaticﬁ or the sﬁccessive hcrfzon‘bhl 1£neg, called

FUBE generetrices, {singular generatrix), discloses one and

. "HY®WCGCVCFH | only one line of plain text: THIS SHORT. -Instead of

v IWIEBEE¥YDGI " laborlously writing down the smesveral columng, it is recom-

. CYXYIIXEHET T mendad that the student prepare = sei of alphabet strips,

' " EYZIJYFIK each repested so that every strip will contaln 52 letters,
LZAXEXzZGJL and mount them upon some rigid meterial convenient to
MABLLAHEKEN hendle. Such a set of sliding elphebets wil)l be found
NBCHENBILNYN excpedingly veluable in all work of this Xind. )
OCDHHCJTMOD .

PDREOODENP 16. .  Next consider the problem In which the cipher
QEFPRBELOQ alphabet emplovad ia 8y tyoe other than & direct stands
RFGCQQUAFMPR cipher alphabet. * }
SCEREREGNQS ) .
THISSHORTT 17. In this case an sdditionszi step is necessary
Ul JdPTIPSTD before completing the plain component eequence, In order
YJTZUUITQTVY +to obtair the same resnlt as having applled esch of the 26

. FELVYERUVW Geciphering mlphabets $o the cipher text, the cipher let-

S TLE¥YYWLSVX ters must Tirst be converted inte their plain component

= TEHNIIMTYY equivalents., To rind the rlaln component equivelents the

B ZEOYYNUX Z cipﬁer siphebet 15 written with both components in their
AOPZZOVY:s originel order, snd pleced at &ny point of colncidence.
BPRQLAAPWZE -
CQRB3IGIXIAC 18. 1et us suppose the following random mixed
DRSCCRYSBTD cipher mlphabet has been Tecovered from the solution of
ESTDDSZCE earlier cryptograms: .

Plain-»ABC.DEFGHIJKLMNOPQRSTU'\TWK‘YZ
Clgher-AUBK’IRJIHFCEMDOLVGPSWIQZNT

FENP*YENDHGA~- Ciphsr . Also suppose another cryplogream,
JLYJHULYNTA - Plain eguivalents which begins P ENF WENDE A s
EMZEVYTMZIOJER stc,, is suspeoted of employing one
LIALYNAPKC ) -0 the secondary alphabets derived
MOBY¥YIOCEBQLD from this pricary &lphabet, that 1s, the samme system hes
RPLCHNYTPCRYXE besn used with e differens kevy,
CCDOZQDSKF :
PREPLRETOG First convert the cipher letters iptc their plain com-
QSFLYESF?FUFPFE penent equivelents, Then use the normal elphabet
RTGRETGVY QI slidIng strips tc complete the norm&l mlphabet sequence
SUHSDUHEHWRJ beneath each plain component ecuivalent.
TYVITEVIXISK . ’
CWIUOFPWIYTL This example wlll demonstrate thet although the whole
VXEVSEXXZUHN series of velues mey be changed by merely shifting the
¥WYLWEYLAVYN cipher component to enother polot of coincidence, the
XZKEIXIIZK¥BWO solution of & Lryplogram in a different Xey was obtained ] e
YAHNTTALNRCXP very easlly, without sny freguency table snalvsis. Eg;ﬁr,gf
ZBOZEIBODYQ : ' ' s
ACPALCPEZR Bad the plein component been a mixed sequence alsc, the 2355
BDIBEDQF LS solution would proceed ps in this example except that e

4 ~7-

018




" the original plain component sequsnoe would be used in.
" completing the ssquence bensath each plein component
_-equlvalent instead of the normal alphabat atrips.--_;;g

G e 3 .
aHmomE
Mo
HEOHEY O
Ha oo -
Pledil Qo
LMEgedny

l. Derine the word generatrix

i R
- Answer the rollowing questions. o
:(a) What characteristics-of-a systematically-nixed kayword alphabet aid in o ‘
Ithe racovery of the keyword? : ]

- (b),ﬁhat -is meant. by ocnverting the cipher text into 1ts plain componcnt
equivalenta? - . . -

oLt

{c)'What typas of mono-alphabet substituticn ciphers ean ba solved by the
‘use of aliding. strips alone?

3. Solve the following problems and reconstruet the gystem used: . - B

-

problem No. 1 ‘Naval Text

KEKODJwase SCHEHFWSF HCF IRTF PWTR QOFYI TRDFBCI- : %
. ) : _"’.‘“%
RB TRFWSIPREFMRBOCT WIUCHER. TOBRSFERT

BRPWOH K 0E

FX BRETRZIXCJIJD FC PWGCR

li’mg 13

I
05 0

SCEFWSTF WET TRAOEKERB SCMORD WAA DRSBRF
oS ‘ ¢

WHET MJIEA WFCCED

Problem No. 2

ZNRD BUTDUWDG WMD HBZIXW XVEIXWBWYWBNTU
IPXWDR FUNST EVYBYVX ILDXLZ VIDG LT LY AN
LEDW BU SMBIM & SLX XVEXWBEWYWDCG HENZ L '
INRRL D HNZ X INRRL B EXZ I DWI BU MBI
INZ2ZZDXANUGDUID '

Problem No. 3

WUBGT BEG MEMVJINL ZJZSUUM EXMPGUP

P
SEJN PBS ZRGUJLM FUM RZ HBG GUNUXES SER
R

BSN RMU QBYBNUNU PUNSGRTUG

B S ¥W¥GUN

G

U
DGJISJINE LIXMD

UKS ¥R BWWGUEUMKJIERENX BFRML

G

ZRGUJLHUGHK IJ487T CXJUS




ASSTGNEENT No., 2

" Non-Naval Text , o |
E VQWE. OKCIC UBGSG KEDSI  RXNKS ATCO0 - WVCNE soosD |
7 SCTDE  EVREE DOKXR  DIKUD CWIGK | VTCFDF.SG?’L TcIey
- TODO DUDI XV WOW  ONDR QWK

--ﬁonuﬁaﬁai Text _

<}roblémlﬂo;.5 o

JERBI
 ZMKFK = AEOBY THFZV  LKFRK VOETC BQEJE  EFETA  BJOKT

oL L IABK® AMKAK  AKTBO < INEFB - LAJER | BITEN. MACRO ' BLUEV -
' ;  FKATP KWEUK  FRARN  FTGKO  ORFZR HVELK . EFEE
Gis Problem No. 6 Non-Haval Text _ L
s B - T _ R i
-' BQWDC - IXVIF XQAAD OTCAQ  JJACH  CITOG ° CGJOY - JIOBS QVGEY  IVGCE
DVCSW  CRINI® CONXAT  NOJVG BCKQF  DVIJA  OPVIE  VIJDC ICQNC  YORJO
TYXGJ VEWXI CALIY XJGGC  AOPVI QGIJDC  WIC®O I0JQY GVERI  CEXCC
BLIOP  ACNOG  MVJDC IJDQG ENPCE  VICJD CTCNN  ORCEC RQGNT  VOWwe o
:';T F‘-.‘j".:_"‘ﬁ‘.—,-
:;_:;,;:_’3 ~
It }s important that the Student's full peme end
; "~ present address appear on sll work sheets and coT-
respondencs, Course material will be returped

only.in the penzlty envelopes provided for that
Purpose,

R
1 e
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GOUGE FOR EIEMENTARY COURSE TN CRYPTANALYSTS |

T . ASSIGVENT No. 2

Problem No. '1 ':5 o0

KODJ'WA SCEF’:‘ISF FC"? ]EEF PW’I'R Q,OFT TRDT"'BCIHB TWJST_PRHF
VISU!LL CONTACT NOT YET MADE WI'I‘H DESTROYE'Q DT'TAC}EEIIT

MRBOCT WBUCHHR TOBRSF‘RT BRP‘ JOH z{osozrom: BRETRZKCID FC THWGR - %
PERICD ARGONNE DIRECTED - mmm VICTNITY RENDEZVOUS TO IMAKE

~SCHFYWSFE WAT TRAOKRB scrrom) WA.A DRSBRF WHT SCHNOTREFOWA
_CONTACT AND_ DELIVER, COPIES: ALL SECRET AND CONFIDENTIAL
TEAOSWFOCED o R | o
_PUBLICATIONS -

‘System: Monoalphabet substi'tutlon. Keﬁvbi‘d cipher component de-
o rived from NES"ERN UIION "’EL..GRAPP COMPANY. A(plain) =

Vi{ecipher}. ' .
(p}—.t-.BCDEFGHIJKL:*NOPQRSTUVW}.YZ ,
(¢) ~WESTRNUIOLGAPHCHYBDF IKQVIZ

Problem No. 2

- ZNRD BUTDUWDG WiDD HBZAG! YVEKXLIBWVYELRU  ZAPA /DR FWISU EVYBVX
5 ROME INVEIITED TIE FIRST SUBSTITUTION -SYSTRM! XIOWIT JULIUS

i

ILDXLZ VapG LU LYAVI¥DYW BU 22BN G SLA AVKEWBYWVVDG HNZ
CLESLR - USED AN AIPHABET I WEICH D ¥Wa5 SUBSTITUTED FOR

I TWRRL D HENZ X INRRL H mINZ T D@l BU #BX INZZDXATUGDUID
A COMA E FOR B COMMA F FOR C ETC IN - HIS CORRESPOIDENCE

System: Monoalphabet substitution. Keyword cipher component de-
: Tived Trom JANULRY FY“BRUI.JRv I..I.RCH reversed. L{plein) =
L(01pher) :
) ;
(p)-J-BCDEFGHIJKerscPQRS UVYXYQZ
{e¢) ~LEIGDHECMBEFYRUNAJIJZIVNVTSQPO

‘Problen No. 3

WUBGT BCGIKWP I=VAL 2ZJZSUUM EXI®CUP SEJN PBRSU  ZRGUILM
PR.RY ARRIVED IANKING FIFTEEN HUNDRED: THIS DATE TOREIGH

FUII REo HBG GUITUMS SHR DGJISINE ISMDRBSH RMU QBWENUIW
MEN OF V.R RESENT TWO BRITISH GUNBOATS OMNE JAPLITESE

UNSGRTUG 3BS VWCUNUMS MR BWWGUELITIR: BFRT  ZRCUILMUGH
DESTROYER 4T TPEESENT NO APPREHEISION AMOHG FOREIGHERS

IJST CZJUS
CITY QUIET




_ , . AR Y
System: Monoalphebet substlitution. ZXeyword BLACK
f oipher component derived from BLACK DEFGH
o — by wvertical transposition. A(plein} IFJMHO
= = B{ecipher). PQRST
s ] TOvwIxYy
| 744l
- 7 - ‘L :
{p) —~ABCD E FGHIJEXELMNOPQRSTUVWIYZ
{c) - I P U ZLEJQVAFMRWCGNSZXHOTY
' Problem No. é: - o o _
~SIKED OKCIC UHGSG KEDSI RIOEKS ADCOO WVCHNE -
- INTHE PTANA . LYSIS TEEIN DUCTI VEAPP  ROACE . -
SGOWD ASG'IDK 'EVRKE DGXXR DIEUD CWIGK VICFD
ISPRE. - ] ISMET hOD”H ESTUD ENTLE AP“S”V,OHAKE
"ESGVL IRSGI VKRDO DIRDIiIKWEEE UDGUD CWIDR
HISOW NDISN OTDEP ENDEN TORKG TW—"SLu LRNED
QUVTK | |
FROMT .
. » ' . I A A AR X
.sttem: Monoalphabet substitution. Xeyword CRYPTOGAH
" eipher component derived from BDEFIJXKLE
CnY“TOGd“PHV by vertical trensposi- HQsSUVTWXCE
, tioz. Alplain} = C{cipher). _ KRN AN R 2
= o
E {(p} -4 BCDETF GHIJFJKLMNNOP QRSTUVYWIY Z
_ (c) ~CBIRDQYE PF UTIVOJVGILEIZLALZHYNM
Problen No. S . g
ZERKV CELXF Urrdil ACBTR KEFRE ©BFZBF 3LiKs XIBThn XEFRE '
DECIP HERIN GISs0 THASC IENCE AFDAN ARTIFT TISASC IHNCE
JERRI TEREL ABKFZ HRMEFK AEOBY TSFZV IKFRE VOETC BGEJE
- BECAU SECER TiIp EFINI TELAW BSLNDP RTUCI PLESH  AVERE
EFET.4 BJOKT CECZYC KRCVE LABKF AIREK A¥TBO TNEFB  LAJER
ENEST ABLIS HEDWH ICHPE RTAIN TOITI TISAL SCAMA  RYBEC
' BITEN MLCEO SLDETV BLAVO EPEZK TFEAJP HJSUE TFTRAKT FOGKC
£USE0 FTHEL LARGEP ARTPL AYEDI NITBY DGTI NATIC NSXIL
OBFZE EVELHK EFRD
- LAWDE ZXPERT INCE
System: HMoncalphsbet substitution. Cipher 7-1-3-6-2-5-4-8
' component is a gtandard alphadbet ABCDETGE
g transposed by cclumnar transposi- JRLHETOP
e tion in msccordance with numerical CRSTUVY X
%» key 7-1-3-6-2-5-4-8. A{plain) = ¥z

B{cipherj.
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rmﬁ g

IVGCK
RONEW

Toque

"REISL

I0JQV
‘RETIO

CTCRN
ELESS

Sxétem:

{(p) -
{e) -

. RWORK

DVCSH

HOEX®P

YONJO
VLSTA .

GVEET
NOFFR

ORCPC
LGEBE

WILLE
CBINT

ECTSR

TVXGY -
MDUNT,

CHXCG

EQUEN
" RoGHT
GINST

D OYCAQ
AVELT
CN¥AT

ESULT
VEWXI

'OFPUR

BLJGP

CYTLB. .

VOWNG
OAFPE.

TTACH
TTLIP

NOIVG.

SATON

‘CLLIV

ELYRO

hCNOG

Moncalngabét substitution.
cipher component derived. from

HOUTL
AOPVI

: IJDQG

KEyword

OPERATIONS by alternate disgonal

transposition.

L BC
0P B

)

E F G H
"CERD

17
QU

X
F

I

e
"3»-:

L
A

A(plain) = O(cipher).

P

¢] RS
GVWEI

by

m&b
e

cGTOT
ENTAT
DVXTA. -

LLBOR

. RTHIW

WICWO
PREPL

- YICID
> ORETH
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0p-20-GR - NAVY DEPARTMENT

- 6frica of Chief of Naval Operations
RESTRICTED : WASHINGTON., )
I 7 313@*1’&1’ COURSE TN CRYPTANALYSIS
T | ASSICNMENT No. 3 ’
. NUMERICAL CIPEERrAIEHABETS
l. Cipher alphabets whese clpher components consist of numbers’ar; prac-

ticable for telegraph or radio transmission.

They may ftake forms corresponding
wlth those employing letters. : R

+
-

{a) Standard-numsrical cipher elphadbets are those 1d'ﬁhich the ol-
pher component is @ normal sequence of numbers, and the plain eomponent is a
normal seguence of letiers. : :

Example: ’
Siandard pumerical oipher alphebet .

e

A B CDEF® &G HTIJITEULHKKHSNOP E S T U vV W X Y 2
11 12 13 14 15 36 17 18 1% 20 21 22 23 2L 25 26 27 28 29 30 31 32 33 3b 35 36

Since there are but ten diglts, it is obvious that, iz order to represent & com-
Plele alphadet, cozbinatlops of et leest two diglts are necessary,.

{v) Mixed pumerical cipher alphebets ere.those in which the clpher
component 1s not 2 normal seguence of numbers, used in conjunctlon with & pormal
sequence of letters in the plain component.

Examples: (1) Repdom mixzed numericel cipher slphabet

4 B CDEPY¥Y G HIJEKTLMEY¥OCTZ?P 3

B S TUYV WXYZ
76 88 1 67 L 80 66 99 96

26990 77 587 608979 3 78 68 98 86 70 97

This example will also Illustrate & type of pumerics] cipher elphabet in which
some of the digits may be employed singly mnd some in peirs to represent single
plain~text letters, thus retardling the attempts of cryptanalysts. to insolate the
individunl cipher equivelents of plain-text letters after they have been run to-
gether in the cryptogram. :

(2) Systematiocelly mixed numericel ecipher aiphabet‘

The pair of npumbers which appeser as row and column indi-
cators aré used as the cipher equivalent of the plain
letter found et the intersection of the row end column.
That is, A plein 13 11 cipher, B plain 1z 12 cipher, etec.

1
A

*d

2o Gl

o H e
e

e s ve ry ae

= o

Hectangles of verious shapes &nd sizes mey be used, hav-.
ing varicus key number errangezents, end including cells
for proper nemes and places or blank cells., Also, the
plalp alphebet may be any type of mixed alphebet, and mey
be inscribed by fcllowlng eny prearranged route to £ill
the proper cells of the rectangle.

v oWy b
2 wm B @ o
r2

ORI TEIETE T

RN

Y

N'Cl"dHt'-!\n

2. Rumericsl cipher values lend themselves to trestment by various
‘methematical processes to further complicateé the cipher system in which they are
used. These processes, usually addition or subtrection, mey be applied to eech
tipher sequence individually, or io the complete numerical cipher message by con-
sidering 1t as one number, . .

223593

“E‘E;:-;',

T bt




_ ASSIGNMENT No. 3

= - cmalwm}m’s EMPLOYiNG VARTANTS

3. In ordcr to disguise, supprsss, or eliminata tbe characieristic fre-
guencies of the plala-text letters, oiphar alphabets mﬂy "be mede up with variant
values in their cipher componsants. ]

L. An aqual number of oipher values nay ba assigned each plain—tert let-
. ter, usually by meens of & systematic arrangement, or 2 set of values may be
"=ssigned esch plain-text letier in accordanca with its relative rrequenoy in
ordinary plain langusge, .-

- M PR J:4 system.whicﬁ provides twelve variaonts of letter pairs for each
plaln letter may be construated as Yollows:

Let the keywords - be BAETIMORE and MAEYLAND
worﬁ sequences become‘

(1} BALT I H 0 R E C D F CHEHTEKEN?PQS U V W’I Y Z, and

[2} MARYLNDBC E ? G H I J Ko P Q STU Y WXZ

The letters of the Tirst keyword seguence are used as the row. and column indi- -
cators of a 25 cell rectengle, and those of the second keyword seguence are
Izseribed within trke cells of the rectangle according to a diagenal route.

EN?P@Qs " In this example, A plain may bhe represented by eny one
: of the rollowing cipher equlvalents:
U TVHIN
: : BN, BV, MN, MV, DN, DV, KB, KM, ND, VB, V¥, or Vb.
5ND  MAYDF :
: : 6. ‘There are not only numerous variations in
ACF :RLBBGO: trhe use of rectangles, but many types of lists and
- H tables may be empleoyéd in the comstruction of miscel-
F3 LEs sneun»T: lanecous types of olpher alphabets, The practicel
= : : disadventages in the use of most ef these miscellan-
TEZH T EIT QYUYW . esus types in mono-slphsbetic substitution are not com-
N : vensated by any real geln in cryptographic security.
ICJ 23 VIZ: - ' :
NOTZS ON PREPARATION CF WORK SHEETS
7 Crosc-ssction u&per with one quarter iach squares mekes the best

r~r»w9heet. % typewritten work-sheet is nearly as good, for it is the even spac-
iz which 1s essentlial. Three spaces should be left between lines so as a0t to
overzrowd the work-sheet. Use printed block cepital letters. :Colored pencils
are helpfu‘ in marking off repetitions and peculiarities of letter distribution.

£, Over egch cipher eguivalent of & plain-text value write its frequ-
Underscore ail repetitlons and reversible digraphs. Exaxine the text and

¢ore eny seeullarities of letter distributien. Recording the freguencles

e work sheet 1s of the greetest Importence when dealing with & minimum of
It seves consient reference to the frequency itzbles, which interrupts the

of thousat., It seves considerable time in the end, and might meap the

ence betwesen success and Tailure ip a complex problem.

fLetct O 03 M
Laadl BECIN S B0 IS |
Ph M W 2
Hy ook ot Yo

3y T

)
H

OCTLINE OF CIPHER SOLUTION

F. The solution of a substitutiorn clpher genermlly progresses through
he follominr stages:




- o : ASSIGNMENT ¥o. 3

= - . {a) 4nalysis of the cryptogram(s)
= ‘ {1{ Preparation of frequency table
' {2] Seerch for repetitions :

(3} Determination of the type of system used _ : _
(L)} Preparatlon.of work sheet . :
{5) Preparation of frequency tables for the individual cipher
elphabets {(if more than one). .
: , _ {6) Tabulaticn of long repetitions end peculiar letter distri-
. . butions.

{b} Classification of vowels and consonents by a study of:

o ) : ' {1} Frequencies
i {2) Spacing :
{3) letter combinations .
{4) Repetiticns

(c}- Identifioation or lettgrs R -

R ' {1) éBreéking_in" process -
S {2} Veritication of .assumptions

{(3) Filling in good velues throughout messages
{L,) Heoovery of new valuss to complete the soclution.

{a} Raconst&uctiog of gystem

{1) Rebullding of the enciphering tabls ) i

(2) Recovery of key(s) used in the o eration of the system.

{3} Recovery of the key or keyword (s} used to conastruect the
alphabet seguences, . ' '

10. ¥o outline can be mede to suit all cipbter sciutions, beceuse special
conditions mey call for short cuts or extra steps In solving a perticylar preblen.
Clpher solution is by no means an exsct mecharical process, however the object of

%i, glving en outline is to show that success in clpher solution is the result of
& orderlvy reesoning.
il. Determination of the type of cipher system used in e &lven eryptogram

1s ofter the most d4ifficult step in ¢rypienslysis. The student should notlce
the exterpal cheramcterlstics of eesch new type studied, because & comparison of
these cherecteristics is the basis for determining the type of system used in sn
unsolved cryptogren.

PRINCIPLES INVOLVED IN CIPHER SOLUTION

12, . ¥hepever possible, clessify the.vowels and consonants before assum-

ing values. The four considerations in distinguishing the vowels from thé conso-
nents.&are es follows: :

{2} The low rrequency values are almost invariably consonents orf
low or mediux freguency. The intermediate frequency values sre Ususlly conso-
nants but mey be vowels. They cannct be ¢classified except as they combine with
letters elresdy clessified end are the most difficult to clessify. The high
frequency values are elther the vowels "4, E, I, O" or consonants of high fregu-
ENCY. : :

. (b) It is unusual to rind over two or three consonants of low frequ-
ency 1n combination. Vowsls usually stand elone - combinations of more then two
vowels &re éxtremely rere. A4 gap of six or eight letters between two known
vowels lzdleetes the need of one or more internmedinate vowels,

{¢) Consonants combine with vowels, most of which ere of high frequ-
ency. Vowels combine with consonants, many of which ere of low frequency.
Letters associsted with low frequency velues ere vowels, Letters esscoclsted
with high frequency values are consonents.

-3
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{d)_ Of the 30 most frequent letter pairs, 22 are vowel-consonant or
so-sonant-vowel, 5 are consonant-consonent, end 3 are vowel-vowel comblnations, -
Zepetitions in the clpher text indicate migh frequency lelter combinations,

- Therefore, the repetitions of a given lstter combination creates ths presumption
izt one of the lettzsrs 1s a vowel and the other a consonent. -

"Z® 1s of low frequency and can be clasgified only by "spmcing” after A,E,T @nd O
Lzye been classified. The vowel of 5th highest frequency in en alphabet is almost
izveriadbly a."0". It is usually impossible to classify "Y' as a vowel partly on

- ecsocunt-of its very low Ifrequency and partly because "Y" is sometizmes & consonant.

M=r¥ each vowel by & circle as soon as clessified - both on the work sheet ehd
tze.irequency table. Values ldentified as consonants should be merked by en
cyverscore or some simllisr method. e .

) 13. . Trhe frequency table .is only a guide in the identification of
leiters, end sometizes en unreliable guide, Repetitions are faT more impoTrient
"tzen Trequencles ir the identiriestion of letters.- "E¥ i3 ohe of the pocrast
iezters to idéentify Tirst, as it combines with so many letters that 1% does .not
Eeip In further identificetions, - "EY will always be_discovered without special
sesrch, "H® is probebly the wost waluable letter to identifTy first, {and one of
tZe easiest} on aecount of its freguent occurrence in PINGT, "ENT™, mAND", end
*IZXT™. Do not dlsregsrd the low Irequency letters, A "G" may disclose an - "HNY
ST '8 73" show the U™ Iollowlng 1t. ’ . -

14, Do rot force the sclution by attempting to make = logical
=ption prove caIresT wWhed 1t cannot be verified. The attsck should always

4

ow the line of léssi resistance. Find & weak point in the cryptograr €nd then
©on it uztil ties e¢ipker is broken., The beginning and €nd of a messege are
weex, &nd thers £re usuelly.several other gzood polnts of attack,

ky 40
frqn

i
|
EARE IR
ERLEE

oy

IwzTs
15, D¢ not give up &an assumptlon too easlly, but de not cling to
T 1o leng. Ixperiezce is the only teacher 2s to the time which should be spent
< & given essumrtion, | Ccasider what words would probably or evern could possibly
== = =r ip the crypiczTex, then try 4o fit them in. Check ihe letter values of
= zssumed words 1o & few places before filling in the sssumed values through-
cxi TLe erypiogre=. .

16, 4z fer as possible, assume words or phreses with one or more r
peeted 1n tZexz., Then it them to the cipher text where the same pe-
©f levter distrivution are found.

]
P
sy

IV INOAVIRIKORDRE XFXHS
LISSIE5IPPI CRYPTANALYSIS ENEMY

Ha)
P

i

eted letlers czcnol be used to fit a word to the'cipher text, the fregu-
t2e letters zuc the location of the vowels are nearly as good peeuliar-
letter distribution on which to bese an assumptlén. :

. In 1EL1, Edgar Allan Poe made the folleowing significant state-
11 remelos of interest io present day students of crypltenelvsis:

"Tre tesls of the whole art of clpher solution 1s found in ,
the gengrzl principles of the formstion of language itselr, ¥
erf ls Tius sitcgether independent of the particular laws ] Jé
waich gcverz any clipher, or the construction of its keys™. %i-

ig. Solve the following cryptosrams., Neval telesrephic text has
used to zive & tertein degree of Temiliarity with naval language end to ald
tudent iz zZevirz sssuzptions., The same general technique used in solving the

s-€78s of Tze firsl Lwo sscignments will elso assure solution of these problenms.
$Truct the s¥sTexs used in each problem, |

027
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ASSIGHMENT No. 3

= Problem No. 3

==
AOUEI AIOIA TUEEUE UAITA TIOIATU
EEAAO UEZUEA OEIIU EUEOE EEATIA

) IOAUS UOAEU UOIO4L IIRBUE OIATI
IEUAO AUEAE . EOIOGCE ZEEIOA IIEOCO
0AA0AX IEUAX . AAAIE_ OEUUA AOGAIV
E10A0 IOUAE IDAAO TIAUZI AIOUA
EUUEI TIUAEU., EUOEI OATAA UEEUA
0004 AOAIE TAEEE OIOEE EIOAI
IR000 IALEIO UEIOG. IATAO OATET
OUBAAL EOEUO 'IAIEU ' TAOTA ATUAUE v
TI0OTA AAEAZO AIEOI AEUGEU UEATIO
IZE0A0 OEAOI  EEUUE OTIAEA OUAAD
UZT0II EAO i

FProblem No. &

IDUGE JFOIK QPED IALUY VWIECZ

= ASUEXZ QIVEC EIEUG EILAE .PQIKI
FOGUA 2IXKOP EPIQE JAZQT QIDIEK
134I% HAIKP OOLAHE TITQWIU  GCAHAL
FIQIZI DEVOL AHEJEG UIXLA PEIQO
LAEQI OFALE APEZA QIEPO RLOZA
IZOPE IBALO EPQIJ EAZIQ QIDTII
D3TIX IEKIQQ IHAWI UGHAL AKIQE
IDCEI KHAUG AEQII EQII¢ HAROO '
LZAKZ OPORL O0ALAZ -IKII QAHIW
Czazu AOFOX QIZAC ULOPE ZOOLT
DIDUG MUVEQ IIKFO CUDIU GIiDUN 3
TZIDS IANLO MEQIZ AUGEA T JETA
Z3I1ICE EINAG UZANA EYVYIgA 20LL4A

: KIIGQE IOLDI CEAHOC RZAEC HAANU

GIDNaA A Lo .

-6




=4 Problem No. 5 --

MAPNC HMDUS YNLNN PUSHC YNFPIN
YIFFI PNFAH. CLHFT PNCHO CSUNP
NPFAY OHLMNT THIFTE PPNTM MDYNO
: _ PXYSU USYNO YHCPE AFAML ELNUT
| . PNYRE LAFYAF LHFAR YELDM AMLEN
- LMTLE RYWSHM, DWIPN USLHY NMANY
* ELTMN PSUCH DMLEC EPNCH DMNLED
MELYY APLEC HEECNY NYFAE LHCIW
SUTELC , 0DMLH OCELU TTHENP ELATFH
ACOYN . POWIM TNPMD PNELM TTMFA
PNCOP NHCCH LEUSL NELDUS SULEA

FYRKP . OPPNF ADNCEH

B

ASSIGRVENT No. 3

Before you m=il the sclutions to this
esslgnment plemse include your full name,
rate rank, or title, and latest address.
Use only the ofrficizl envelopes provid-
ed fcr mmiling your work shestis.

e,
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GOUGE FOR ELEMENTARY COURSE IN CRYPTANALYSIS

- ASSIGNMENT Yo. 3

ProblemfNo} 1

06021 00501 01051 52202 08082 32510
RE CON NO ITE RA UZXC

08041 71513 14222 10224 02012 20202
Y LIG ET SEV EN TEE

714020 11906 05100 20211 22140 62319
HE WPR 0C EED TH RUP

05011 00523 06210 22214 06020 22214
ON COU RS ETH RE ETH

02112 20302 17240 21902 06150 51106

ED TWE LY EPE BRI ODR

05211 52215 05012 20518 05060 60503
0s ITI O T0M OR ROV

System:

08040
AY
01081
iy

22109
ES B
90615
PRI

08040
LY

17080
LA

05150 12213 02050

0TI

06020
RE

02190
EP

Plain c¢omponent is a keyword

~seguence derived from NEW YORX,.

Cipher component @1 to 26.
H{plair} = #1(ecipher).

. Problem No. 2

S3241 54532 24432 51243 24231 54445
'E ATH ER FOR EC AST
43453 52123 34125 1142) 53334 530544
5T LYC LO UDY WI TEHS
12532 44344 22154 244524 43352 15333
OW ERS B4 STE RL YWI
23241 55224 ¢3153 13313 31455 32413
CE AVE RA GIN GT WEN
44523 34433 22333 53345 21352 44444
SV ISI B3I LIT YL E& S
24511 31424 44334 31522 35242 53521
U NDE SI RAB LE FLY
12134 4£124 43331 21432 24333 13045
ON SPE RI ODH ET GHT
44154 5214% pacsl 41345 15221 25145
SA TPR ES ENT AB OUT
14252 42445
DF EET 31—

N'T G

22602
EZE

50622
ORT

EC

06052

RO

01050
N 0O

9

82211
AT D

‘11122
NDT

61302
RGE

11902
SPE

50119
O NP

Ut =
+3 ' bl

B3 ey i on

<t i
- ofn

i~

ot 01

digfw

L N Y
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System: Plaln component is & keyword

2345
sequence derived from MONDAY 1:M ONDA:
and arranged in 8.5 x 5 square. 2:Y BC EF:

: o . - 3:G HIKL:
Hi 4:P Q RS T
5:UVWX7Z:

Pi-oblem Mo, 3

AQUEI ATOIA.UEEUE UAITA IOIAU EFAAO UEUEA OEIIU EUEOE EEATA
AT FIF¥F TE ENF¥ IF TYA TT ACKXK ED RYTF

TOAUE UOAEU UOIOA TIEUE OTATT TEUAO AUFAE EOIOE EETCA ITECO
IVELE XI NGT ON HEA VY BOM BT NGP

OLAOL TEUAE ALLTR OEUUA .AOAIU ETOAO TOULE TUALO IAUET ATOUL

" LL NES UN DER AN TIL IR CRA FT FIR

EUUEI TULEU EUOEI OATAA UEEUA EOOOL LOATE UAEEE OTOEL ETOAT

ET HRE EM INU TE SPL 4N ESB 0¥ BIN

IE000 IAETIO UEIOO IATAO OAUEI OUEAL EOEUO TATEU IAOIL AUAUE
GP 08I TI ONA LT ITU DE ONE FO URT

ITI0TA LLFAQ ATEOI iEUEU UELTIO IEOAO dEAOI EEUUE O1L.EL, QULLO
HO USL ND FEE TN CDAL MA GET 0SS ARGA

UECII EALO .
TO G L _
System: Plain component is a keyword’ LAETOU
' sequence derived from US NAVY £:U S 4L V:
and arranged in a 5 x 5 square., E:YVBCDE:
' I:FGHIK:
O:LENPQ:
U:RTW X 2Z:

Prob_lam No. &

IDUGE JFOIK IQPED IALUM WIECZ AGUHL QIVEC EIKUG KILLE POTLT
SI GHT ED SUB MA RIN EL APTI TU DE ™

FOGUA ZIKOP EPIQE JAZQI QIDIK TBAIQ HATKP OOLAH TQWIU GLIUL

HI RTY DE GRE ES TWE NT YON EMN INU

KIQII DEVOL LHJEG UIKLA PEIQO0 LALHQI OFALH APEZA OTEPO RLOZA
TE SLO NG ITU DE ONE HU NDR ED F OR

IXOPX IBALO EPQIJ EAZIQ QIDII DGUIN IHIQQ ITHAWI UGHLL ATTQT
TY TWO DE GRE ES SIX TE ENM IN UTE

ECEI KELUG AHQIT EQITQ HLROO LZAXKTI OPORL OALLZ TRKIQT QAHIV

S4Zi TRI NE TEE NF ORT YF OUR TE ENM

EQ ITIKFO GUDIU GIDWM
I0D PO 88I BL ETH IS ISB

CEALZN L0FOX QIZAG ULOPE X00LI DIDUG MUVEQ
AR CEP EZR

032

EJ?‘E %

¢
¥
£
i
i

i
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ECIDD LANLO MEQIZ AUGHA EJETA ZQIéE KTNAG UZANA EVIQa ZOLLA
A8 8C0 VE RIN GG REL TC IRC LE ROTU

KITIQK IOLDI CEAHO RZLEG HALNU GIDNWL LO

TE TOS 4N

Svstem:

BCDPFPFGHJXILMNPQRSTVWIYZ

FRL NC I SC 0O

Plain component is a keyword sequence derived from
VIASHINGTON and arranged in the following square:

High to medium

System:

D

ETIJ

s

(p
(¢}
{*)

!
[l [ lal
o3
Qo O
Wt b

F G
IRS
Yy

—t

7 L

-

O 4
e

-

frequency letters
frequency letters, digraphs

=

(I

it

L BT

L}

W o
s}

o]

T

v

reversible.
PGRSTU
I RSHDE
Y LU CP>P

over medium to

]

O N

..
bl
¥

[ 16"

sl

ot

LT i TG iy :
E: L ' v D L H
I: 8 T X E M b
O H- 0 Y F _ :
- Us i B z J :
I ”
Problem No. 5 ,
- M4PNC IMDUS YNINN PUSHC YNFIN YIFFI PHFLH CIHFT csme
DE STR 0Y ERS OF OFF EN SIV CRE
NPF.Y OHIMT TMIFE PPHNTM MDYHO PHYSU USYNO YHCPE ELITI?T
EN WIL L UEL T0 MOR RO WSU LY B
PNYRH LLFLT I}E‘AR YEILDM LMTFEN I3TLE BYWSH TRITPH MUY
EG INNMN IN GAT DAL YLI GH TPE 0DO
HLTMK PSUCH DMLEC EPNCH DMLED MIULYYN AFLEC HECNY IHCTY
IL ERS TALA XES T4 TIO ,E i 5 58 0 L 37
SUELC ODMLE OCELU TTINP ELAFLM LCOVY POJL Tt TTL
RL CTI C4L BLE LM DCO M¥P LET LLu
PNCOP NHCCH LEUSL NELUS SULE/, TYRI? OPPHF /DIICH
EC £85 AR YAR RL HNGE MME TS
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.. HAVY DEPARTMENT
0ffice of Chief of Naval Operations
..» WASHINGTON. N

- ELEMENTARY COURSE IX CRYPTANALYSYS

SIGHM

1." The type of problem dealt with in this assignment 1s
which 1s defined as & code or cipher that either appears to
harmless or else appears to be exiremely vagune and ambiguous

as many sysiems of this nature as there are individuals using them. .

called ®0Open Code®,
be imnocent and -
- There are nearly
Open code

has no place as & regular aystem in & military communication organization and is

sultable only for use between individuals. Various types ha
ites with those sngaged in espionage and those trying to sen
censored majil,
the better. Open Code 4s given in this asslgnment to famili

ve long been favor-
d informatien in

For such purposes, the more innocent appearing the ciphsr is,

arize the student

with some of the more common types of cipher in this category. In many cages,
problems can more accurately be_considered puzzles rather than eryptogrems.

2. A very common system is one in which frequently used
substituted for other words which are closely associsted wit
that the correspondents expect to discuss.
"Hew YorkP, P had" = "San Pedro", "of course" = "suybmarine®

words are
h the subject matter

For example, "I have" might mean

» When cleverly used

it is practically impossible to distinguish such & code nessage from other

straight-forward commumications which discuss the doings of
natural way.
1s needed than is usvally available. The Tutility of most n
be evident from the fact that paraphrasing by the censor com
hidden message. E '

3.. Other common types are given with a brief word of ex
them. One of the most common systems is one in which normszl

genuine people in a

Even if suspected, the system is hard to break and much more text

Open Codes®™ should
pletely destroys the

planation concerning
and innocent lang-

vage 1s used and the hidden message is revealed by reading every ¥ th letter or

every N th word, or the first and last letters of words., Th
have been employed are practically limitless.

e variations that

Another methed is one in which the

hidden letters or words are thickened stightly, as though the writer were having

difficulties with a poor pen. Sometimes the hidden text is

dashes, misplaced commas, false punctuation, or breaks in a word.

punctuation may be employed to disguise short hand. The use
old favorite, employing words instead of letters. In this t
doesn't make sense, and, of tourse, would not pass any censo
tiphers are often employed disguised sas legitimete business

of figures on what had seemingly been used as a serateh pad.

indicated by spall
Falze

of a grille is an
ype, the text
rship. Humeral
accountg or a jumble

L. The types mentioned are the most common of & large number of such systems.

Thé problems given herein should offer no real difficulty to
stage of training.
collateral information to permit sclution.

5. There 1s one classic open code system invented by 81

"the student st this

In all cases, there is believed to be sufficient text and

r Francis Bacon. By,

the various combinations of upper and lower case letters, taken by groups of five,
he was gble to disguise & hidden meaning to certain of his writings beneath what

appeared to be poor typesetting.

5till another system is one in which = few

letters of the alphsbet are used to encipher the hidden message and all other

letters cof the aliphabet are used ss nulls.
the effective cipher letters and the nulls are inserted wher
produce words and sentences.
hidden text.

i

The message is first enciphered using

e they fit to

As In other types, parephrasing obliterates the

035
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PROBLEH HQ- 1

The following lettev might have escaped detection had not the addressee been
under suspicion,. .. o O .

Dear John"

Yesterday 1 shot two ducks among a thousand I saw feeding° Tons of

birds, plenty of time, lots of ammunition, but no luckl

-f I‘m lea ng here Sunday for New York Please meelt me at the Carleton
about midnight that night or Mopday morning at ten. .

T "J?FT;T . R TmiTo Sincerely, °
PROBLEH No. 2 : =

The following tWO messages were 1ntercepted simultaneously on two difrerent -
freguancies. . The calls, headings, etc., were heard JUat previously on & third -
frequency._f,; ‘ .

Serial 1 - PRILY OFRER - PRETR ] FETON TSAON. NOEGT ETMSI mqu "_ -

Serial 2 - ﬁTALC HIKDE DTHIE LBGIG OEHRI GFTHE NHISO UXO¥P
PROBLEM No. 3

The following letter from s prisoner of war caught the censor's eye:

s oZ/Oa.f:’?'/?/z
Zh?.a£&¢/ii:§2;»aﬁZZZL; zf{i;%D_ZZQJj?AaﬂkJ?%%7.JWZﬂuéué-4i74£szfjﬂJ
%_LW

lel der zuhnruMMifc* aAAonZZuzaanaé Lo effien Auaaznufxbéb-
/aannziluét 4§uhuﬂ At éﬁﬁéafﬂ

7’% M,i&u.w

ﬂ«.d -f’
‘fzzwv,£ZLaLzyyuzéaﬁﬂfézafiif

QA

| m‘wmmaW-
Zh?:“”ﬁﬁb J&Jfl aﬁmudaaéé ,élﬁﬁvuv
M;ﬁpfﬂh}f Viewars J?wm /‘czmd%f% rg, ceinke il
| o tine 5 Lo’ RH, Hort //M%Ca&wtﬁﬁ;?ﬁlwé’ | {
W&uwm W%mﬁ%m@ a -
wmmz 3‘;;,% ;mfw,a,awz,fm

Fenhond

r
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PROBLEM No. 4

The following mass of figures a
innocent.- The numerals, howeve
. the letter, and were written carel
. sheet had been used previocusly

bpeared in a letter which otherwise seemed

did not seem to have an
€551y on the back of on
as a scrateh pad: -

¥ bearing on the rest of
e sheet, as though the

35 25 31 14 20 30 12 28 23
.25 12 24 15 31 25 31 15 19
31 29 .. 19 . 26 29 55 15 26 22
91 15 35 11 30 24, . 25 22
. 28 - is 28 19 23 25 28 15
1 32 - 14 30 13 15 25 30 22 -
28 i1 133 23 15 34 136 152 129
15 30 .15 157 19 ' :
54 19 29 2t 13 1 30 .
, 25 - 30 ..o 30 .- 26 - 25 19 ¢35 - .
31 2L 11 216 28 129 28 55
24 250 30 25 15
14 15 25 13 30 . 25
15 12 29 16 15 18 . 102
28 35 4y R 15 . 15
112 L7 , 1z 2%,
' 136 13
15
1315

PROBLEM No. &

The following letter was found among'the effects of a person suspected of being
engaged in espionage:

BULD  NEW  NO  LEARN  STOP  ywAnLe

SYSTEM  JEFNITE  Wilien NEWS  WILL,  EXfLAw

PRESENT PLANS USUAL REQURE FAILURE ABOWLT

5TOFP SOURCES THINK AND  Two NO

LONGER - NEW NEED (oNTals FUNDS MUST

HHs To BE MADE

HBLE To

%uﬁ

i

-r
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Dearest Mother:

.or have you made up your wind to wait until after-the war? I hope that you have.
- 1t may be hot at home but at least there you. grep’t running the risk of being

®

’I:ne following is ons of the so—callac!' Scotch telegrams (Scctch—o—grams) which
appeared in Judge? ) ,

?RUBLE% Ho. 6 L,'

. THOMAS INJURED - ERASED AFFORD ERECTED AHALYSIS HURT TOO IHFECTIGUS DEAD
PROBLEM No. 7 T et

Have z_u heard whether you will be allowed to travgl this summer

torpedoed gpme dark night. . , o -

Spesking of heat I am. getting very tired of sitti«g at’ a desk in
the office and ;,am very anxious to . get a job Bt sea again. By the way, I saw
Jack North 1ast Sunday. Be isrhoae le”_g__*gki_g‘verz fit‘and refreshiﬂglz
ogtimistic. S .

: I’ll let you know by Sundaz_when I can be “g_g_;ggig_ipr a few
dayg. XX .
' 7 & o With;love, -

: 7t Harry.

PROBLEM No. B

The {ollowing telegrams were filed by the same originator to the seme addressee
on.successive days: )

SFRIAL Ho. 1 - Money sent to New Haven in bank on Arts account He may have
drawn all and gone home being so bored as always he needs s
lot of cash yet i= not able to do much with the money sent
to pay his lab school bills.

SERIAL Ho. 2 - Sent forty dollars by check to Henry and Alice after they
- payed all Arts old debts stop I really want agreement with
them &nd we must make Art stop charges and bills about town
Send no more checks to him or cash to waste always for he
spends it.

SERIAL No. 3 - Mother sends love and waits each letter as she always does
so write as many as Tom znd Elois do to her As always, Jerry.

PN

Before you mail the solutions to this assignment please include your full name,
rate, rank, or title, and latest address. Use only the official envelopes
provided for mailing your work sheets. ’ .
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Op-20-GR _ HAVY DEPARTMENT
0ffice of Chief of Navel Operations
BESTRICTED - , WASHTNGTON.

EILEMENTARY GdURSE IR CHYPTAWALYSIS

TRAINING PAMPHIET No. 2 .

GENERAL, PRINCIPLES OF COMMUNICATION SECURTTY

1. Comminicatlon mecurity, as a subject, is at least 2,000 years old,
Tor we find 1n the wrltings of the ancient Greeks apnd Romans, refersnces to the
olphers used by them in their military campaigna., Throughout the agas, greater
or lesser attention has been paid to the subject by wirtually every nation whieh
hes engaged in warfare or diplomatic intrigue. But pot until the Great War 4id
it become a subject of sufficient importenss to warrant more than & cursory in-~
terest on the part of any except those engaged in the inmer elircles of the work.

2. 43 a matter of fact, those experts who wers moat vitally concerned
d1d everything within their power to keap the sublect eway from the glere of pub~
licity, They felt, snd Juatly so, that the smaller the group of persons who wera '
cognlzant of the securliy measures taken and the rassulis of counter-esplonage
work, the less chance there would be of drying up the sources of intormation
which careless enemies left open. Sich s policy did very well as long as the
number of messages whick had to be enciphered remsined small and within the cape-
bilities of amall groups of people. With the Creat Wer, however, with its opera-
tlcons on an unrprecedented scale and with the development of radic with its 1llim-
itable possibllities for the passing of informstiom and orders, ths handling of
secret commnlcations bscame absolutely Impeszibie for the small, well-trained
groups of people which had formerly been entrusted with it.

2 This was the time when the Tallaoy o? the "ostrich pollcy® becems not
only epparent but éisastrous. Poorly trained troops were rushed into the field
with codes and olphers which they did not understand apd which they could not
have been expected t¢ handle properly. The result was an avalanche of misguided
effort which enemy cryptenalysts were qulck to ssize upon and convert to valuabdle
information. .

L. With the  ending of tbe war there was a marked change in policy with
regard Lo comminicatlon securlty by all of the natlions which had participated.
Each one sald in essence, "By keeping our methods of communication aecurity so
away from enemy e¢yes, we falled 10 let ocur own peopie in on the secrets, Thus,
when calied upcn to function in the hest of battle they failed, and nothing slse
could have been sxpected. That will never happen again,”™ : ’ .

5. It may happen agein, but the chances are very much egainst it. Since
the war there have been innumermble books written in whole or in part concerning
the role which commmnicaticn security, and leck of it, had to play. Kuch of the
literature has been for popular consumption snd has proved sxiremely welicoms,
Much of 1t has been technicel in neture, for the lessons of the war, and the de-
velopments of coxmunications 1n general have both peinted to en sven grester part
for this element of milltary effort ip meny war to come, and the development of
experts capable of dealing with it 1s essentiszl. Some of 1% hes been genarel and
some of 1t has been most detailed in nature., But regerdless of the general tenor,
all of the literature and all of the experience galned points to the Tact that ’
canly by education and Indoctrination of all concerned, may commnicetion security
be succesafully maintained,

6. The purpose of this pamphlst is merely o pressnt in as readable form
as possible, some of the lsssons which have been léarned and some of the measures
that must be taken 1f we are to keep our vital sscrets eway from prying enemy .
ears. .

7. "Commnication Security"” embraces the principles governing the safe-
guarding of information, conveyed by arny means, {publications, lettsrs, redio,

A-lsiﬂl . -1= . ’ O L? G

i O Pr a2 1,
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TRAININC PAMPHIET No, 2

vicual, cable or landline telegraph, mail, messenger, ard word of mouth) from
felling into the hands of unauthorized persons, no matter how remote they may be
Trom connection with potentlial enemy services. The conclusions resched herein
pertair primarily to informetion transmitted by radic, but apply as well to other
forms of communiecation. These conclusions are in no way based on hypothetical
supposition, but, on the comtrary, have been developed through metual experience,
our own and that of other naticns, Examples and autbentlc anecdotes are glven in
support of many Of the ideas presented, but, in some oasss, these ere vagus apd
lmcking in dstall for rsasons which, 1t is thought, will bs obvicus. :

.8, Some of the means by which secret information msy reach unsuthorized

persocna are: .

Careless conversation. : .

Careless hendling of translations of encryptsd despatches,

Carsless censorship of msterial rsleased to newspapars and
periodioals. ) )

Careless handling and pafegusrding of sscret publications,

Improper clasaification of matter and Improper sslection
of aystems of cryptography. ' : -

Carslesss radio operation.

Cryptanalytic solution of code and cipher systems:

Improper selection of communication fteeilities.

Espiopagse. - .

. _ _
-3t vl W p R

. The order of taﬁulatiog doss not indieste or&er o% importance, Sush
indication would be lmpossible because it is dependent upon tims, plece, end ex-
isting conditions. TForgetfulness of any one weakness may bring about calamity.

- CARELESS CONVERSATION

"4 wise 0ld owl 1ived in an onk;

The more he heard, the less he spoke; : o

The less he spoke, the more he heard--
¥Why carn't we be like that wilse old bird?

10. Admirel Bacon, H. N., has said, "So long es plans are locked up in
the minds of the edmiral and bls one or two chier assigtents, secrecy is possi-
ble. As soonas perts have to be let out, secrecy is ept to venlsh. Mind you,
when & person has guessed & secret, he usually feels himsel? gquite at iiberty to
talk about 1t even If it be against the interests of kis country, simply because
it bhes not been divulged to him under the bond of secrecy. It is gratifying to
some %0 let others know how clever they have been in guessipg a plausible solu- .
tlon.” It is typleal of the American charscter to dislike ostentetious secrecy
and to abhor secreiiveness iln any form. Admirable ms this tralt may be, it is a
dengerous one in officers who must, by Tsasson of their profession, keep in their
beads Informaticn, the disclosure of walck would be inimiecal to the interests of
the country. The officer who, in the mldst of & conversation on professional.
woples, finds it necessary to say, "I would rather not talk any further on that™,
Teels uncomloriably, and, perheps justly, like = cheracter in s melodramatic
novel, There are other ways, and, after =ll, suddern silence after unrestreined
velubllity can be as revesling ms the most open stetement of fTact. ~The officer
in frequent contect wiih outsiders can adopt one of three poses with regard to
talxling shop; he msy egsume consistent silence, he may resort to consistent and
mendacious gerrullty, or he may consistently plesd ignorance. The first and last
are undoubtedly the safest, The second is s method for experts: the old fash-
ioned sailor who regaled visitors wo hig ship with "tell teles” about the vessdel
end its gear mey not have been a model Christian, but he had his points.

11. In discussing professional subjeots with persons in whom one has the
utmost conridence--close friends or members of one’s family—-it is well to con-
slder that, although they would never knowingly reveel information given them,
5111 they may, in ignorance of its importance, ircadvertently pess oo some detail
0 = third person in casusl conversatlon, Confidential information can be actu-
8lly embarressing tc one who hes no need or 1t, and is therefore much better kept
locked behipd the lips of those for whom it is of professlonal interest and who
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are oapable of realizing a1l of its possibilities, Soms of those who sarved out
of San Diego in the autumn of ‘1929, just prior to the commencemsnt of the decom-
missioning of certaln destroyers, may remember that, although the question of de-
comnlssioning was glven e confidentiel character by Corwander Destroyer Squadrona
and personnel were waraed not to discuss it outside of the ssrvice, yet all the
developments as they appeared were common knowledge throughout the Viclnity of
the Tleet base. A4s a remoter, although far more sericus "horrible example®™, wit-
ness the embarra=zsment of high British officials after Jutland when they found
that the "rocking-chair brigade” eround the tea-tables of london was chatting
Ireely about the secret (so carefully guarded at the Admiralty) that the loss of
Eritish ships in the engagement wes due to improper design of ammrition supply
from magazines! In this comnection, It 1ls not the purpose of this pamphlet to

-~enter into a digression into the relative merits of the two sexes in the exerciss

of discretion, so that the following unauthenticated ansecdote will have to stand
without further discussion. , : _ : :

1z, Hlatory tells of the strangs report thet went ths rounds during the
exrly part of ths war to the effect that 250,000 Russian troops had ianded on the
Frenck Channel coast via Scotland and England, for service on the Western Front.
The report caused a certalns amount of consternation in Berlin mand was believed by
meny in Paria. It exsrclsed such control over the imsgination of one German
agent in Scotland that he actually reported having seen them--*huge, bearded men
with snow still clinginz to their boots®. It is said that thisz fantastio tale
was started on its wey by British Intelligence officers who carefully imparted it

" a8 a deadly secrel to ladies of .their moguelntanca!l .

-CARELESS HANDLING OF TRANSLATIONS OF ENCRYPTED DESPATCHES

13. = 1If the unguarded tongus 1s & menace to security in gensral, then the
wastebasket is a double mensce to communicatlon security. For translstionz of
encrypted despatches which are carelessly tossed in innocent-looking wastebaskets
are not only available to an alert enemy for the informetion which they them~
selves divulge, but are of irestimeble help t¢ enemy oryptenalysts in the solving
and reconstruction of the cryplographic systems utilized.

iL. It simply stands to reason that it an expert orypianalyst can cbtain
& copy of the cipner teri of the message (a comparatively easy procedure) and

‘then obtaln an exact transletion of it (as from & wastebasket » then by a pimple

process of working backwerds, ths velues ean be dedueced, the general method work-

>

ed out end subsequent messages In the same system remd with ease. It is Just ome-

such "break" that eryplanalysts dream and hope for.

1s. A peraphrase of the exact trapslation 1s of but sllghtly less welus
to the cryptapalyst. In many ¢e&ses all he needs tc Enow in order to be able to
break lnto & message ls ihe general subject--whether it concerns "submarines” or
‘"battleshlps™ or whether or not a date mentioned is "November Z1" or "Detembsr
31". Tnls means that slthough translations should always be paraphrased for dis-
tribution, the paraphrased coples.should be zs zealously guarded as the exact
iranslations~-and mere particulerly, that nothingz connected with encrypted meps-
sages should ever be consigned to the ordinary wastebasket. :

16. It is & fact thet durlng the Peace Confarence 1ln Parls after the
World War, the paper from the wastebaskets of the delsgetes became an slmost
openly marketable commodity. Scarcely a plece of writing on the subjeect of in-
ternational esplionege is published without some mention of the services of char-
women in this respect. Waether such writings csn be trusted ‘or pot 1s beside the
polint, They at least reveml the posslbilities in this dirscticn.

17. The moral is: Al]l notes, work sheets, carbon paper, &nd other mate~
rials used 1n codlng work must be desiroyed by burning es soon as possidle, and,
all translations, exact and paraphrased, must bs kept in carefully guarded places
unti) their usefulness is at an end, when they too must be destroyed by burning.
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' AND OTHER PERIODICALS

- CARELESS CENSORSHIP OF MATERTAL REIFASED TO NEWSPADERS.

SR,

7o 18,  Closely allled with the revelatioms
ere those made as & .result of careless cenzorshi

made. in indiscreetﬁdonvefsationé -

D in releasing materisl to the

- press.

It must always be remembersd thet the

be considered ms extremely loyal &nd es anxiou

Press of a nation may, in general, -

B t0 help win a particular wir es

any other body of the citizenry.

On the other hend, it must likewise be remsm-

bered that the business of the press is to obtain and publish rews,
to publish anything it oan lay 3its hands on, uniess 1t reslizes the iphersnt dmnw

gérs  to the seourity of the country

It is going
in the publishing of such news. This means --

thel all news concerning = natlon's militery.

operations (and therefors coming un-

der ths cognizance of military censors), which it is desired to keep secrst, must
(1) be kept from the press, or (2} be given to the press with & frank statement

as to its #ange;{,‘;u
19. The sioonqrgstﬁod'ii—in%%riably
hawks™ to ferret out' néws, desplte -efforts to

is the newshawk's only reason for belng,
Teellzed this fact and made @oatror it.

the best, Tor the ability of "news-
keep it hidden, is axiomstic. It

Some of the nations in the Grest War

20, Yor instance, when the British Admiralty, early in 1918, planned to

block the Zeebrugge submarins base &

pirance with concrete-filled blpek ships, it

was decided to commapndeer two Mersey River ferries for th

& purpose.

&g thess

¢craft ware sure 10 be missed by the ‘people of

Llverpool and vicinity, and unde-

sirable publiclty th:eatened, the entire press ol Dritain was taken Into the se-

crel end their cooperation reguested.
out, and the press loyslly earried out

Never 2 sign or trace of the news lenked
the wishes of the Admirslty.

21l .
-, tonfiden

It is significant that this instance o
ce 0 the natlien came after 3 long years of

T taking the press into the
war. Some eerlier experi-

J:-‘sv"'-li
=

ences with the press had not been gquite so satisfactory,

Admiral Jelllcoe, for

~ instence, had been most zeslous in keeplng news

o the fleet away from the press

&né had thereby incurred its violent dislike.

This dislike showed itself aftew

ihe Battle of Jutland when the press, with presumebly the best of intentions,

flayed the administration snd the naval ¢

ommend Bt ses.

Whether or not this at-

tiltude hurt the British and Allied oause in the long run 1is doubirul, but there

can be no guestion but that it burt the Briti
morale was needed.

sh morale at a time whern the best of

s

22,

Another poiﬁt to be constantly borne

press 1s that even the most innocuous-looking ite
of vital importance. The relation of every piece
geperal plciure must always be allowed for,

23.

© Early in 1918, 1t wes kumown thet tne

in mind in dealirgs with the
m3 of news may carry information
of informetion to the broad

Germens were preparing a great

spring offensive on the Western Front,

Waere they would strike was not known.

In Switzerlend, an intellligence asgent of the
Baden Journsel came across a letter to the edl
Germen aviator who had lost his life while 1
British Army. She quoted & letter of condole
£rDy Commander 1o thet area, It was sigped *
bad evicently seen no harm in printing 1.

Allies, in glancirng through e small
tcr from the proud mother of a young
¥irg over the area of the Fifth

nce and sympathy from the German

Von hRutier."™ The provincisl editor

2.,

Never before bad Von Hutier, orgénizer cf the victorious campazign at

Riga andé 'elsewhere on the Russian front, been located on the

‘te¥ing over pert of the line 'was s secrsi, carefully guarded by the Germans.

Western Front. His
The
lligsnce,-

leaTning of this secret was the entering wedge by which the British Inte

through further ressarch, of course, determined where, when,

and how the expected

cffendslive would bresk,

Von Hutler's character,

&l polmted to the crossing of the River 0Oige as

his past record, khis locatiocn,
the opening move in an attack

with - Aml ens asz objective,

The British line was resdy at the proper time--and Von

o Butier &1id pot accomplish his mission. This
=in showing from what small acorns cf informst
" intelllgence may grow,

—ly

incident 1s especielly interesting
ion the complete osks of connected
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CARELESS HANDLING OF REGTSTERED PUBLICATIONS

25. The business of modern navies has become so complex and technical
thet each navy strives to keep from the others those bits of i{nformation which it
has laboriously arrived at and which 1t thinks will give it an edvantags over
others, If and when they should clash in another Jutland or encther Coronel.

26. These bits of information are multitudinous in number and ean onmly _
be recorded in sets of books which go to make up the confidential libraries of
sach navy. Among such books are the codes and clphers, the instructions and all
the other paraphernalis connected with cryptographie systems. ™Security” in gen-
eral, is interested imn the safeguarding of the entlre library. ®Commnication
Security® 1s interested in preserving our eryptographic paraphernalis from prying
enemy syes. -

27. At the outbreak of the World War the British-ﬂavy set up a gigantie
cryptanalytical organization in the Admirdlty which leter became the famous '
"Chember LO." Little 1s known concerning the success or failurs of this organi-

-zation at strictly cryptanalytical work, but it 1s known that Germsn code boOks

recovered from the German crulser MAGDEEERG, which ran eground and was wrecked
off the coamst of Russia, found thelr way to "Chawmver 407", and i1t 1s fact that
"Chamber 4LO" produced lnveluable intelligence or which were basad many of the
Eritish operatlons. It can be no secret thet at leamst sone of this intelligenocs
ceme out of the code books recovered trom the MAGDEFEERG, and yet, es far ag is
known, these bocks were not superseded for 2 yeeTs. .

28. The first undoubted and absolute principle of communication security
is preservation of the physical securliy of codes erd clphersz and all that per-
tein to them.

29, It is not enough that such materisl be preserved permenently, or un-
til they are supersseded or placed out of effect. IV must bs kept comstantly un-
der proper supervision and in earefully guarded places, The reascn for this iz
that an enemy egent, intent upon obtalning the information contsined in a code
book, will seize and keep the book for & length of time only sufficient to have
1t photegraphed and then return it, hopine thet its sbsence from {ts authorized
place hes not been noticed. It has been estimated that a reasonebly lerge-—sized
code book may be photographed in 2 hours. Codes or ciphers lsaft on wardroom
transoms are a menace, not only tc the officer who is "slgoed up® for them but teo
the entire nevel service, ‘ ’

30. Purthermore, it is vital that proper preceutions be'taken to lnsure

‘that uneuthorized persons are not allowed access to secret files or spates Ccon-

taining s=cret riles, or knowledge of the contents of such files. Even within
the service there is no reason why officers unconcerned with secret matters or
commiunicetions should have any access whatever to secret stowage until it becomes
necegsery in the normsl conduct of thelr duties., 4= ip = Previous persgraph, 1t
is appropriats to remark that unnecessary secret icformetion is & burden to him
who holds 1t.

CARELESS RADIC OPERATION

al. Tne historieally ocutstending exaxples of geood and poor radio disci-
pline may be fcund ip any sccount of the zonduet of British apd Germsn naval op-
erations during the World Wer. The Germsn comrerder in chief msde a practice of
sending out numerous operation orders by redlo berore a sortie, with the result
thet the radio 2irection finders of the British enasvled them to inow ip every
case when the enexy fleet had left Wilhelmsheven Tor the outer auchorage iz tha
Jade, On the other hand, ithe Germsp nttempts at radio directicn finding never
succeeded in obteining informstion of velue.

32. The World War and our own fleet problems and exercises of pest years
are rich in exesples of the proper and the lmproper use of radio. The leassons
learned show thet attentlon must be given to meny items--meintenance of radio si-
lence, adhersnce to correct procedure, cereful sending to reduce numbar of
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repetitions, elimipation of unnecessary and unauthorized transmissions, use of
correat ecall sigers, and SO on. ‘ :

33. But more important than blind attention to detailled and explicit
orders in the preservation of radio security is an asetive and vivid imsginstion
which pries into the question of what the enemy might be mbls to Geduce from some
Pertleular trapsmission. The moat lnnocuous-looking messages ere somestimes load-
ed@ wlth military dynamite. For instance, ons could not posslbly have objscted to
the broadcasting of weather reports from the shore station at Scaps Flow,. There
was no informetion in them alone which ecould bave been of any poszibls value %o
the Germans., However, instead of sending them out every day, the British sent
them out only when important units ¢f the Grand Fleet were at gea, A German
operator at Neuminster noted this and for soms time was able to advise his sdmi-
ralty as to when the enemy was at sea. No amount of radio diselpline within the
Grand Fleet could offget ths demaging effect of those spperently innccent weather
reports. ’ - .

. 3. For was there anything partiouleriy revealing in ths fact that &
"bier-mbend” arranged Tor a group of destroysr officers st one of the German
bases had been postponed. The British were suppossdly not intersated ig how or
when the Cermens had their svenings of beer drinking. A radio messege was there-
Tore -sent out to all the officers affected and likewise, t3 211 imtentional pur-
poses, to the British Admiralty. But the British were interestsd In just such
Tacts, partiocularly when linked up with other fects of = similer nature. I this
specifio case thait message concerning the "bier-abend" served to justify com-

they did have, It resulted in the Battle of Dogger Bank.

35, Mighty eventis mey well be outlined 1o tiny strlings of innocent
words. ;

CRYPTANALYTIC SOLUTION OF CODE AND CIPHER SYSTEMS

36. The fallure of the great German offensive on the. Wesiern Front in
1918 may to & considerable extsnt be etiributed to the work of one man, Captain
Painvin of the French Intelligence Service. This officer, through decryption of
Gernan radloc messages, was sble t0 obtain vitel information of the ettack, prior
to end during lts progress, Hls "bresk” came as the result of an improper use of
¢ipher on the part of perbaps no mere than two Germsn communication officers.
Two days after the new German cipher had been put in effect (March 11, 1918}, =
German statlon transmitted in the old cipher a request for repetition of a mes-
sage which had been sent out in the new. The originator obliged witk the origi-
nal messege in the old cipher. The French now hed the same message in the o0ld,
previcusly decrypted clpher, and in the new cipher upon which the Germans were
depending for security of their plang. As & ressult the French were soon reading
81k German operatlon orders 1n the new system before the Germans themselves were
guite meccustomed to 1is use. Thls particular cryptographic error was enormously
tostly to the Germens. ‘ -

37. That is &n illustratior of but one of the many coding errors which
smooth the way Tor cryptanalysta. 7The instructions lssued with each individusl
cods or cipher must be followed carefully In order that the benefits of past ex~
perience may not be wested through leck of knowledge., Experience is the best
teacher, but the other man's experience ls much lessz costly than one's own.

G, et

IMPROFER SELECTION OF COMMUNICATION FACILITIES

, _ o

38. Undus radlc sctivity in en area .ilght serve to betray the location ﬁﬁg

end movements of & fleet. It is also true that cessation of all radio signals 31;
will tend to ipndicste the imposing of radioc silence end the probable imminence *?i

o =a major operation. The German commander’s great mlstek at Wilhelmshaver lay
in his use of redioc where visual or mail boet would have served equally well with .
faer greater sesurity. HRadlc must never be used when telegraph, cable, courisr {
service, guard mall, or visual can bes made to serve the purpose. .
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- 39, In time of war an officer courler service is usually establishesd
between Iimportant points. Seoret communications are pot normally transmitied
through the mmila, but are forwarded through this courier service, Setret mattar
wlll be carried on the person of the meéssenger or Kept in his lmmediats vicinity.
On prolonged voyages in merchant vessels under the registry of the nation in-
volved, such matter is ususlly kept in the safes of the magters or pursers in
sealed containers. Sometimes an armed naval guard is assigned to accompany the
messenger. : ’ ‘ . .

L0, ‘Diplomatic officers in various perts of the world uss dipiomatic
pouches for trarsamisszion of corrsspondence to and from their capitals. Thess
pouches may usually be used for certeln naval corraspondence, Their invioladili-~
t¥ 1s guaranteed by internstlconsl agresement. But, so wes the neutrality of

T Belgium.
IM?ROPER CLASSIFICATiON OF MATTER AND IMPROFER SEIECTION
OF SYSTEMS OF CRIPTOORADEY ..
;f E T . g ' ’ - » '
K1, . Informstion once transmitted in & secret system must remein seoret

forever.  The contents of & secrat mesgage mist not be revesled to upsuthorized
versons 1n any way. Conversely, informetion which cannot be kept secret or is
not actually secret must not be put into B secret code or ciphar. It has happen~
ed on.mere than one occasion that a ship of the Navy hes been ordered to under-
take a certain movement, the instructions Tor the operation baling encoded in &
secret system. Such operations slways becoms rublie, and 1%t 1s obviocusly fatal
to transmit' ln secret code anything whatsoever concerning them.

L2.. The econsiderationa of (1) sealection of ‘ocommunication fecilities and
{2) clessiflication of matter are closely allied in their sffects upon crypto-
grephic security. OCryptographio security is mainteined by the proper employment
and use of code apd cipher systems, The degree of security attained will dspend
directly upon {1) the purposes for which codes and ciphers are employed, (2) the
technicel perfection attained by the personnel connected with sode and sipher °
work, and {3} the length of tlime codes and ciphers sre contioued in effect. The
length of time a system i= continued in effeect depends upon (1) the emount of im-
proper employment end use to which the system hes been subjected and {2) the
amount of proper employment and use to whieh the system hes been subjected. The
effective perlods cf cryptographle systems sre determined end prescrived by high
euthorlsy. ) .

L3, It i1s cobvious that, in order thst cryptographic systems mevy be con-
tinued effectlive for reascneble lengths of time, & careful supervision must be
maintained over the exployment and use of these systems. This supervision is
carried on threugh the function of message ceansorship which 1s the irmediste re-
sponsibiiity of .the communication officer under the commanding officer. In time
o war, certain msjor activities will esteblish a continuous wateh of "message
censors", who will function under the communication officer and, in some cases,
directly under an "assistant to the communication officer for cryptographic se-
curity.” The dutles of these "messags censors” is indiceted in detall in con-
rfidential instructions. In commands where the limited officer complement does
rot perzit of establishment of & continuous watch 0f "message censors™, the
‘functlon of message censorship devolves direectly upon the comrunication ofTicer
and his assistents, in peace &s well as in war.

ESPIONAGE

Y ¥ The most accurate and valuable informatlon concerning important
zatters is to be fouzd in secret documents. The prineipal goveraments of the
world meintain exrtepsive intelligence ssrviceg whose misslons ers to obtain such
secret informetlon of other governmerts, The forms of esplonage which have been
used in the past and which mre being used to obtein informatiorn ary extremely .
efrfactive. It has been quite pos=zible Tor an agent to gein information through
the confidence of an unsuspecting individusl or to galn acoess to a secret docu~
ment, photograph it and return it without the knowledge of the custodian,
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Lord Fisher, Admiral of the Fleét,. &nd First Sealord for
the greatex part of the wzr, uges the above verze from an-old -
Inglish péex in his'"memqriesﬁjas.3 mg$tQ,for &-chapter on the -
B Sritieh ddmiralty Steff, That old yeras sbeolutely hits the
neil on the hesd, when 11 becomss A guestion of denling with
the guestion of the use of wireless telegrephy from the stra-
tegical point of view. [Elsewhere in the same chapter Lord Fisher
writesgs: - - o Sy T

5
15

- . . . L R
! "The FPirst Beslord and ihe Commander in Chief of
the Pleet have to be Sismege twins. And when war comes, the
Admirslty Staff st the Admirally - by listening every moment. $o -
‘the wireless mossages of thne epemy {in sa.far g8 the Iatter dares
to wse-them ~ puts the Pirsi Seslord 1r a positiop to let his- -
twin brother T s€3 ZNow GXBROGLY vaet 1s golng om, He ploks up
the wireless messsges, and not necssgarily the Commander in Chii f
es.a wireless iretallation om shore hag far morp powerfnl recei-
vers than =z instellation on bogrd shig. . When you look a%-that
. spider's web.of wires on.the roof of the Admiraity, thenm thenk
God, that Zngland is-mors or. lesg fres,.becaunss that net of wires
wag rigged up by a ocrowd of bluejacksts before enybody smelt a
rat. A German -neval latter iIntercepied at thot time wes s '
scurcd of great persomal joy 1o me, hecsuse it rapealed the
truth, that wirelesz telezraphy is the. strong movy's weapon., For
At is the developmont of wirsless telegraphy thet hes rendered
1% pessible to determine the direction from whieh gomebody ie
telegraphing and to go straight for it. Conssquently the Gesrmmy:
is afraid tec open his mouth. If he does 80 nevertheless, the
wessage is of course ir cipher that the Adniralty suosesfed in
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B ﬁeciphéring that code 18 ‘one’ of-itis..most glorious achisvemsu®e -
== ~ - !n the late war. During. my.tinme it néver falled'once in decz- -
&  phering. Yes, wireless. telvgraphy 1s the stromg nan's weapon.t oy
- i B T ' A
rhus far Lord Fisher. = -But wireless telegraphy is = danger-
~ug wespon; ,rightlp used: dangerous for the éneny; but osrele&s~. .
"y used much more-dangerous for one’s eelf, The English recog-
_ized ?hat_faat,»but_not,aojihe.Germans;ubvan gt the beginning
~ af the'war, and that is why thelr wireless organization becanme -
something entirsly different frono that of the Germans. It is - = .. F-
with these faots forming thse background that the whole gestion -~ . » .

of the use of wirelsss telegraphy in the war should be reviewed. -

I. THP ENGLISH WIRELESS SERVICE ORGANIZATION

A

AIEOTganié%§§an for

-
Sy A

1istening=in tg the enemy.;. '
E A S T by i L T MY T eene oo T
From. the very EEginrigngf<%hafﬁnflﬁ'War.the.l@steniﬁg-rn
to the wireless: corxminications of the snemy, prepered in ad-
vance by the English, was 1o working order.- In order thet not
& single mesesge should be missed, no Datter on whet wave length,
they had = large number of receivers, to each of which wes as-.
sigped & certain wave sectlon, Everyithing received was sent
direct to the adnmiralty, where & speciasl de-coding office for
the Allies had boen estsblished, Thanks to this arrangemsnt of
paying atbtention to evarything'xicgived, en enorpons and exlten-
sive nass of materiel became ayailstlé, and before loxg the
e Assooisnted Nations wers masters of the German Code Just 28 Duch
= es the Cermsne themselves.. This mdowiedge was however for the
grester pert eugnented by the chence fiscovery of Gernman georet
. doocpments. 'Thus, for instandg, the Fussiang, after. the strand=- !
ing;6% the smell cruissr wMsgdeburg™ near Odensholn, are said, - |
to heve found an iron safe sunk pnear the oruissr, contsining ‘ :

sevaral GCerman secrat doounments and,books, incluéding inter zlis

the key to the code,: sigpel books and oherts., The colleation -
wes inocrebsed still furiher by rine~chartg of the Horth 3es and
_the English coast, when zbout Japuery 191D tha 7 U-31 " was

driven ashore el Yarmouth, undznagsd bud with the erew all desd.

3

f . B, DIRECIDNAL §TATIONS . - . r

. Apsrt from the. listening-in gtatione plresdy referred to, . 1
the English, as far back as the:¥all of 1914 wers getting good
resulis from wireless "directiomnsl ‘stations” gstablished for -
the purpose of working hand .ir hand with the formeT.. Thg "direc-
tienal stationg™ were established st suitedle'points on the
English ¢oast line, and their duty was to-get the beerings, the
airection of:every Germsn sender.’ Thesse bearings were then for-
warded dirtct to the Admirelty, where they were collated, part

- ¢f them with each other, by which means the poaition of the
seonder wes loceted,. snd part of them with the message picked up
by listening-in, wheréby.it_was;usually'discovpied who the

EE gendar’ wWes. : L e ’ S R
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- the vast number .of nessages, referred ‘to one and the seme

%5 the right messzge, I have mot been able fo find dny informa-

‘learnt to profit by the German systen, the more clearly they © -

[P

ﬁé?tO.hQﬁj_A anizo
one could be sure that . the,

the organization wos worked in detaile, so that -

éﬂ?inssbdé%afmiﬁed’-notwithstaﬂdiﬁgz_

sender, 2nd also as t0 how 1% was possible to it the bearings .

tion. éButiiﬁﬁia_hinted,j§hatugreathkillnadﬂthéining on the

part of-thagpersonnBI'Wera-é&ssntial;¢and'that¥é5pecially dur-

ing the first yesr of the war pany nistakes were nadse. : Bub,
thenks to energetic work and far-gighted vision the informetion
furnished by ithe directional stations graduslly became absoluibe-
-ly-feliabla;fand-Jelliqcé:therVes‘cnfthiSLPOint;'1ntarlalia;ﬁ;
thaet in conseguencs he*waa-sble“tograduce'ocnaidsrably the - . ¢
scouting Torass which%thaﬁﬁzana;Flaatfwashnhliga&umosksapaatqmsm»

se&;H*Germaﬁﬁsafswipaﬂﬁfﬂﬁr@ftﬁatﬁséﬁ?almost?iﬁ}&iiably betrayggjj

thenselyes byiitheir wirsYess signelsi's A1l Germun Sttacks om.<i:
a8 1&28&?;3qg;@”ﬁékangéﬁbgéﬁﬁﬁyﬂhﬁgﬁyﬁl?;ﬁirélqéﬁﬁgbﬁﬁﬁrsﬁtiﬁn} 23
Ea*thq?Gé?bgﬁéﬁf#a?ar1?;%35135fﬁgﬁgn??hiﬂg*%fdn@;Tgeneraliyff’i;q}
lesued thei i PreparatoryY vrders 5y wireless, | Consequently, ag'"

@1gene:af?rnlﬁ}'the*3&1ﬁ3§§?ﬁ0§tiﬁfkﬁ%%ﬁiﬁﬁéﬁvaaseZthre?ths;;;'

Gérman merships were, and mlsg what they had to ezpecti . -0

ALY
PR u

In courss of tind’ the Buglfsh operators at’ the listening- - |
in end directionnl stations becene so faniliar with the peouliar {

features of ths various Gernen ships with respact to sound,
eto., that as 2 rule, as Boon g8 they heer & German wirslsss
messagse they Bera_af.onae'ahle‘tO-name the cleose of the gendw '
ing vessels and freguently its neame as well, . - - C -

C. ORGANIZATION OF THE. HOME WIRELESS SERVICE

- A¥D commwIcATIGNS.
From the Very beginning of the wer the British had been
cautious in their wireless communications, and the rmors they

pigsion of orders and intelligencs.

saw_the-necsssity.of_avai&inggwirelegs telegraphy for the trans-

1.-Heasuras'forjalihination'bf_wireleas ,
-, communicationg. - T ]

In port or. et anschor the senlor comnmenders wers always in
connsotion with the telegraph systen on shore. In Scapa Flow,
for instance, a conplets telegraph station was sstablished on = :
ship, which rensined at anchor permanently. This wes in gon- - ;
6tant telegrahhic communieation by wire with all large. ships, ; :
the shipe of the Divisional Chiefs and those in superior compand :
in port. Wireless—signalsnwerejparmitteﬁ fron one ghip only at- -
Scapa, probably the statlonary telegreph ship,: and then these
pogtly related to flotillas of snall veesels cnly, guard 8hips
end the like who did not reply to then. Any discoveries Dade
and Amportant messages were of oourse cormunicated by the lotter -
by wireleas, ploked up by the stationdry telegraph ship and .y
passed on. A1l orders from the Admirslty to the commanders in 051
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nﬁd

i kA cha*ga, ns also thoss f:omeellicoa to otber divisions o¢-

WmF

e Lcing ‘wire

Gy

1h~ Srend Flseet posted eleawhere thex et Scaps .Flow were, 86

- 1or3 cs the ships ramained_in port transmitted as coded talewi_';f_'
l  “*""e hy'wire. R IR M e RE A_J“

]

e
-q_-._q-quM 3. : s ,g(

J; . A% ‘wen At Was® “Bord imp orsant: still to main%ain wireless 3=f?
f,rﬂlanca than -ig port,) @ fact whioch .wag pointed.ocut: nars than
ey oy.Jellicoe and,hy-othax commandars_in chief ;.::ﬂﬂh

.?'-.! et d

REa o VD Lda: Sh s Lzl

To keeféthe Gran& Fleet together an& well 40 hand e thouk.
8% ,telegraphy, w48 no light “task,: howevert-espacial _{

in view of .the.evser: ex%anﬁ ivg guard. auties fhe constanily -

1acreaaing éistanga oirﬁhehsaqnting ahips and:the ‘high gpesd —%naq*%V

which had to .bs kept. qﬁ.étgallxtines ‘on -gogoummt of  the sudbmarine. -

':.penaae, o rendar. tHis podsibla;. every sttenticn wae dévoted $o - .
Jteptical” ﬁigaullfng, asingitie helicgraph In the dayiing.. POfar o .
'aistanses GE3t0 8 naﬁtical niles as ruls -fiX%ed ‘sempphores ., ».;wﬁﬁ-

. were used,s anaqthe di#isione within Shémselves. freguently. nsed ..

“aignalling Flags,- - For slignalling &t night dhe British used o

10W~candla4poser flaek Yights. with bedds-of very smali: aiamater

ené a radius of ‘sbout 500 meters, ' Ag thess coudd only be used o
- for direct gignelling between two' vesssls. it was at {tinmes

- hecéssery, especia’ly during ‘the first yesar of the wer, 1o have

!'recourse 1t¢ wireleas tale raﬁhy in order to remein in fouch with

‘the regt of trhe ships. t wsgé especinlly® compulsory in the
“cess of a sudden fog- caning o, Gradually the Grend Fleet
succeeded in preserving practieslly adbsslute wireless silenas
during ite scouting expeditions in the Worth Ses, - even when -
coxditions meré unfavarabls -~ nanely. by issulng in advance
pioutely sxact end to & dertain extent deiniled general orders
for every conceivable eventualdty, end by givipg orders, belore
derkness sev in, with Teference +6 sll rmovement %0 be expected
during the nisht, etating ‘the exact time -when the seame werse o
‘Te -executed {ehanges of caursa, of speed detachments,'rendaz-
‘vous, ete.), :_; ST L S :

..: )\_'--m"‘

For the transmiaaisn of orﬁsrs, 1ntelligencs, gto. from the

shore 1o warships at gea, obvieting the necessity of the letter

heving to batray: thsmselﬁea by replying st-the bvegimning of ths.
war, the officsr in" charge of wireless comrmniomticns on the
flegehip, Lientenant Kicholsom, invented a firet rete erd siople
“pian, which 8 the yesTs weni by was elsborsied an perfeoted
mors and more. I have not-been ablé to-gain any informetion on
“the details of its working; but brosdly spesking, its mein ides
“w=s, that the pessage-wak.ite be transnitted from ome station to

- 8nother on shore, with 3nﬁt sufficlient power to enable the par-

ticular cemmender &f-8ee,” for whon 1t wes  intended, 'to plck it

‘up.. Immedistely after: the oall, or somatimas at the beginning
‘0f- the messsge ‘iiself, certain -gignals were'given indlcaiin%-

the real recipient (nsnally his military designationh signel

In his wirelese log an sntry wonld be nede both of the tranemit-~

"~ ting srnd the recsiving station;, but et the hesd of the pessege

there wounld be. 8 note to the sffset, Tor ihsbenca, "For € in g7
12 the message was intsnded for- ﬁhavccmmanaer-in~ﬁhiefar Xes-

h
-
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Signelling was handled in'the fleot.w A1l messages
mines g8ighted, nerchant -ships overhauled, ett., likewise all -
orders respecting change3offbourse‘ghd speed, .

, Wers transmitted-cpfiqally“;pfﬁenfwith,sqverai repetitions.
In this way;s&or;éxampléj§§9§iggiimggsageg_gere exchenged be- -
tween:ﬁhe;twp;cruisers?pﬁF?ggﬁe@tr%me wings’of

directidistahse . Tor

oommunipatiens,coald-nctfbéfésﬁablishéa;_they rather sent & dege
_treyerithan~rdn"tba'risk?ofﬁﬁifélesa telegraphy, in spite of the

loes of timsjccoasioné&ﬁﬁhﬂrebyaEfftffs'alsa,SPecially notee~

worthy, that optiecel 8ignalling Eppears to have been more re-

lieble ther wireless, Hotwithstanding 2 minute sesrch in the.

aforeseld extracts from the signalling end wireless 1oge of the b
- Jutland, I have not been eble 'to discover oven & single signsl 2=

“hich Wes incorrectly Picked up or which ¢id not reach the man =i

1t was intended for; end thet is mere than cen be said fpr Wirge ?&

les9 messnges. . Fven :

S2z¢ 1o Jellieoe,

to all intents ard purposes unrecognizeble in the wireless 1

of the "Iron

Duke” .
et firet.

2o

d4re0t Trom the Admiral
f‘ the ??cipient“f)f} Bli UG = : N

. s T ) -~ 4-.‘ '
'A’_a-{v-l)—'v‘__f' LAY o T T I Hal t
[P ALY ;'-)A R 20 e -

B - Mhlsy o

81ty sender wers

M SR

‘Proadoast, giv- '

-
- - P o e
P Tree PO .y aTh L
.!’.-Jf:~7&'_,.\_r,'f 3 T

reiating to

evolutions sand the

the’ scouting 1ina,
?miles§_wbereas—the'gréatestﬁ_"

searchlight- slgmmls w2s probebly not mors o
5146 :In casss where optical -

TR

Such an impertant gigncl as Beatty's mese

5
i

We must not however as

TEE USE 0F WIRELESS TELEGRAPEY

& thet, becouse the British im-

rosed great restreoint upon theiy wireless-ﬂerviae, they were

not sble to uss
gilenge"

it‘when'it'was,neaeasa:y,
Was no longer €seential, i.e,
in touch with the
8Avonces were made

cal maneuvers of the bettle Fleat,

in the

end when "wirsless
wnen they were alrsady

enemy.- On the_contrary,.during,the war greet
use of wireless telegrephy in tactie
Lieytenant Hicholson, elready

mentioned, in cellasboration with Beveral other wirelsss servige

officers of the Grand Fleet worksd

for the wirelsss transmission of evolution

Since then Jellicoe,

signals and tie like.
tatement, wes in 197g

able to handle

opticel signallinge

A% the beginning of ¢
before I could be cor
asleuvering messags a

his fleet in evolutions
OF even a gresater degree of safety

and

wireless with the szane
accurscy asg formerly by

vellicoe himsels writes on the sudject: .

be war it took 10
vein that all ship
ddressed‘@p the wh

to 15 minutes, as a rule,
8 hed received s wireless
ole battle fiest,

053
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1916 the time required was seldcm more then'2-3 minuies. Thig %
= Frent improvement wes due-1o,the new method, end also-tc. dnces= - . - |
& gaat -pracotics whend in ports’ Yas the advance we made in the- uso {

Jf wireless telegraphy, was, indeed very consiaerable ....,,;“ S e

- - }"‘1

: is 2 rule the. British.used & 8pecia1 1sm-pov@r 1nstalla—
‘¢ for sending messages, within the confines of the ssvercl-
vmts of the fleet, the. ordinary senders: being nsed for: long
distances only Every large. ship: was. therefore,. es. & rule;:

- rrovided with st least. two. complete wireless. installations and . &
very frequently also With‘a reserve outfit, corresponding 1v5v, S A
our. { l.es” thé: SwediBh wava: mranslator) somcelled.- batile. Wire«j;f“ T
‘iesB-outfit, QTney 82180 used ;different wave.lengihs.for differ= 2y

"J‘ .

o
,:..’l o

ont -Turpcses, with different ingtallat ons on bpoerd.in: the Grand -
ﬁeet recaivars tuned\for .ihe. reception of mesgeges fors each : f;,
particular purpose.{ Thus"for instance the a4y -goouts- nsed - s
ons’” p&rticulg;.wave length the scouting'fleet ‘enother;- end 80 e
ons By, this mesns. it wESs achiaved -that the variocus: sections s
on guerd and soout duty ngver intavfered soch other: in sénding -
their dizgnslf and messeges n.matter of grest impbrtance, S
sspeciclly when getting into. touch with.the eheny, infermation -
of whoege aprroach was generally received from.seversal directions
simultaneously- Those wireless messages were then. passed on-
with 211 possible despatch by the recipients to the Commander

in Chief by optical. si*nblling. ‘ e

In order to meet the  ever incweasing dem nﬁ for wireless_,
= oporaters, "znd to keep those .2lreedy trained in proctice znd | ;
' p»uo—date & complete. wn:eless télegraphy school was esuhblish—a: e
ed at ocapa Flow, S _ )

T
-

As regerds wireless communication with the Colonies and
the rost of the world, England never hed the eliphtost diffie
culty, adhering in this case alsp .td .ths genaral prineiple of
giving preference to coded’ cablegrams Pfor military purposes¢

'Y

>

- IT. THE GERMAﬁ dIRELESS SERVIC” OBGANIZATION

W“WW—_

It hes unfortunately been 8 very difficult ma$ter fcr ne
to obteln & few cuthsntio particulara relative to the wgenize~
Tion ¢f the Germen Wireless Service. " This much however is cer- - . o
teln, that the Germans in this respect wers very muoh on the -
lsewnrd side of their cppononts, at any rate from the point of’
view of strategy. That is to be ‘gathered as tlearly &t oné couid
possibly &e ire from & remark by Admirel Scheer in his book:
Germony!s High Sess Fleet in ‘the world war™, publisheﬂ in 972Q.
He wrﬂtes there, having established the fact thet the Rritish
in 1914 ked reccived informetion in sdvence of & Geramm. &dvrance
Cri the Bast Coast of England: "The British had obieinecd .thin
informetion through their "dirsotionsl stations™. which thny had
8t their disposal sven ai thot time, whereas we éid not bzvg

b= 05
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this org
etations for tekin
re¢gtion from which

cd, ond vhieh canconsequent

‘,_' sei g TD

anizdtion'nntiitﬁﬁéh:

g bearings,
2 wirslsss

¢n Which the sender 1s. If t

LA d

e

o i T er

tor.
which are abls to designete tl i~
message rlokod up. hos becn rsceiv-

1y locate the pesition of the ship

¢f the lines of these bearings is ths exsot pogition of the ship

vhich has sent the

messago. T

‘rermits of the establishment
"direotional stations™. 'Ig t _

“8iderabls advantage in the conduct of the war, &8 by this means
they were able “tc cbtailn'absc : ‘ ) mtion of '

, whereaboutsﬁbﬁ:the,enémy:“Whene?érjthe latter sent out wireless
eignals.of ‘any kind. In’ the oaseof o big fleet ‘the divisions

rrrrrr

of which arféiseparated” £ran

commDICStion YLtH sooh other, absoiuts meireioes
very'ﬁiiiicﬁltéthihg‘to-maintdin”a&j”This-statamant i8 remarke .

- 8ble as’'s Gern=n eont

bhe extent of the English Bast Coast
in favorable positions of %hese
hem the British possessed & cop-

lutely ‘exnct information of the

“08ch 0thsr emd dependent upon inter-.

[y -

%Wabsainth?wirsléasﬁsilénce“;ié“a'

iroation of the grent bvenefit of thess

'directiénaiistationa;’aftcr‘tbe.@%rﬁaany & time and often strong-
iy erphasized by th@'B;itiggwthsmsslyes; .o o
4. ¥ LISTENING-IN TO THE FHEMY ETC.

At the béginning @ the wer the Bermans hag no organized

listeninz-in service at n
neceseity of collecting n
€very vessel and statlion.
been established in X

caution of the British {t wag

4

the messege it sent

B,

 DIRECTIONAL STATIONS.

11, but thoy greduslly recognized the
t cne center gll Lesgages picked up by
& decoding station of this kind had

suunster in 1916, but owing to the grest

not of much use. - Only by chencs

1% wees able to 'give some information td the
21y befors the Jutlend Battle, but even then
was not partloularly definite.

When finally apd very. late in the day the Germans got their

directionsl stations inte
rare instances be used f
or individual ships,
Instesd of thet they

of their own ships
dangerous sport whi

working order, they conld only in very
or teking the bearings of snemy forces
thanks te $he precautions of the British.
wers used to serd orders for the movenents

end o8pecislly nirships. That however is a
ch, as far as we now, wes never indulged in

vere nearly slways werned in advance of their spproageh and im-

In time, end to vre

Pa&re thsmse

reception of the unbidden gues

tlon of the nttacki

ng zirshirs

o &se their own directionsl s

to send up their flghting planes
1ves in every possible wey for the
ts. In order to fing out the posi-

they freguently dia not even hove
tet ions, but nerely required io

e 055

" Thess are’wi:élaéé'telegréﬁh; -

? ‘
WA




.y .From this . fact,and also IPdm the great number of snb-- RS
marines reported off the Engiish maval ports. during the lsst few
.days it 18 concluded,that. the .Germans have some important.scheme ¢
in view, The Admiralty therefore prepares for .the Bailing 0% the :
Grand Flest,by notifyiﬁg_the-various'oommanders.by coded cabls-
- grams,that the High ‘8eas Fleet 185 preparing to put.out to ses
.- pext morning,that is to say om May 3lst.. R

G

Shortly after 5 Pm. however = wireless messcage was inter-
_.cepted,to 211 intents and purposes. an important one,addressed @
.- -bo all chiefs'of divisions in the High Seas Flest. A4s the signal -
- 7mas.in & recently adopted code it oconld not be deciphersd; but .
&8 evorything pointed ;o,its:referr;ng.to-anhbrdar_rgspecting a
plan of operation,the good old rule wes adhersd to: Betbter-s: |
.'f;i?t;eé%qo;gopp;thg§i§palg§;btheréﬁstegl.ﬁ,mgrcﬁ;qn,yuug;. B

ol .

- P e eme s e R A ST T ST N . L Er e Lt T
ool DAY 5,40 Pmi,ithatiis e say,about half an honr later,.
Admiral Jellicoe rscedved the following telegram from the Admir-
alty.which;ha_imme&iataly‘iepéatea’(éa'a’codedfgablégram)'to
V;ceadm;ralfBgatty%}“%886%@13.aastﬁaxd_af.Loagngr%iBBVreaﬂy.
for all oventualities™. Within five hours ell divistoms.of the
Grend Fleet woro out ‘2t ses on the romd to tho above mentioned

ndezv wnich B o th the '

EERICEIaE TRLER, 21000t optnelted Sk the opet forents waieh tye

] . dawn the noxt morning

fact the Grond Pleet 'was making for e'meeting place just to the

west of Bkegerrack:] Wirtless silence was ordersd &8 umsusl and -,

was mainteindd by béth'ilaeta'prhctically“throughont. One of . iﬁf

Beatty's wireless stetions wWes to watel the weve length of the g
advanced secouts,snother “(together with the eirplape mother shiyp) i
i wetched that of the airereft,snd so-om. .

-  Bomec of the ships,according:to extracts from the signal~ :
ling ~ and wireless logs sppear to heve been entrusted with the ;
duty of trying to intercept Germen messages. Whensver anything
suspicious wes plcked.up,it wes at onco reportod by opticel meens
to the Commender in Chief,ststing the wircless nene of the sender
end of the reciplent,the weve length used and also the approxi-
mats etrength. Should. the scouts see tho enemy,the Teport was to
be sent with alliths'Ebwer~available,in order to deccive the
Germens. a8 to the distance of the British mein forces. For ths
same reeson no r&ply‘wapwto be sent to a signal of this kind.

- SATLING OF THY HIGH SEAS FLP®D AU'D ORDER
" RELJTIVE TO WIRLIESS. o *

: Tho sailing of the High ssas Flest from the Jade st day-
breek on illay 31st meani carrying into. effeot .e long shorished
plap,which had howsver to be postponed several times on account
of unfavorable weather: Ax preparatory collaborators 2 great
number of German submarines had beep steticned outside British
bases of tho Flest,portly for tho purpose of bsing abls to sttaok
the -Grand Fleot should it put out to soz,and partly so as  to be
eble to report the salling of tho British foreces %o the Germen
fleet. A%t 5.320 Am{Groenwich menn time) on llsy 31st "0 &2 S |

“THWW T
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listen for the roply 6f‘thefGéfman;étations, ag soon as they had . ¢ -l
cverheard the messsge oking for.a bearing. .. .. ...

- e B I
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‘0. HOUS QRGARIZATTON OF mim wrmmmsS | "

. - AUD INTELLIGENOE SERVIGE.. . - . . . ..

. ‘.f A_.-_ S

- ‘At the outbreak of the war wireless “telegrephy -was incom-
parnbly” the most important militery means of intelligence in
Cormory, not only os regards communication with the ncval forces ¢
ond between the Jatitcr themsélves, bul elsoin-a very high de- "
greg_for the trensmission of.crders etc. . between the various
raval suthorities on shors.i':Thew, When -the Germans begon.to .- °
have a forsboding of ihs denger of wireless coanmunidations st -

sea, they cerbsinly did.try 1o .reduce"the practics as farss . |
possible, &t the same’ time using.very low-power inmstalletfons ... & .
for wireless ¢ommnicationg ‘when indispensable beiwesen the seve .
eral units of the nnvel fordes.  Thsy elso tppear to have used.
the closed 'eerial cirocult for short distance-pignellings  The - .
Britlsh listening-in stotlons on shore wers howsver :fitted with -
such extremsly sensitive receivers,  that they wers apperently
able t¢ pick up even the buzzer signals of the Germans, that i=s
to sey, to rick ur the messngss of £ fow dry batterics a2t o dis+
tance of sevsral hundred neutical mile®, which to &y mind i 8l-
mc8t Ancredible. - B T SO RS :

= These limitaticma to wireless:intercourse were effested .

ralnly for the purpose-of ndt betreying the position of the ;
skips to tke British direcotional -stations.. ~That the British . . {
were even In pecasession of the -German system of podes ete., i
eppears tc b2 o'fact which the Germans.did not:gresp until s
muach later dote, or wbout,the beginning 0of ‘1916, and. thet is.

why wireless conversations -in pori and: betweon, the naval guthe

critles continucd quite unconcernedly for a long timeé.

The Ger=an submarines.opersting.in.the North Sez, gradualm
1y learnéd the wisdom of m§intaining'nimost'cémpidte'ﬁwirelsss
silenas”, excert of course for specinliy important. messecges. T
Tho subdarines-on the west coest .of England, on the other hand, o
felt themselves 'mudh safer, end proctioslly every.night sent
home ncre cr less wnecessnry. pessages; whereby they were meny ,
3 Time loceted tc their own detriment, - For  the transmissiocn of . R
eriers and inforzetion to submerines and other. vessels, scot- S

~Iered obout abroed, the Germens used the high power station et i
Fauon. Frez there, ot certsin. steted times and on certein weve
lengtks, knewn to. 211 Gorman vessels:of-war, end which they had
to lcck cut for. es far 80 possible, such orders and inforapii on
were sent cut 25 might be necessary ot the moment.' No enswers
were tc be given even when 8 sertein order was only intesded
for & certcirn skips - - : .- )

| | | =8~ -
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Communicotion with the cuter world, thet is to sey, in
the sarly days of the war with the Colonies aznd the cruisera
In fereign waters,  likewise throughout the war with the Neu-
trals, also went by way of Nauen, which was regarded &s in-
dispensable by the German Admiralty Staff, obove sll probably
for- the submerine war sgeinst merchont shipping. It was the
foresight of the Admirelty Steff that even provided for-the

dispatch by Neuen of press mews twice in svery 24 hours, work -
which the Germans themselves in view of thelr isolated $1ocad~

..ed position oked upon 28 most important, not only for the .

information of the Neutrals, but elso” to keet -up.the courags -

*0f the Colonies ard shipmy cut. off from home, 85 long £8 pog~ -
- 8iblesr  ANTIUFIooFTosiTRE. B - i . : SR
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I now'pess on to attempt, with a féw specimen cases
taken from different periods of the web, to illustroate what I
have olready said obout the use of wireless telegrephy under
vorious cirocumstrncess o P

TEE "GOEBEF™ AND. "BRESLAU™ . .

The power of the wirslebs mossnges sent by the Germon

-eruisers “GOEBEN anrd "BRUSLAU" betrayed tc the sccating‘enemér'

forées the fact, thaet their prey was in Messinas on Aug. 4, 1914
whereunpoen the Sircits of Messina were fromptly bottled up. 4B
we know, the Germnans nevertihéless succecded in meking their
escepo, but efter breaking through the blocsds they were dis-
covered by tbhe smnall British cruiser Gloucester, which stuck
to then like 2 shadow, end merely kept the pursuing forces in-
formed by wireless of their position from time to time. The
Germans did nothing to prevent that, end oconsequently the
British mscertaincd that they were setting & oourse for the
Adristic and probably for Pola. - Spddsnly they swung round

to starboard towards the Aegesn Sea and st the same time Btérte
ed sending out disturbing wireless weves et 2 terrific rote,
Which mede it imposeible for the Glcucester to signel the sud-
den chenge of course in good time. Hers we hove & concrete
exenrle of .one of the rare opportunities where interruption

of wireless crn be of ums, nanely wherc it upsets the enemy
wlthout interfering with ane®s own wireless communiostions.

)
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Ona of tha first &ets of ths Britiah after the cutbreak _
of wnr wWes the destruction or seizure of all German telegraph N

_ ooblses and oll telegreph stotions, wireless 4ncliudeds For the ‘-
first time we are confronted. with absolute "wireless silence” ,

. and. msde to.undersiand whot 1t implies, during Admiral Jerranm's .
expedition.ogainst the big German. Wireless stetion ot Yap, o ®
which @ae of speoinl importoncd Ffor ths mointerance of communica-
ticns between.the :Germang-md;their. cruisers 4in Bast isistic | i 3
and Australisp waters. . During-this expéedition Admirsl Jerram .
wos repeatedly colled wup by wirelsss by another British Admiral
in these waters, but he never replied, bccause_"the undar»aking
called for absolute wiraless ailenﬁe“ TR B

Nt

b

* L

puring. the firgt féw weaks of the war the only indieaticn
thet Admirel-Count Spoe had leoft Australian waters was the fact,
thet wireless nmessoges: picked up from him becsme more ‘and more
indistinet in Australie. The fact of the German squadron’s |
cruise across towards the Americsn side was in ite turn like- ©
wise breought teo the knowledze of the British solely by a few 4
wireless messnges picked up. One ¢f these, picked up by the
stetion et Suve on Cetoder 4th, “wes from the "Scharn horsi”,
end in 211 prebability intendeé for ope ¢f her collisrs. It
wze In the Germen secret gommercial cods, et that time mlresdy
ynovn to the British, -ond ran: “Scharnhurst oh the roed be- i
tween Marguesas and Esster Island". The .other, picked up dy :
snother ststion was in plein languags ard’ 5014+ vAttentioni :
“instralisz snd 21l big English ships heve left Rebaul on an |
easterlg courss. . The -Japansse Bquddron is in ths vicinity. L
Todey the . British haVe established wireless connection with
Rahzul. Attention!™ -~ Owing to thieg infermation, which in
view of all circumstances appeared toc be quite gennine the
‘British orulgers nade their WEy OVer ‘towards the American gide.

. - As ® curicsity it "should be memtioned that toWﬂrdE the end ‘;
_of November snd the beg&nning of December 1914 the wireless stae- .

~ tion at La Plata in South Americe dailly picksd up éulling slanels
intended four the Gorman Battle cruisers "Seydlitz", "kKoltke" and
"yon der Tann", which were sont out by the nautral wireless sto—

- tion at Hﬁntevideo. Rumours began to c¢irculate; thet the Ger~

-anns intended sending out these bhattle cruisers} in order to
strike o blow sgeinst eneny trade in the Atlantie, to supply
Sypee’s squadron with fresh emmunition sto., and finally to helyp
him to force & way hcms.

i
i
3
i

5

Although the EZnglish knew thet the ”e*man battle oruisers
were still in the North Sea, thess rumours undoubtedly contrioud
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ed f&w&rdésthir,décision_to send out ihsir'ownﬁbattleweruisérs

against .Count .Spee. . That led to the rapid destruction of 598618‘_ 

sguadron,  for the sake of which Gefmany wes planning s baitle °
ceruisgr undertaking, whioch was bound to bave'. .2 specially para-

" 1lyzing effect umpon British trade, and would have oalled for -

.energatio -British counter sction, which in tum would have weak- '

-oned, the Crand Fleet considersbly. -

-’ The German so<called pirste cruuisers-in general very soon

__,?léarned'tha wisdom of "silencs in the cir", so &8'not %o betray .

themsslves by.the power of their wireless signals, in thé svent

_:~~ of snermy craft belng anywhere 4in the vicinity. That this plan
. - %08 noi alweys successful we have seen. in the foregoing sxomples.
o In sevaral published statsments, toth in Germen and English -

' Iitersatureon’ihe world War;.one seems to gather the impression,

that‘tﬁe;ﬁ:itiﬁh_orﬁiearsjdnithajloukont_for_raiﬁéré on merchant
shipping’= dnd.also soms 0f the ldtter « wers fittead with ap~ °

‘paratus, emabling thém to determins; et any rite approximetely,
the dirssction;of &-ehiphixaa:whicb,%hsy,Wsre-recéi?ing~wizeless

,:signalst;{Wéihave_aﬁ'axﬁmpla;,&nﬁngﬁothare;”duriﬂg'thﬁrChaﬂe

after the %Goeben” and "Breelau™ iu August 1914, whon &n entire

.. Beoutlng lfme chonged ita courss by 180°, because "Gorman cole

liers wore distinetly heard sending wireiess'signals,in 2 northe
6rly direction®, = Other examples of the stme.fast are found in'
the chese afier the “Karisruhs® ord in the sfory of the "Emden",
when she' sent one of hsr.celliefs 'in s certain direction, becauss
the slignals of g British oruiser knd been hoard in another direc—
tlon. As %o the explanation, it is difficult to sey anything,
.88 thess ships, especially the German, ecen hardly heve been Fite
"ted with wireless direction Ffinderse of eny kingd.. o

- PUE NORTH 8Ed. ..

Heenwhile the real haval theeter of war had desn trang-

- ferred to the North Bes, =nd here too it wos that wireless tele-

graphy achieved 1is grestest triumps, both From a strategical
and tactical point o view. As I zaigd kefore, the British
geperally knsw beforshand when ths German fleet was patting
.out to ses, partly owing to thelr well-organized wireless 1is~-
tening-in, but moetly owing to careless use of wirgless tele=
graphy by the Germans. - o ' i

TEE_BOMBARDMENT OF SCARBOROUGH &XD OTHER PLACES

In the middls of December 1914 five German battle eruisers,

éécompanieﬁ by five small cruisers end thres torpedo boat flotile

las made an atteok cn the Bast Coast of Englend, and at-doybreak
on December 15tk bombarded several small sea-side toewns, ineclud-
ing Scardborough. As support on the homswerd Journsy the greater
part of the High Sees Floet put out to ses.

~11-
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. %Y Fn £ forénodn ‘of thedsy recediny ‘the botbardmem - . E
. ¢ Beaaltk rageived from the Ccmmander~in-Chicf s poded: telegrom

stls. ¢ruisers. {in rea;iﬁyﬂthereiwqreﬂsgof thsm)'fivgj;;ght‘:f-f
.oruisers and 3 Tlotillas left the Jode this -morning &t deys -
“break, returning Wednesdey night ...-. 7 - Then followed de= "

vBobé?t&Ctiéﬁl'instrunfioﬂsiﬁ,AJféw.hsuqsﬁlaié: all"were under -
"wz';f“Dtring“thefnighf;the,twb"enbmy‘fleetsvpassed_each_cther-
“ot short roange, without® either  of then teing swere of the fact.
~ Absdlute’ wireless silencé had deen ordersd on the German Bids,
'fahd”ﬁo‘aouht¥in’thefGraﬁﬁfFleetyalso, elthough’ecn this oceca~ = -

. offects = In the wirelsss log of the Bmoll Cerman cruiser” -

I "Btralsund”ithere 18 an entry under date Docember 16th. 2,°45 -
oz English Sender, disttnos 50 meuticed milesis . " T

- ™ ‘Determiniation B2 diatance. of sueh exmotituie on the basis

‘poseible, but in: this partionlar insterce. was probably correct.

- were no-better. Soon~&ftarfl'o‘clg%at”night,‘ﬁnd a particular-
- dy dark night, the German desiroyer " S, 33% got out of touch’

‘the-signel kad been repeated four times, when the Commender

wordsd as follows: -‘GersdAn 'sgnddren, consisting cf Four bate-

‘talled orders for several divieitns of ths’ Grand Fleet, relas
tive to times of spiling, course, speed, rendezvous etc. and

Qéidhilfhave“nbtibeéh‘ablé”%o‘trabé*anyﬁspéﬁifid?brder”td that

Y

rE.D s X-LT
- &I .

oi~hé33&ges'rééeived‘freh]&”%rgnsmitter“ig—in{reélity'hardly )

However that mey be] at any.ratée the entry shows, thet British B
wireless déiscipline 5111l left rmuch to-be.desired.- Bat, in ?
gpite of the order forbidding wirsless sighnals; the Germans

with her cocpanions and dsgan sending wireléss signnis to the
crulser "Strelsmnd™;: iks latter however did . not reply tntil

ilcst kie patience, and: signalling with o8 low power &8 possibvle
ordered the "S.33" to "shut up"e == .

Cn this episode we read in "North Sea™ Volume III:
"Through these wireless signels "S.33" might easily have en-
dongered the safety of the entire expediticn, beciusy es the
chief point wes to take the enémy by surpriss, the maintenance
of strict wireless discipline was of ‘the utmost importence.
Tc nothing but the fact that the’enery evidently wes not koepw
ing a-sharp lookout .40 we owe it, that the repeated calls sent . {
out by "S8.38" wWere not noticed by khim,end therefore did not b
drew his ettention to the arproach ¢f German forces end so
irduce him tc take counter measures in good thrc. -

& few hours. before daybreak on the 16tk there were seversl

-mere or less -casunl -Bkirmishes between tho destroyere of both

fleeits, which feot was repcried t0 tne ccomaniors in chief by
wireless. " A%t dewr the same merning Germaon criifers were dis-

coversd Lo the narth-eapt of the British forces, so Bectty veers

off in tk=t directicn ond puts on more srsed. Warrender with

the I1-batileship squedron followed ot -a' sluwer gait. At the

sone tinme Admirel Ingenohl with the bulk of the High Seas Fleet

makes frem hems, egein without knowing the strength of the . {
ferees arrgyed ageinst hip, but worried on account of repested o’

“ize - 060 !
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u;,'~guara5hi ~"Jupiter”. on’ the Tyne,that she was belng chased by Ewo
; sneny battle orulsers., Admirnl. Warrender. burned a onrce’ in order

T % duf“éff-the‘ﬁa&reaﬁ'ofrthé‘latieréguﬁ-Beatt'.Wavsraﬁ}-ln-the

,-fing}fqrces;althbqgh they got in touch. with their small cruisers
. . 'and destroysrs. Thatl the bottle oruisers were nble %0 find their

miles outsids the extyeme edge of the British mine-ficld st 1.1B.
pm. on a couras Ezstlby South'and at a speed of 28 kxnots, This
. information wee however BoticBased Upop-ony-bearings teken by the
~Girectional stations,bul solely upon s ooded messags from the
- "Beydlitz" t¢ the commander in shisf of the fleet,demppatched et

- %lag-ehip,efter decoding,ran a8 Follows: .

not by eny meens secrets os far &8 -the British were concerned.

R EENEEN
: ..
4

S SRR = o, ST = N _
_repdrxs fron - his destroyers and.ornisers about .encounters with

enemy destroyer.fiotillas.’ The .British. also. had not.the faintest .. ...7

-~ .1dea of the strength of the forces: ppposéd: to. ther|but, thonght
. .. themselves;superior in strengih,as of .course; they knew pothing
‘ebout the Germon battle fleet being out,but only dbout the batile
- oruisers. Beatty had Just taken up the chese of the Berman cruisers—~
}sighted;endnas_a‘mattar_of-factihad practically the entirs High -
- - .Beas fleet “in front of him,when -both he-end Admiral Warrender -
;. -~ were suddenly ‘teken by surprise by &.rost disquieting wirdless
. message which had been picked up, It was.sent by the. "Patrol",:

the 8hip of.the Commander of the Hartlepool flotilla;telling the

first place,ths "Patrol’ was abouts 1 _nag#iba_ﬁmiiea,further ,
westward,whoreas he himsslf wag quite cloge $o the enenmy,who was
towards the East,end then after g1l it was only o strey message

plcked up, Within a few minutes,RdwWever,he receives a communice-
tion frow the' Admiralty ebont the bombardment of the Coast towns, E
and then he at onoe turns off weitward., As we know,the British . ;
did pot" succesd this time in cutting off the retreat of the attmck- f

way home without being seen is probably due to the fact,that they

B néticed by:the specielly powerful and active British wireless mes-

"thess the Commander of the 9Derrflihgar"‘83ggest¢d going home by -
. the wey of Skegen {as & metter of fact-Admiral Hipper mode the

A
tages,that sirong British forces were .in.their vieinity., To avoid E
E

detour northwards on'his_own-initiativa;_“Dsrrflipger‘s suggestion
cameo much later.and 413 not influence him in enywey.~Trensl) It
is true mothing come of it ,but after all the German'e course was

.+81d much more northerly than the British expected,

The British Porces learnt of their fallure by wireless from

“the Admiralty &t £.43 prn. The message stated,thaot the Cermen bat—

tle ofuiser*qguadron'qnd the small doruisers were stationsad 12 7.

1,20 pm. ,énd which eccording $o the wirsless log of the CGerman
"Seydlitz 1.15 pm 008 B,

‘BAditionel mumber .5 East by Soutk,2d nautivnl miles o B gcr

From the Britishvcom;qn1Qanion;ﬁe‘see-as_plainly,asAaxybody conld
wieh for,that the Germen method of ooding and net of sqQuares were

Avout 3 pm, the Admirplty 8ent enother message to the effect,
that: the’ Gorman battle fleet wae nt see; this. informetion wes baged e
upon bearinge {aken by the directiongl stetions,as plso another ’ :
nessege on thq following day,stating that the Garman flset had ‘ e

returned to its home ports agmin,. . . gf
It 1s 8 noteworthy fact,that in studying the extrsots from. :
the wireless ‘logs of the High Sess Fleet during this eadvance we
find,thet the order with respect to "Wireless silence" only applied
13} o s |
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- 'éven-by ther. Boesides the .above-mentioned signals sent out by

" .there was plenty of lively sigoallin going on the whole %time of

- listening-in stations d4id not even notice that the Germen fTlest

I have dealt’ at such length with tHis sdvance against the Exglish

td't%é'hitﬁékiné'iaiééé?}hemsélvgs;ahdfwas;not*implibiﬁly obeyed

"3,83",severel ship's rackonings were ccmpRred on the 15th st - . -
15hpm;aﬁa'again-af .34 Bn,on tgaflﬁth._Aﬁ in the-High Sens Flset {

the advence,{2 mass of reports on 4rifting mines,fishing-bosts .
overhauled etc,} As notwithetanding all this wireless activity no
bsarings. were taken by the British directional stations,and the

“Was nt ses until 2 pnt on Decenmber ‘16th,ws can understand;thad e

their organization end reliasbility still left mmeh to be Aesired. .

- Coast,partly bebause it gives & good insight info the way in which °
wireless was used in -the ‘early days of the war, end partly . becamse, - -
o1 agcount .of favoreble'opportunity ol glip by the Germens,it is
“disousned with a'apeaialkwéalﬁh‘quﬁaﬁail both in Frglizh and In

" German _wri’ig!zngSé_: LelEF S L T RN O - e i

LA '._—_»‘:'-‘:,-- ter?

PR

. i TEE ORUTSER BATTIE ON THE DOGGER BANK
B . ST 1E : |

- Events pbeceding the eruissr battle on the Dsgger Bank on
Jaruary 24,1915 developed approximately on the somé lines &8 in
the ddvance on December 16%th, Trie time however the Adnmirsliy
despatched the whole Grazd Flcet,wherees the Gsrmans kept the battlefp
fleet 8t homs. The wreliminary order frem the Adulralty to Jellicoe,E
Beatty end the Chief of. the IIT Battle~ship squadron was = coded
ceblegram relative to intercepted German wireless nessages,end resad
"Four German battle cruisers,six light cruisers end 22 destroyers
will put to sea this evening,to reconnmoiter in the direction of the
Dogger Bezk.Returz probably tororrow evening 7. Then followed &
pumber of genersl ordere to the varfous Britich forces. The crder
copcluded :"After weighing anchor wireless mey bs used only when
eremy in slght,or to reply to the Admirel™. The British in fact
succeedsd very well in pressrving "wiroless ailence™, Accerding to
Germor wirelese 1ogg;hpwever,the'Garm&n‘ghips'pieked up British-
wireless sigials from the Grasnd Flset,et Tirst st 8 Am., end then
again 2% 5 Am.en Jamunry 24th. The Grasd Flest however seemsd to
be & long way off,so that the Germane fslt themselves secure in
their sdvence,and thet they would not mest the Grexd Fleet this time}
Towarde 6 0'cl. in the morning,however,the wireless officer
on the 1light orulser "Graudenz® Teported,that there must be & , N
British destroyer wirtless station guite close to thé skip, At the
seme time 8 ray of ‘1ight was espisd,sc that  the "Groundonz! mads
- for it =8t top tpeed ‘and almed its gearchlight,only however to
discover & sheam trewler, Whether the wirsless eignels intercepted
ceme from the latter wes not clearly asecertaiped,but was thought = .
to be guite poesibls,po that the ships roved ahqai, ' -
: In the Gorman wireless logs thers sre no 'entriss of wire-
less messages between 6,37 Pm. on the 23rd and 5,45 &m. on the
£4%h of Januery,but the British assert,that here and thers during
the night they hesrd German wireless nessages,indliceting thet
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Bome serious, business or. other was going on. When the two

. foroegs got ‘into- touch with each othsr towards 8 0'clock in the

" ‘morning,it.was 2 complete’ surprise .for the Germens,whereas the.

5;';;Efit;sh’haafreckbned.pp'a'meeting'precisely et that time., - .

.. = A8 soon’'as’ the opposing Torces sighted each other the |
_"Wiréiéss_dperatdrs“dﬁgboth;Sideantartea_$o work with all their
might.” Reporie flew from scouts to battle cruisers,snd Trom the

. datter to the commanders:in chief. (" in the Germen case at home port)...

+

7 UProm $hYs bettle of the Sighals Hipper gathéred,that the
.,‘whoie'bffﬁhe‘srand,Flest:was out,and therefore he asked by wire-.—
;1 less for the High Seas Pleet to put o

into:the Germen bay, His 'Pirst messege to the Hign Seas Floet

" was "2047 _f-:8.47 Am.li-ééoi‘d’infg;ta . Gexmwen-re gﬂlaﬁians)";md“rﬁporte& Cot

_ the praéehéé”of.théfBritiéh”battlé_c;uizers,'Hié’next’(9;051f
. ran ;"Judging by wireless eignals II British sqguadron . in the

'_“Urgén%i§ffegﬁiiéjj

... &ssistEnoe™ 5" whigh ﬁ%é?}é.iy:igfééééivgﬁ‘8?minutes;1ate; ¢

- leln body ond flotilles ‘coming ag goon &5 popsible.

.~ Thls informetion which appesrs to have been-eent in plein
languagegwagipicggd'hpsbgyzhg Brifien beottle cruisers,srd no
doubt greetly conmtributed tovwerde their sbendorment of the
pursult ‘so.econ. The British never evopred to think,thet " ze
goon &8 posalble” meaont,emongst cther thingsa,at icast $wo houre
to gel up stezm, Howéver,thot Eigh Sees-?lae%'di&‘ndt turn up.
The result wes,ee we know,the sinking of the "Slucher™. Nothing
¢lse heppened of Bny -conBeguince &8 regerde the subject of wire-
lese,which we are discussing. . ' :

DEE . JUTLAND BATTIE

The mext time the two fleets'mat‘in.éonfiiet wes £t the

. Jutlend Bztile on Moy Slst and June 1ot 1916. As this metion has

not yet been dealt with in the volumes hitherto published by the
Neval Archive,I heve -had to rést content meinly with British
~descriptiona, These,however,nre exeeptionally comprehonsive for

- our present parposs, rnd show as pleinly a8 arnyone could decire,
that during the long intervel greet advercor had beer mede on
both sides in tho hendling of wir¢lees telegroohy., The crganiza-
tlon of the British viircless Bervicc,however, continues tc be most
digtinetly superior to the Gormen,. - - '

. SAILING OT 793 GRAND FLLET VITH

. OHEIERS RETATIVE 70 WIRLIESS

On the morping of ay 30th,thenke to their directionel
steticns, the British notloed thet the High Scas-Fleet hed run
out oFf Wilhslmsheven -in . the Jade,which shows how gensitive the
inetrurents et the directiinel stations were by- thet time.
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reported 2°hig Ships;2 erunisers ond several Sorpedoboat: des~ ;-
troycre about 70 neutical miles esst of the Pirth of Forth on a--
south-casterly courso,and an hours lster Scheer received & wire-
lcss nossage froo the decoding station at Beumunster,tﬁat“sjudge
ing by, British wircless getivity - two big ghips or units with
dcstroyers complete had left Scapa Flow,Shortly afterwards,or at
6.48 im.,(Grecawich meen fime) a thira report was handed in,this
time fiom,fﬁ 66 ",which had sighted cight. encmy battle .shins o
Tith light sruiscrs and destroyers on .= north-@astorly.eourqu T
50 pauticel miles cast-of Kirmaird Head, .- T

' These messages howover as yet supplicd no information

~&bout the Intentions of  the enomy. The ‘peculiar combinntion ang -

the course of the encmy. forges sprepding in all dircotions . -

- nelfher indicated cooperation on their pers nor intontions agsingt

the Gc&pﬁn,sey;’ScheerﬁtheféforekWaé‘of.the.opiniéﬁ that the - |
Sritish naval forccs Teported could not in-eny. way be conncetcd with
the Gormen advence. He. d1d hot change his Plansjbut hoped under
certain conditions to'bo dble to foreo sowo part or other of the
enemy flect 'into a battle‘at long odds -against them, .: - i .

- ¥hen the Bigh ‘Sens Floet weighed anchor ;the wircTess name

- or indicating sign of the flagship wag taken over by the ¥filhelms-.

haven stetion,and that is. why the British took this station for the
main body of the Flect? The consequence vag,that the British
thought the battle fleet wes. 83111 in the Jede,but clecr,ready

o s2il in support of the battle cruisers, '

FIRST FLALIUG *ITH 7oy LRmry

ag elready stated,precticzlly abeolute wireless silchee
Vs observed in both fleets,so that ncither side knew mueh. shout
the position of fhe ecnemy,before the scouting ehips in advance
got into itcuch with each other =t 2.2D0 Pr; on Kay 3lst. The sur-
prise in all probebilityiwas greatest cn the German side,as of
cours¢ the Jritish had seb out with the eXpress .-purpose of dcal-
ing with a possible German advance. The first report with .refer-
erce. 50 the enercy vas made %o the British Commanddr'iﬁ'Chief‘by
the light cruiser "Galuteaﬁ‘at_B.EO'Pm,followcd;by'scveral other
reports,. AF 5.10 Pm e communication was received from the idmire .

aity giving particiilers of the positions of a light German

- eruiscr and e dcstroycn,who&e_boarings had been token by the

dircctional etaticns at 2.30 Pm,thet is to sayyprobebly about
the time thiéy werc reporting to their Commander in Chicf,that the
cnemy was in sight, The faet thet this vas the first bearing by
wireletbs wiick tac British had becn able to take since the Kigh
Scoe Fleot hod put out to sea,dcmonsirates better than anything .
vlec,ho0w well, et Shet time,the Germans hag lcsrnt to preserve
7irelcese silence, e
‘ Feceling with the enenmy having becr csvablishced,Beatty cent
en cirplapce inm order to obtain an cxact ides of the situation.
“ivcless messoges of the latter{ on its ovn @pccinl wave lengtxn}
2.21 ani 3,45 Pm. were passcd on to the eirplane mother-ship,
rczd by seatty at the same time,but were noi repeated to Jella -
y"ine aocs not appeer to have had . eny instzllation Ffor the TEVL
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length of the air scouts. On this occasipn that was surely of _ |
1ittle imporkémce, bub later on wes- the ceuse of & chemge, .- . K

.. . cournc ImTo-iCTION OF THE BATTIE FEEET.

.+ Por-a long time after the battle cruisor fight hed - _
Sterted in real carnest the British believed,that the German S
f .advance which they had stopped was an ordinsry battle cruiser _
T advence,without any real support from the Germen battle fleet.
' At 4,38 Pm.however a wireless mossage was sent by the British
Tight cruiser "Southampiop” which,worded as follows,come 88 &

complete surprise for Jellicoe: rgegt".grecedence.ﬂave sighted
cnehy battle flect bearing approximéting § E; enemy course H. MY

" pecition 559 34F M, Ispitude 60 20' E.longitude " ebout five minutes
leter this signal,{noi ebsolutely verbatim) was repeated by ... . ..
Beatty via MPrincess Royol®./(Lions wireless apparatus had broken
down and wae useless),bnt then got through to the Lommepder in
Chief practically unrecognizable,vhich at first mede Jéllicoe
hesitate a 1ittle.{What, "Iron Duke™ had picked up'was as follows: "
26 -30 battle ships,probably enemy,dirsction S.5.E.steering S.E.)
not more thenm five. minutes later,however,Jellicoe,relying on the
first message,sent his-first communication to the Admirelty. It

ves overpowering in its simplicity and read: "Orgent.Battle of the
fleet impending.' This was seni sbont 2 hours before the commence-
ment of the main sction;it wes followed barely ten minutes later -
5 TIX - By & comrunication from the Admiralty giving the position
of the German bettle fIcet,which it had obtained et 4.09 from the
dircctional stations, Even course znd speed wae steted. In & later
similar message at 5.45-corrcspomdingrgsrticulars were glven for
4.50. One Ffault in using thc bearings teken by the directlionsl

- stations wes, that the bearinis of the British were not slsg teken,
concecquently the Germen position given wes inezact in reclation %o
the British own ships reckoning,vhich had been &ffected by tide
and currents after practically £4 hours constant zig-zog salling,
That- ves probably the real roason why,vhen the battle flect came
into action,Jecllicoc did not find the enemy exsactly vhere he had
cxpceted him,and consequently was unable to employ his entire
striking force at once,e point which has s¢ often been debated
since then,both in ehd outsido professional’ Journals, '

R It is intercsting to notc,how the Admiraliy,after rcceliving
Jeilicoc's first messege,immédietely made all preperations by : ,
cablegrenm,~ith rcference to previously lssucd inegtructions,for the .
recoption of the Grend Fleet after the bettle,so thet 1% mey be .- 2 .

H

Ry

rca&y for further fighting as guickly 28 possidble. (Docks,towing, :
steem tugs, coaling orders €tc, are mode ready a2ll alorg the : :
Yast Coast.) ' .

THE IIGET APTER THR MATN ACTION,

- Ag soon &8 the forces got in touch with'tho enemy,wireless
"telcgrephy wae released,and during the battle,but especielly
during the night following,wirelocs operastions YICT'€ CrOTrmous.




: P -3
4A0en 1v WS & quesslon I0r DOTh Tleeis to collect thelr more-oe— — i

less separated units,mainly by W1relcss,t9mgather particulars ag
to damage sustis

=ed,fuel supplies,and so &Fand e11 this had to :
be dorne while light forcss on boath sides verc from time to time : . B
Yoporting. .the, enemy in sight,and Wero .making more or less Bucaousp. v
Tul torpeddboat attacks, During.the dark hours of the night flesh- -
. - 1ight signalliﬁg~waa=practca11y-bénns&;to_prevént the shipe giving
%ﬁ, themselves BWAY, .. . .- Ce e oo . : T
o }  That in’ this busy wireless time some of the mecsages were
* picked up incorrectly,or even did not reach their addresses.at all,
* 18 .more or less & matter of course,but in certain cases- in 211 R ¥
.. Pro¥ebility was of Paramount importance in deciding the issus
“"Jgiifhﬁxact_on;;This,for;example;habpeneifin the case '¢f three
i j‘gﬁﬁg;ggtivg_messages”from'"Captqin D 12 {Chief of thé 12tn Des-
} fPFOYET Llofilla) who'at 1.56 Am ap Tune 1st signelled by wireless
v ...50 %hg .Copdander in Chie? :"Urgent.Precedernce. Brery battle ships =
- 17 in dignt. My pos8ition 10 nautisal miles to'theﬂrqar-ogﬂIibattleShip -
“t 7 o .equadron”. A% 2.08 he signelled: Wrgent. Am attacking ™ snd five -
' minutesglate;jgvrgént;ﬁnemy_con:sa S.5.%.™ There. iz not 2 word

'1abduf;theééimeésﬁgéafln?tha'wirslsss log. of tHe “Iron Tuks™: 'on

- She other hand,portisns are to by found in bhe logs of obners
vhich had picred them pp, ! o7 ST TN GPER OF 0Thens

S ?i-It@is}m65$.ints?é8tihg %0 mote how perfectly,by 1ictening-
. In end taring be&rings‘tﬁrough the directionsal stations,the Admir-
- 8lty weg eahle ‘0 Toliow up ths cnemy flcet cn i%s homewerd rum,

. &nd 'to rapert its vosition on cther'gattars’tq the Grond Fleet. i

For this rcason I append & fey oxtracts from the "Iron Duken®

" wirelees log,giving meszages sent by the Afmiralty to the Comman-
der 'in Chief during the night frem Kay 81st to Jume let.

9.58 Pm, At 9.Pm rear §hip of enemy bat$¥s Zorces in 56° 23t ¥,
Lok, zmd 59 3p¢ E, Iopgitude on & soulherly course: :

S.ES,Em on ¥ey 31 ¢ N Thrae &estroyersflotillaé hcve'received
' crdsrg to attack you overnight, .

10.41 Pr. 46 10.41 the Admiralty informed the Commender in Chief,
thet it wes telieved the enémy wae returning ts hie base,
88 his course was S.SE 5/4 B, and epecd 16 knots,

1.48 2. The Admiralty informed the Sermender ip Chief,that the
' eneny subiarines were apparently leaving Gerwen norts, °
end that a ﬁamageﬁ éneny ship,probebly #intzov® np mid-
' Dight wes in 569 267 I, Letitude apa 50 Al 2. Zomzituda,
3.12 im: Germen light cruliser in 550 <5 I.Lot, 69 25'F Ioag
_ damaged. Crew tsken off,destroyver stepding by 5 Am.
.20 4ir: A commmnicetlon ¢o the effect,thst relier ships eore ,
being scnt to relisve light ecruise¢rs ang destroyers vho are
‘short of fuel, L S U L

5.25 in.#Urgent. At 2.30 German mein body in 550 35" 1, Ietitude
.69 80! E.Iongitude.Course SE by 8.16 knots, o




-7 .. -body,os usual, 0n the following rorping,April 24%h,the predéTerss

- v

5;‘_ AE;,5Elﬁiﬁ§'at;3;47nstill afloat,without'créw.?oéiiinn,{

-, &% B3 AM. Etef/Ete. = . . . LT
S0 GLRMAN ADVANCE OU THW NORVEGTAN |

" COAST oM JPRIL 23/24 1918, . e

.+ ' The esdvence towards the 1north uporn the Norwegian' coast,
mede by the High Sess Fleet in April - 1918,was itz lest big under-
teking before bsing handed over to the Lllies on the concluasion
of peace, The object of the advance wes an ettack upon the
Britlsh convoys which salled gcross the northern part of the
‘Horth Sea from Stavanger and thereasboute,l neoessary condition -
for-"its success therefore was,that the British:should not have - .
- the faintest 1dea of whet'wes intended,snd conseguently specially
strict orders respecting wireless silence wers issued %o 81l -
Commonders.- 4t 6 AM. on April 23rd the whols High Seas Fleet pub
out to sea,the battle crulsers,accompanied by some of -the light
cruisers and torpedoboat destroyers well- in advanse of the mein

" ined turning point on the Uorwegian Cozst wes reached,withont™y
any eneny craft having boen ssen,endl everything appoared’ic "be |
Tgoingwell,when at € All.the following wireless messoge Trom-thc @ .
boettle crulser"loltke™ was received by the .Cormemder in Chief of:
the High Seas Flgct: Berious breakdovwm.Speed is fonr npeuticeal
niles,Position sbout 40 nsubticel miles W.S.V.from Stavenger™.
Two hours previously the "Holtke” hed been detrohed from the . <
battle cruisers for the purpese of joining the battle Tficet,es wg%
she could net 40 more than 14 kpote. Hor wireless to the C.in C. _
of the HEigh Seas Pleet had not been heard by the batile crulsers,
presumably becouse it was sent from & low pwer eender. Towards
g All.however Viecadmirel Von Hipper on the beattle sruisers rec-

eived aopother message.-from the Yioltke",seying thet the ship

would not answer the helm,ond thet the C.in- . hed received mno
report on the matter,{the latter steésment was besed on e mis-
understanding). Von Hipper thereupon decided %o .go himself to the
aid of the "Loltke",and reported the fact to the main body,with-
out knowing,that the latter had alreazdy becn underway for neasrly
an hour for the purpose of sesisting the broken down ship,erd thet
by this time wes probably alres&dy in sight of her. Von Hipper vce
therefore wes ordered to crulse again across the track usuelly
taken by the convoys,but this expedition wes just ae abortive &S
the first. ' : g
Xeanwhile the "Moltke" hed been takon in tow by the battle-
ship "0Oldenburg",wheraupor thc whole battle fleet steered for
home 2% a speed vf 10 knots. AL 6.30 Pm 2 Germen submarine sernt
& message to the effeoct,thet eleven enemy cruisers end battle
crulsers wore abqut 80 miles behind the Eigh Scas Flcet and -
standing on the same course a&s the latter, These wers however
in ell probabllity not ecnemy but Von Hipper's forces on the .way |
home after his last sdvance,but nobody dared to attcmpt to -este--
blish wireless communlcation with them,in view of the risk of
drawing the stiention of fthe Britlsh.Towards 7 0'clock in She {
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evening of April 25th.that 18 to say =Pfter about 56 hours of
towing,the Molike was able to continue the woyage under her :
own ‘engine power at 16 knots,but novertholoss abont an hour lster,
. 10 miles porth of Heligolend,whillss crosaing the English subna-
s ripe lines,was hil by & torpodo whioh fect,horever,did not PrO-
vent her moking port updsr her own steom, The Gormen advance Rad
not ‘achieved 138 objfect,bub it is most remerzabls,thet the British,
aithongh eftor so much wireless activity they must have hoerd thet
. tho High Scas Flest was at sea,did not suconsd in teking any
v counter measures,or porhaps,ns far 28 oy resSserches go,they never
’ -evon tricd; ' _ N :

! imother noteworthy fact isz,that this was probebly the
sole Gorman expedifion of any magnitude of which the British wers :
not sdgnisant in sdvemcs, - _ '
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