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ELEMENTARY CIPEER SOLUTION
- FOREWORD =

Studentes of Cryptanalysis have consldersble diffioculty
in mastering the very first step - the solution of = simple
gubstitution cipher. Many lose interest st this point and go

no further. In thkis comsction, the writer recsalls his first

ettempt to solve & cryptogream. He wrote M"E" for the highsst
cipher value &nd then stared at the cryptogram for several
hours, walting for inspiration to come to his #id. When
golution was finally achieved, the letter assumed for "E"
turned out to be an "0".

Tre solution of an elementary cipher ie eimple, once the
technique ie really understood. Text-books on Cryptenslyeis

heve neglected some of the details of sctual solution. Students

have been left to work out their own methods and have wested
deys or weeks re-discovering principles which cen be teught in
a few hourse. ' : ‘ ' ,

To & great extent, methods of solution cen %6 reduced to

& 86t of rules and principles and can be taught by precept and
exerple. The technique o? elementary cipher solution ism 41-

lustreted in the solution of the problem which arpears on the

nezt pagee.

- The cryptogrem was submitted from an outside source and
its subject metter was entirely unknown. 4 careful recoxrd
wee kept of the various steps in the asctusl solution. The
cipher system wes simple snough to be reedily understood by

the begimmer and yet diffiecult enough to require sound msthods
of atizacke. ' :
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The followlng crypto~ram was
"Hovice in PryotOPrﬂphy"
~reguire lOOO ‘nours of worL

£521941806

2899957584

5459491946

1237449294
7560170174

2600754327
c0060141295
9433068264

108849075
_253209591
L3454

The aoove c*ypuogram wes published as Proplen Ko
1n communicetvion Bulletin lumber Eighty-Two
3 deteils of the system ware oo cemitted vy

==~ THE PROBLEH —---

8528012018

4D4TDB3E95ETE

5284859346
5988759385

3723915837

8419107183

2L55274546

5995008284

5454946850

5591452175

7582922088
£684544(C92

4594928691

5917018241
2501922546

5391066834
5506685811
59273&4591

(3]

c30922063

1071352791

IR T R T R A A T T Y

0402010520
5644604355
2745955610
12534346865

9321842056

1028192575

0907941082
0810220176

8686780955

8240441243

Ceciober

-
i
H
- -
ivs Invenwo

recently submitted by &
who egtineted that solutlon would

8295475484
5360914683
2819215591

0119552894

5619304494
4546115492
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~ the ciprer is cless (3) and proceed with attack on that basis.

-~ THE SOLUTION -~

1. The first step in the solution of an unknowna cipher is to
analyze the cryptogram. ‘This analysis includes-: :

(2} Preparstion cof Frequency Table and determining the genersl

class of cipher.. _ ' : :

——{b) Searching for repetitions. -

(¢} Pactorinz (if applicable). .

(d) Prepering frequency table for the individusl alphabets.

(e) Preparing lists of repetitions. :

In most types of numersl ciphers two .digits are substituted
for one letter. A count of the numbers in the ¢ipher text was
taken and is shown in the Frequency Table on pege 18. The num-
bers from €O to 99 were listed and = line was drawn after & gum-
ber each time thet number was discovered in the cryptogram.

Yost zumeral ciphers belong to one of three classes:
(1) Single alphabet, usually with the numbers 11 to 326,
(2) Three related alphabets, with 78 possible different cipher” ™
- velues and an average of 60 to 66 different values actually
exployed. ' , ‘ S
(2) Tour relsted (sometimes unrelated) alphabets, with 100 pos-
sible ¢ifferent civher values and an average of 80 to 88
@ifTerent values actually employed. In this type of cipher
an elpradet has only 25 cipher values, &nd J is combined
with I or else U is combined with V. ' ‘
£ study of the Frequency Table shows that the cipher cap :
not be either class (1) or class (2). Tach block of 25 consecu- r
tive nucbers ((0C-24:25-49:50-74:75-99) has a1l the appearances of
being a single "elphabet™. We may therefore safely assume that

i In numeral ciphers which utilize 100 mimerel values, the
numerals are usuelly arranged in normal order, put each block of
25 consecutive nurmbers may be set at any point relative to the
sequence c¢f ietters.  In such ciphers it is often possible to
fline up” the numersl sequences znd reduce the clpher to the
equivalent of & siazle slphabet, However, in this freguency teble
the letter distridbution is so irreguler that the four alvhabets
can not te lined-up by mztching frequencies. :

In tuis type of cipher, & plain text letier my be enciphered from
any one of four elphabets, selected at random. It is possible,

‘for imstance, tnzt ali the "Lig» might be enciphored from the first
eloretet azud 81l the "B's" from the second, thus giving these two
cipier velues & freguency four. times es hish oo normal. The alpha-
bets are therefore likely to be somewhat different from & normal
frecuency tedle.

a8 scon as the individual alphabets have been segregoted
the Lists of Repetitions should be prepared. The List of Re-
peated Grouds 1s ziven in Tabhle 2 (pege 18). This list also
includes the "Eeversible Di-zraphs®,

Repeeted groups repressnt letter combinations of high freguency.

Cereful studly of thnese groupe will often revesal the exsct valuszs

of soze of the letiers involved. Without repeated groups of

levtzrs, cipher sslution would be imposeible in the majority of

instances. : ' )
| ' 004
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2. The second ster is to prepare the work sheet. The R
cryptogram is recopied - but the letters or symbols are L
arranged in blocks according to the system used, In this
cryptogram, two digits represent one letter so the number s
ere spaced into pairs, (In & periodic cipher the letters
of cipher text would be erranged in blocks, the length of
the key.) Three speces should be left between ezch line to
gllow space enough for “marnlng“ and entering assumptions,

Qver each 01pher value write its freguency (;rom +be
eprropriate gelrhebet in the cuse of poly- 2lrhatet ciphers),
Unierscore all repetitlons and reversible digrarhs, (Use
Tevle <), 3zemine the text and TVerscoré any "peculisrities™
cf letter distribution, {The above should be done in ink to
withstand erzsure),

Recorgkug the freouencies on the vork-sheet is of
the grestest importance whern dealing with & winimom of text
It discloses "reculiaritiesnt of lettel distritution in
text tnet would otherwise he overloozed, 1t is
to the vowel classification, It enzbles the crypis
1o visuelize the text when working out letter COLblBa
It often causes a single letter of very low freuuency to
reveal a letter of hlgh Tresuency (=ud scmetimcs & whole
voru) It szves constant reference to the Zreusency teobles
vniicn 1nterruktc the trzin of thou-ht, It saves c0G31aer-
able tice in the end, In fact, wiih » corplex sclution, it
—i.nt mean the difference betwveen success and ;gilure,

-rb

m
"'j

r“';-l

= (cprpended) shows the work sheet with the
cpiished (and with the vowels classified)

rong repet“tlons {6 letters or more) snpoald be
Lioczed off from the rest of the cryrviozranm with heavy
verileal Ilzes, - Long repetiticns indicoie rererted words
or I}raSDs and are of great ¢331stunoe in oreceing the
ciprner, (There are no long repeititions in ihise problem
gad the blociking-off of word lengins 1s not shown until
& lrter stage), -

ection paper (with 01e—nluruer inch Lquarcsi

Cross-s
r4€s the best possible “Orh sheet. A typewritten work-cheet
13 znearly as good. ZEven spacing is essential, ’''rree snaces
snouid be left between lines. Do not overcrove the work-sheet.
"se printed Biock capitals. The use of colored nencils Ior
mzrziag off repetitions, etec., is s blg relp. A curelessly
nrepaTred work~-sheed cen preveat soluL*on merely by confusing
“ne mind of the cryptanslyst i

-5 ~
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' 3a Therthirﬁ etep is to classify the vowels and ccnsonsnts.

'-They'are clesgified by 2 study of:

{1) Frequencies
(2) Spescing
: {3) Letter combinations
—— : (4) Repetitions

(1) The low frequency values are almost invarisbly consonsnts
of low or mediom frequencys. The intermediste frequency values
are usnally casonants bult may be vowels. They cannot be cleaggi-
fied excopt a8 they combine with letters already classified and

cere the most difficult to clessify. The high freguency values
- &sre either the vowels "A,E,I,0"0r consonants of high frequency.

(2) It is urmsusl to find over two or three consonants in
guccession, or two consonants of low fregquency in combinatior.
‘Vowels usually stand alons - combinstions of more than two vowels
are extremely rare.s A gep of six or eight letters between two

__krnown vowels indicates the need of one or more intermediste vowels.

(2} Consonents combine with vowels, mogt of which are of high
frequency. Vowels coxbins with consonants, merny of wkich are of
low frequency. Letters associated with low freguency velues are
vowels. Zetters essocisted with high freguency velues are con-
gonants. ' ' :

{4) Of the 30 most frequent letter peirs, 22 are vowel-conso-
r.art or consonant-vowel, 5 are consonant-consonant, and 3 are vowel-
vowel combinations. Repetitions in the cipher text indicate high
-frecuency letter combinations. Therefore, the repetition of =

~given letter combirstion crestes the presumption that onme of the

ietters is8 & vowel and the other a consonante.
"U" jig of low frequency and can be classified only by

,{j?Spacing“ after A,E,I and O have been classified. The wvowel of =

5th highest frequency in en alphebel is almost invarisbly a "U".
It is usually impossible to classify "Y" as a vowel - partly on
account of its very low freguency and vertly because "Y" is some-
times &8 consonant. K ' _ S :

: “lark eack vowsel by & circle as soon as classified - both
on the work shest and the freguency table. (To suve making extrs
+ables thnis hes slresdy been done in Tables 1 &nd 5). Velues
identified a5 consonants should be marked by &n overscore or Sone
similar mzthode. '

To expiain this process, 2l1 the perts of the cryptogriz
vrere "7B" occurs have been copiei below: '

7 2.9 B 6 1 2 9 9 8 4 6 9 8 6
20-18-75-82-22 99-95-75-84-45 59-8B-75-93-85
g 2 9 4 3 119 7 6 7 2 9 2 7
53-91-75~60-17 26-00=75-43-57 19~25-75-56-19
S 2 9 3 6 a8 7 9 71 2 8 7 ¢ 7 5
84-96-T5-54-34 45-21-75-10-71 4519754544

75" is essocisted vidth enocugh low frequency volues to prove it -
0 be 8 vowela y

TP P L e T T T e R T L T T T e M T IO T 1T T T PYT Y U T T W T e e PR ETY - T ok b rt ey —




4. .. In like mamner, "84" and values in the immediete F
vicinity are copied below: S

9 8 2 1 9 9 3 9 2 6 9 3 4
95 84 ~45-27 . ?3-46-84-54-46 = 47-B4-84-54-59
9 29 6 8 8 7 9 7 7 6 9 7 7
46-52-84-85-93 95-21-84~20-36 43-27-84-19-10
9 3 9 6 8 3.6 9 46 -7 4 9 2
46-11-84-92-94 - 06-82-84-59-27 . 27-08-84-96

"84" is associsted with high frequency letters in slmost
every instance. It elso combimes with "75", which 1is
already clessified as a vowel. "84" is a consonent.

88" appesred to be & vowel when Tirst examined, bdul
careful study after several other vow:2ls hed been classified
showed thatl it.probably wES & consonant.

This rrocess is cont inusd until 211 the letters heve
been clessifiedi. The rositive identification of two or
three vowels zrpd consonants is 2 grest aid in clessifying
the remeining letters.  Cipher combinetions iike 30-~33-30
are particularly valuable. If 30 is s vowel, 33 is probadly
a consonant and vice versa. 30 meres the batter vowel -
by frequerncies end by Bpacing- Combinetims like 46-~84~

54-46 are equally goods - o S .

The clessification of vowels is by enalysis alone
ard does notl require very much skill or experience. The
cleesification can be considered quite accurube altkpugh
1t is nmot infeilibls, ernd most of the vow els can e classi-
Tied a5 suche

e At this point it is possitle to establish the rela-
tionship between the four alphabets. (This is explained
leter on.] Kowever, in the actusl solutioz this rela-
tionship wes purpossly ignored in order to see how diffi-
cult the solution would be if the four alphabeis were all
entirely different end indeperndent. This mede the sclu-
tion more interesting as the Iregusncy tables wers
abnormsl end, in some instances, more of a hindrance than
e help. ¥e will proceed on the more general method cf
solution, and afterwards take up the relationship between
the four =alphabets.




6. The fourth step is the "Breaking-in" process.-

Th - Experience has proved that the best points of
attack in 8 message are: ‘ :

(a} The very beginning

(b} The very end :

{c) Places where the letter distridution
. is "peculisprn - :

We must correcily assume the plain-~text equivalents
of a few cipher values, ©his is not guessing - I"Black Magicn,
clairvoyance, or mental teleprathy - it i1s merely the appli-
cation of orderly reasocning,

‘ (2) The cryptogram was comrosed by 2 novice snd = novice
would not know any better thsn to begin e messege with the
word "THE" - or, if he were describing his cryrtogram, the
words "This Cipher", These two possibilities were therefors
assumed, ' . '

This sbout exheustis the word possibilities for the beginning
of this message, as we have not the slightest ideea as 1o the
subject matter, ) _
The values for 45-21 are checied (or ray be derived)
by & study of letier combinsticns, -

45 snd 21 are the first two ietiers of & word snd =zre
consonants of very high frequeney, 45-21 is repeated else-
wherc 1in the messaze thus showing it ic be & corbination of

- reletively high freguency, '

The only combinetions of high freouency letters which

ccoueld begin e word are listed below, tozether with the reletive
frequencies of ipitiel letter
Letter Relative : Initial - Relative
fombinstion freguency TLetter Ireguency
TH 50 A ‘ .17
sT 20 3 5
SH 10 R &
- TR 8 it 2
= SH : 3 .

"TH" 1s-the "best"combinstion and snould be sssumed first,
-8 -

THIA A PTEL 4 Lmh bmn = mm e e e

T T T L . "+ 2

{) The werd "Cipher" is impossible on account. of the vomel specing,
o "THE" is justified by the freguencies, M“PHIS" is a possibility,
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(b) fc) Now ‘study the snd of the message. The letter :
distribution of the 1ast 20 01pner walues is “neculla*" for :
two reasons:-- af__, , o o S

(1) Values repeated in this portion of the messase. 5 _

(2) So many velues between "40" mnd "45" used. B

Zetein the aosumptiom thet "45- 21" is "ZA". Fill in these E%gE
vaelues wherever they oceur % the end 3f the messape r

r Zgzizg n‘-‘“’")dh 0ns,

~
et
evw JLSS‘L"I‘J Tions.

NOTE: CAPITALS are used. ¥
shall letters for I

RGP 5
£5-2175) 0@05 o1
I .E‘. )

t the following unders 4 nwnpers ere renestsd in T
t of the messege: -~ 40, 4

4 . PR — '.
N N 44’_"_-, :.O a..iﬂ. tU-

b.

ne
ar

Tre following letter combinations are repezted in the cszus,e:-
45-21 = Z Tu-45 ¥ 2 iC-71 = 2
27-91 is & reversible digreph
8 7 " =z .8 8 7 2
45-21 L o 91@-_0—1‘;- 43-40{D-45-194
v — == 7
-
The very last cipher velue is of course & word gnéing.
it ieg g high freguency consonant - prosabl ly #, &, &, oz T. Po——
roe next 10 last letter must also be an K, ®, 3, or T. C gt

Eut cousider: o s 7 .9 7 5
: - 4E-185rAs-44

it -~ o0ur slvhebetls.
Zrd - tae letter continsiions.
Jrd - tze rslstive fregueneies of Tinzl ietiers.




f__; clue a3 to.the identi'ty of Ma4av. e _ L

HR SH and SR are impossible word endings, and R is elimi—
nated a8 a possibility foxr "44™. The relative fremencie _
of S and X as finel letters are about equal and glve no ﬂew

S and RS are each.much better letter combinations and
mich better word emdings than RN. 44 is probebly "S", amd
43 may bs either "N" or "R". ' .- RS

The possibility thet 44 is N should not be conaldered
until the assumption thet "44 is S" kes been.deflnltely dis-
rroved.

Enter these velues in the emd of the messege .

9 6 2 5 7 2 8 8 7 9 7 5

45-51-@-10-@-35 9140-44-@»43-40@_4_5-19'-@-4_544;_4__
T e
R R

Now consider what cen be dore. Words or perts of words can be
built up from these scattered letters. If the assumptions ere
correct we ere on the wey to soluiion - if incorrect we will
soon discever it. XKow the lesst wrd of a message is usually
fairly long. If it were 7 letters long, the 1ast two words

could be "IN -~ T ~- ESM, "ON -- T -- NS" or else "OR —- T -- RST™ -
ignd the third word moul& erd in "S¥". T"O© ie the better assuwnp-

tion for "11", but "I" is 'possible.

If "45-21-75" is "THE", the third word hes elgbt 1etters
and the word snec1n5 is stlll logicel. "E" is unususally go 24
Tor "78". It's frequency is very high - "ENS" and "ERS"™ ere
excellent word endings - "75-43" occurs elsewhere in the message
erd finglly it gives & "THE" wlere one is needed.

Just as we were setisfied that 44 wes S so mey we take
75 es t. If incorrect it will show wp eventuglly angd then we
cen meke some other assumption.

o teke "19" - It eppeers twice in 28-19 {both consonents)

It eppreers once in 19-21 (ard 21 = E)
It is & high freoguency consonent

"T" ie tre most probable value' witk "S" g fair second. Other

~ values are too imprcbedle o be considered.

"O1™ is herd to idemtify. It is probably E, &or O - POSSlbly
nyr, It cannot be the seme letter os 11,

- 10 -




%f-; ' -"40“§ the first letter of our last word, is apparently a |
ST medium frequency consonant - probably D, I, C, ¥ or P -
= | . ,poSSibly' any_other consongpt. h

._ﬁ82“.ié'a high frequency vowel, It cannot be "Ef since
75 is "E", 82 is therefore "A", "I, or "Qv,

It is now time_to'work,out the letter combinetions and see E%%
what these assumptions will reveal, : - Eﬁé
WORD | ~ WORD OR TRO WCRDS | WORD WORD ;

8 7 9/7 2 1 & 9 6 2 513 7lz &g 8 7 9 7 5
45 2142110 () 55 @) 91 € 20 44 [D 45 ho 6 45 15 G 45 44
T H E N & d S/0 nf{d e * % e n s
S i 1 i rjl = ¢ r
o ¢ 1¢ (o)
m ] [ C fi)
P b
¥ ?

The followinz wcrds ere Dossibilities for the last wora-

TAYTENS - PAPTELRS rOTTERS

LATEERS MITTEN
LETTER LITTERS
- v DO ERS
o HAPPERS
FLTTERS PITTERS
BATYER -

"S" is eliminated &t once &g & rossibility for "19", and
- e for 40, ©F these words, NATTERS and 1ZTPERS are the
mest logical exnd should be tried first,

VORD WCRD 02 TW0 WOSDS WORD} . WORD

& 7 347 2 1 6 9 6 2 5{3 712 8 g 7 9 7 5
45 21 @9ho (7135 €7) 91 62) 20 44111 43 120 Q1) 45 19 G 45 a4
T E E z slo Rfm 2 7 7 2 5

The eabove suggests nothing, 2urthermcre when these values
were filled-in elsevtere they did no%t look "socdr, '

WO RD WORD 0% TWC WOaDS | WORD WORD
8 7 9}J7 21 86 6 6 2 5§3 72 8 8 7 9 7 5
. <5 21 (715010 (1) 55 () 92 (B2) 40 44 1) 43 ko 0D 45 19 @5) ¢5 44
= T H E & L 5§0 R{L e 7 7 8 3 s
5 011
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"Letters” suggests thet the ecrypiogram may be zbout the - : B
-cipher-system and that ipn turn suggests "NUMBERS™ or : N
"NUMERALS", '~ "Numbers™ does not fit, "Numerals" fits

.. _perfectly - by vowel spacing - by freauencies - by . letter . -
' combinations -~ and by context, The cipher has been broken, -

7.  The fifth step is fhe "¥opping-up® process; vBrify
the assumptions, and, if the assumptions are correct,finish
the solution of the eryptogrem, : ‘ , S

We heve assumed velues for fifteen different letters and
they all seem logicel, It is time now, end not until now.,
to £ill in these velues throughout the messare and seée it
they manke other good ietter coxbinstions &nd give skeletons
0f words, This has btsen done in 7sble 4 {eprerded]}, The
letter combinetions zre excellent,

The skeleton of "E2:T" and "TERREM appezr, &nd 53" is

disclosed as being "ZE7, , :
7. T 5 - 7 g
- 2l f;\@ 19-21—@591@
B T E-- R B '
‘(ﬁ. ‘fhe word "NUKERAL" wes next discovered and three new
- velues were added:

7T 2 3 g

3 1

10-G-6
el

I% s

The new value "0E"™ = YAY helved disclose

4 5 3 7 9 & 7 1 1 2
593-91 €85 10*2?,@.75-52.@'_%
’ 2

2

-

ct
=
1))
124
O
)
o]
Q
=
Il
o
3]

|8}

A &4 g B d

-

Zach new vaslue revicled other new velues =nd the rest of
the soiution wes ver; sizrle, 3y the time twenty cipher
vaiues had been identified, the relationship beiween the four
alphabets was disclosed A% the same time, the method of
£i1ling in the letter seguence became fairly evident., Thus
in 1liis particular irzsisnce 1%t was possible to compleiely

[§ ]

N

reconstruct tne TXey™ belore coxpletely decryrting the messacge,
(However, solufticn cen be cozpleted without teking advantage
of this faect), ' : :

- 12 - | | 012
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8. The "Key" of the cipher snd the translation of ihe
nessage appeer in Table 5 (appended).. "IV sud "J' had

. separate values, while "U"_ hed to be doubled up with "V»,

'f;Qne error in coding wes noted:-

There were Tive "U’s™ in the messuge:

"V" wes used for "U" three times,

"I" wes used for U™ twice.

9. The sixth end last step is to completely reconstruct
the system. The cipher device consisted of five conceniriec
discs; four of them bearing numeral sequences in normal
order, &nd one begring the letters of the &lphebet {minus V)
in mixed order. o

In this perticuler cipher, the relationship between
tane four alphebets is easily esteblished afier the vowels
neve been clessified. fhe fresuencies are 100 erratic to
irust but we can line up the a2lvhabets so &35 to Teie iae
vowels coincide. ' '

The alpihebets are lined up propgerly in Teble 6
{spuended).  "04 end 78" were no+ clessified as vowels but
with only one occurrence that cen be dizcounied. M71%,
classified &s & vowel, lines up with consonants, but
witn two occurrences thet mey be due 1o incorrect clagegi-
fication of "71". The other vowels line wp too well 1o
be  the result of chance. :

The "Concolideted Freguency Teblé" checke the

" elignment and zives iue equivsient freguencies of e

single mixed alpsebet. With tie zid o7 this freqguency .
teble the crypiogram can be rzedqily solved. :

| If desired, the cryptozrem cen be converted to the
cipaer values of tne first =lprebet, e complete list of
repetitions vrepered; and the crywvogrenm solved on this
basis. : .

10. In this particuler solution, the initiel asswaption
That "45-21" was "THY proved correct snd solution wes feirly
simple. Tne complete csolution reguired ebont three nours.
However in meny cases the first gscumnptiions prove wrong and
aew eassumptions must be made. Io offset this the crypten-
elyst mey have & good idea 01 tie contents of the messaege -
ney be eble to Fit in & word or vhrase by "symmetry” -~ end
ey succeed in solving the CrXyPiogranm almost by inspection.
when & cipner Les been "broken”™ it ic usuzlly epparent &t
once and The "verification’ is often merely & formality.

13




_ PRINCIPLES INVOLVED

"~ PROCESSES -

1. The solution progresses through the following
stages:- e ' a S _
Tebulation (of values) .
Classificetion {(of vowels &nd consonants)
- Indentification {of letters).
Reconstruction {of system)

- CLASSIFICLTION -

2. Whenever possible, classify the vowels and consonsntis
before assuming velues. This is moct important.

'~ FREQUENCIZS -

S. Beginners seem t0 have the ides that "E" nust be
represented by the highest cipher valus. . This is fer from
true. "E" is the highest letter more often then eny other
, letter - that is &ll. The frequency table is only s guide
o in the identificstion of letters - and -sometimes an un-

o reliasble guide. The resl value of & frequency -teble comes
in the preliminery anslysis where we deel with the fre-
quencies of gll 26 letters of the alpnzbet. and not of one
elone. Repetitions ere far nore inportant than frequencies
‘when it comes to0 tne idewntificetion of letters. o

P LSTTERS -

1

- ZMPORTANCE

]

4. &1l letters are sbouts egually importent.

"E" is one of the poorest letiers to identify first,
as it combines wiih so neny letters that it does not help
in further identifications. "Z" will eliweys be discovered

-without speciszl searcn. ' '

to icenvify

"H" is probebly the rost valueble lette
J v .
ts frequent

first, (and one of the easiest; ou &ccount of
Loccurrence inm VINGT, UENTY  "iLD" and "IOHT.

r
i

[} B

Do not despise the low frequeucy letters. 4 "G" may
disclose an "I or a Q" g 'yo,

oot
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HEERRY)

: merely delays solutlon.

. FORCING THE SOLUTION -

- ..._.:_'.. s -

5. Do nct force the solution. The at+ack shoalq
elways follow The line of least resistance. "Foreing"

The correct teehnlque of code °01ution or cipher

" solution is to find & wesk-point in the cryptogrem end

then work on it wntil the system is torm wide open.
"Peculiar" letter distribution elways indicetes tre weak
place. The bezimming and end of a messsge &re elwers

weak. There are.usually several good ”po;nts of ettack"

in &. cryptogren.
Above ell do not "force" en essuspiion. I en
sssumption does not "cheekX™, shift the point of etiesci.

If the assumption is correVL it will Dbe verified ev,hu
uelly. If incorrect it will flnally be disproved.

- ASSWIPTIOHS -

’ : .
6. Lange seys "The motto of the cryptanalyst is

tJuet Suppose'." Consider what words would Dpropebly oz

even could possibly appear - then iry ana it tnem In.

The fundemental basis of code &nd cipher solution
Te -

~is illustrated by the following enecdo

Deezon prown's 01d grey nere sirersd awey g
wes eventuslily found by tne villess nelli-wit.
VVhen guestioned as to how ne Lovne 46T e
replied:- ' : '

Mjell, 1 seys 1o ﬂ3se—;, Wnere weald 1
1 was 2 norse?' and 1l weni inelre, =nG £

. Adirere 1o one Basic sAssusmption wmtil it is
definitely proved or disp: oved. Lo not Five up an
assumpiion voo eacily, but ao met cling To 1t woC
Pxperience is tne only guide as to fne tile wrica
be spent oan & given assumption.

1t is besT o assume 2 word Or two &nd4 CnBCZ X
o
[

letter values in a few places before filling in the
assumed valuss throughoutl the cryplozrem.

215 -
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. . 1ETTER COMBINATIONS -

= - 7.  Work out the letter combinations very carefully -
= when waking Basic Assumptions, -Letter combinations will P
. very often build-up & word by analysis where all other o o
“"“methods of assumption have failed, The "Digraphic Fre- . - .
quency Teble™ (on page 24) is most important, Beglnners
are too inclined to nmeglect this table, Check the letter
combinations in some other part of the cryptogram where .the
same leltters appear; o '

= SYIAETRY -~

8, Apply Symmetry'bf Torm wherevér pussible. This wes
not described in the problem as it so happened that it could
not be used, ) : '

EXAMPIES: ~ LVEXVZKVNNY  XDRDOD  XFXES
LISSISSIPFl  PANAMA  ENEKY

As fer ss possible, sssume words or rhrases with one or mere
ieltlers repeated in them, Then fit them to the cipher-text

by Symmetry. A '
‘(M - SYST=R -
9., . Alwa&s study the cipher to see:-

(1} If it Zollows =ny definite system

() If there is &ny menrer in which the
sFstex can be reduced to the basis of
& single z2irnsbet ‘

(3} If the seguence of this single alphsabet
follows &ny ziven system

=~ ViCAD ILENCGTES -

‘10, - A long reretiticn indicztes 2 word or rhrase and
is psrticularly valueble because the word or rnrase cen- be
blocked off from tre rest oI the text,

: The frecguencies oI initial and final letters ere
very different, and sre also different from the pnormsl
frequencies, 9The letter corbinations are more easily
worked out when it is known thst = single word (and not
the junction of two words) is being dealt with,

- - 016
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— - ;ﬁﬁfEach message has one word:begihning'(ﬁf_the first'wqrd)."{'“
= and one word ending {of Ihe last word). :
e -"§£EEHCh;ré§E§£éa w;}ﬁ'(or phrase) gives:-:

B word begirnings, and o
or & word endings.

| EYAMPLE:-

B -—-E/ B'(repeated word or phrase) £ / B —ew=

Q——-+ E / B {repeatec word or phrase) E/ B —--x ®

B - viord Beginning
E - ¥Word Ending

- letter combinetions which eppear in repeated words
have 1ittle significance, as the word may be of freguent
cccurrence with the subject nmetter anad yet of infrequent use
in the languege. Short letter combinations (2, 3 or 4
letters) which ere repeated throughout the message have great
significance as .they represent letter comblnations of fre-.

- quent occurrence in the language, and without which the
language could not be written,

Repeated words of unusuasl letter combinetions tend to
distort the frequency tables. An unusual letter combination
often indicetes the break beiween Two words. -

EAMPLES = <em NP/F ~w TE/Q -o- S/ST  wee TH/TH -

- CONCIUsSION

Three probdlems ere &iven in Table 7 (aprended). Their
" solution will prove thzt the principles describveé herein are
really understood. The student should be able io solve &
simple substitution cipher {single-mixed alphabet) befcre
attempting to solve these problems. '

e
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7 TABIE 1 -- FREQUERCY TABLE OF THE CRYPTOGREK. . . . [

e et | sl
1st Block =~ 2nd Block -  3rd Block = 4th Block , %ﬁé
01 FT Tesa11 - 50 1 @1 1
sl 11111 261 . 51 4 S
ST g2l TR @Pla 1 - 52 11 o B o
- 03 . .. 1111 1 GPix1 1111 181 ' :
041 .. 29 L 54 111 9. =
05 L %?D]Jl 55 1 . 80 S
06111 3 . Gon éﬁb -
07 1 - 32 57 131 1
¢® i1 33 11 © 58 121 . 83 111
09 11 . @m 1 59 1111 84 12%71 1111
10 2311 11 35 1 EP1iiir GDi1at 1
Cig)lll ‘ 65 11 - 61 86 11
12 1111 111 62 87
13 , 38 63 88 1ir1 1
41 39 64 89
15 . 41 65 5
16 41 ' 86 91 XM 1111
17 111 42 67 . 92 137 1
18 11 43 12 11 68 . 93 131 111
19 1311 11 44 i1 69 GHaar1 111
_gg?lzai 11 45 lex1 111 g - 95 11 ' .
- BT 1am 11 @® 121 1111 Gﬁbll 96 11 ‘
221 47 11 - 72 97 1
_ 23 1 48 - 73 1 98
'S 24 491 S 741 99 ‘1
 TABIE 2 ~ LIST OF REPETITIONS.
21-53-91 = 2
21-53 = 3 oL B3~91 = 3 ccmmmeneo
06-88 = 2 - 27-45 = 2 53-4% = 2 15-43 = 2
10-71 = 2 28-01 = 2 (53-91 = 3) = B4-54 = 2
12-53 = 2 28-19 = 2 e 85-28 = 2
17-01 = 2 43-27 = 2 e 91-0& = 2
{21-83 = 3) 45-21 = 2 el 92-20 = 2
------ -~ . 45-46 = 2 e 9Lm-S4 .= 2
93-21 = 2
- REVERSIBIES =-
Pyiess
N ——— 27-91 53-43 85-93 e
----- . 30-33 ———— 9127 ey
m——— 33-30 eme- 92--94 =
. 43-53 e 8346
a R A5-46 — 93-82 018
. 46-45 ——— 949 '
. 46-93 . :
- 18 =
it

E T




TABLE' 5

r_:-;‘;"“__"'_e"r- 2 5 66 8 7 29 6.6 7 6118 3 7 5
= ss-2fds- os-@_ggls 79465 92-{z0 88-04-02{o1} 0620} 12
| “.7'-:";:'.7.‘.97661299822‘8'19939655‘“
R -:a_@g-@-zs-eg 95-D-84-45-47-(63He8) 7545  84- 54 (o} 92-56-44
'-'479682693417929689396
43-@@93-47-@-84 54-59-49-19{E6) 52— 84-@-9_5 Zoye5-oa) oz

2968827949935356846

86-91{27} a5- 93-.1091-@-83 12467 24-32-62- 59- 88-@-95

'54380'1597 & 7 7
59-1741«1_2@»45 ’B-:,E-- 28-19-214
5 1 953 6 8 62 9 8 7 2 6
@23-91 58@ 8101 92-25{2 6} 93. °3-21- 84. .10-@98{}
19 7 69 7 67 2 9 2 7
- Y DY 43-@-84-19-3___@-83@2} 10-28—-19»2536-19

26895 f\2 3 2 1.8
o]

| | 29 5 6 8

3612&1772130 8 7 2.9 87 ° 7

5

7
40-4—4@40-@@43-”2 t-xu—

- {¥03¥ SEEET




6 118 3 7 5

88~ 04-02-@)106@12 ,

6 1 2 9 8 2 g 3 555_,“,_‘;:.
_2_1@_@28 99-95 84—d5-47 73 @ 84-54 @ 92-58-44 ' S

B R ¥ 8

9 s 93'417'92968 8 9 &
43 954 84— 54-59-49-»19-@}52-84 B d-%-@gg_
R

296882’? 9 3 5 3 5 6 8 4 6 8

85-91@2245-95(9—10-..-91-@}93-12{:}4«1 92£}59—88-ﬁ§-2§

.543 159'_ 6-7 ‘9.4 3 8 1
5 ' s

1} Jz-zségg-ol-ed-@é-%@-p-é/s@—l—"

1.9 76 9772 39 9 6 5 7 7 2 2 7
_M_MB%19—_Q_—@— 10 28 £8-19- 25-@-36-19
_C T "R E ) E T

581415262689546532

.44@55 60 14-12-95-@'53@,3@-%‘;&@_ 58@09-07-.

& &§ B 3 6 9 4 6 6 7 9 4 7 1 8

9 |
2-92434}93-0 684-59-@@45—10—22-@
E~ R R %

Z
5 7 4 9 6 ; 7 5

2112617'72159 8 9

7 _Es 7_oly
. 79—09@50‘10-—95-97—1? (52%200-2 53 152105410
"—F&P_i TR B[

1 6 9 §7{288'7975!
@}35-@?)_-01-@3}40“& 11}-43 0@45—19—@_&44
!0 E{L £ 7 °w R S
o (rartial solution, .:;ssume'a values “illed ir .
- 20 -
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etty near impossible to
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combinations it cean
ilmply movirg up either




TAB

LE 6

.10 1 11

m.,. ”—.HH

HER

THE FOUR ALPHABETS. IN CORRECT ALIGNMENT

36 L
.56 11
: 111

w@ H

Brd 4th
58 11
131 HPHH
111

66 1

GH 11

67 |

58 111

59 1111

GD1111

61 83 111

62 84 1141 1111

63 @ 1

64 86 11 _

65 87

66 88 131l 1 (7?)

Vi mw

mm
mp Jxrl 1111
92 1311 1

ﬁwaH 93 11 111

Ga)1rrl 111

73 1 95 11 -

74 1, 96 11

650 1 97 1

51 98

'CONSOLIDATED FREQUENCY TABLE

1111 :
1]
e
11

(111

1111

1111
1111
11

11

00T R S o T O o R T B K
L ’ :

12l 1l
131 111
11

VA1 1111
111
L1 1)

L1 1341 1111




- TABIE 7 -

f-- PROBﬁEMS —

Newspapfer reports dumng the ;oenod of prehminary
'dz.scussz.ons prior to the ILondon conference for the -
n . . T ;} Limitation of Armaments (January 1950) iy

5481592510

6572275154
3532019351
9519511223
1622602450
4617160316

5862932467
4074210785
2523670049
0757196785
7458139920

- 97147B2385 -

5777005973
1649584438
7681673431
9366785161
4475888277

2723265747

2082240110
5643760794
5907381573
3217003975
2930397156
73504246806
7187690714

- £343717557

2615693507
6469302223
2662151595
5773184600
6972265130

4200623547

3326100626

PROBLE¥ HD 1

5764655525
3404733881
6455151646
3863207412
6059597207
2474515524

0400240416
4657516551
6519604707
2450512258
7257222023
2077240612

PROBLEXM KO, 2

6401577238
2540384924
5538227457
6788569785
6182770624
6840017800
6705687906
7921680670

3941759849
4992256094

0660947439

8657163824
3189493911
0720881948
6840781668
4074930760
9379239379
9949602492

8831254531

3401068870
2158448542
07

PROBLEM HO, 3

0070952778

1424089501

0038782931
4814754207
2612573915
1073311070
3544911469
1148186911
8562661529
9226594310
2648433623
5911070069
3266473626
1815332958
3607694809

2807755710
7086391548
3300756989
3920913983
1110590087
88591538586
0078765665
5717188621
8116107569
9090263315
2943589139
1107550541

- 30005408868

0845295948
2639693010

- 23 -

7463810534

0358202438
1663776454
1634274260

2065346520
0310

62923587043

9444063833

- 0658983822

2058315707
0374006173
1549782274
8865402198
0992454178
5178963159

 B631670374

3829384188
6971758648
3969209187
1739637626
7828579517
3920749512
7721261843
2615287326
1110438927
1082358854
4864205801
2939429133
2026630245
6686430754
1875212326

0370601764

5066486059
5177504717
5965906554
4759943600

7415744038
4916139920
6031259906

9243813943

0685078621

2591315803

3886495139

4306913858
76807589293 "

9638259322

6858735307

3871395795
2726412639
9123303317
7050151069
0781262578
1795147571
1043571407
2939486675
0069711455
5723299548
1066337116
7139070056
3815114869
1600230263
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