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Assignment No. 1

1 : .
THIS SHORT CRYPTOGRAM IS GIVEN AS AN EXERCISE IN THE SOLUTION
OF A CIPHER BY INSPECTION

2

WHEN ASKED ABOUT HIS PLAN OF CAMPAIGN GENERAL STONEWALL
JACKSON REPLIED TO AN INQUISITIVE CHAPLAIN CAN YOU KEEP A
SECRET YES THE EAGER CLERIC ANSWERED WELL SO CAN I SAID

THE GENERAL

3 . |
DEVELOPMENT OF MEANS FOR RAPID COMMUNICATION HAS DONE

CONSIDERABLE TOWARD CREATING A BETTER INTERNATIONAL
UNDERSTANDING

4

_IN THE GOOD OLD DAYS WORDS WERE CAREFULLY SPACED IN

CRYPTOGRAMS LIKE THIS BUT TODAY WORDS ARE RUN TOGETHER
AND THE TEXT IS DIVIDED INTO GROUPS OF FIVE LETTERS TO
INSURE ACCURACY IN TELEGRAPHIC TRANSMISSION

5
PREPARE TO GET UNDERWAY AT ZERO EIGHT HUNDRED PLUS FIVE

TIME FOURTEEN APRIL PERIOD BE PREPARED FOR MAXIMUM SPEED
TWENTY ENOTS

6
A RECIPROCAL ALPHABET IS ONE IN WHICH ALL THE VALUES IN

THE ALPHABET ARE RECIPROCAL IN PAIRS

7 . .
AT ZERO FIVE HUNDRED DESTROYEFR DIVISION SEVENTEEN CHANGE

COURSE TO THREE FIVE FOUR



prob. 1 ’ :
VISUAL CONTACT NOT YET MADE WITH DESTROYER DETACHMENT

PERIOD ARGONNE DIRECTED REMAIN VICINITY RENDEZVOUS TO MAKE
CONTACT AND DELIVER COPIES ALL SECRET AND PUBLICATIONS

Prob.

Prob.

Prob. 4

Prob. 5

Assignment No. 2

S8ys.- Untransposed keyword mixed seguence
Key .- WESTERN UNION TELEGRAPH COMPANY

2 ‘

ROME INVENTED THE FIRST SUBSTITUTION SYSTEM KNOWN JULIUS
CARSAR USED AN ALPHABET IN WHICH D WAS SUBSTITUTED FOR A
CcoMMA E FOR B COMMA F FOR C ETC IN HIS CORRESPONDENCE

Sys .- Reversed.keyword sequence.
Key.— JANUARY FEBRUARY MARCH #here Q(p) is A{c)

3

PFARY ARRIVED NAKIN G FIFTEEN HUNDRED THIS DATE FORELGN
MEN OF WAR PRESENT TWO BRITISH GUNBOATS ONE JAPANESE
DESTROYER AT PRESENT NO APPREHEERION AMONG FOREIGNERS
CITY QUIET :

8ys.- Vertical Sequence
Key .~ BLACK

IN THE STUDY OF CRYPTANALYSI® THE INDUCTIVE APPROACH IS
PREFERRED BY THIS METHOD THE -STUDENT LEARNS TO MAXE HIS
OWN ANALYSIS AND IS NOT DEPENDENT ON RULES LEARNED FROM

TEXT BOOKS

Sys.— Vert. Sequence
Key.- Cryptograph

DECIPHERING IS BOTH-A SCIENCE AND AN ART IT IS A SCIENCE
BECAUSE CERTAIN DEFINITE LAWS AND PRINCIPLES HAVE BEEN
FSTABLISHED WHICH PERTAIN TO 17 IT IS ALSO AN ART BECAUSE.
OF THE LARGE PART PLAYED IN IT BY IMAGINATION SKILL AND
EXPERIENCE. - . S : : _

Ordinary sequence of alphapet, taken off vértically -
in columns 71362548



Assignment No. 2 (con.)

prob. 6 , )
CIPHER WORK WILL HAVE LITTLE PERMANENT ATTRACTION FOR ONE

WHO EXPECTS RESULTS AT ONCE WITHOUT LABOR FOR THERE IS A
VAST AMOUNT OF PURELY ROUTINE LABOR IN THE PREPARATION OF
FREQUENCY TABLES AND OTHER THINGS BEFORE THE MESSAGE

BEGINS TO APPEAR

Sys. Transposed keyword sequence, Alternate Diagonal
starting upper left hand corner
Key. OPERATIONS



Assignment No. 3

Prob. 1 A
RECONNOITER AUXCAYES BAY AT DAYLIGHT SEVENTEEN APRIL AND

THEN PROCEED THRU POINT GEORGE ON COURSE THREE THREE ZERO
SPEED TWELVEVPERIOD REPORT NOOX POSITION TOMORROW :

Plain alphébet arranged after keyword NEW YORK and all
letters bumbered from one to twentysix beginning with N1

Prob. 2
: WEATHER FORECAST THURSDAY PARTLY CLOUDY WITH SCATTERED

SHOWERS EASTERLY WINDS AT SURFACE AVERAGING TWENTYFIVE
KNOTS VISIBILITY LESS THAN AVERAGE UNDESIRABLE FLYING
CONDITIONS PERIOD HEIGHT OF LOWER CLOUDS AT PRESENT
ABOUT ONE THOUSAND FEET

Keyword MONDAY written in 5x5 square, horizontal and
vertical columns numbered from 1 to 5 aEmsaxkieEx

Pfob. 3
AT FIFTEEN FIFTY ATTACKED BY FIVE LEXINGTON HEAVY BOMBING

PLANES UNDER ANTIAIRCRAFT FIRE THREE MINUTES PLANES
BOMBING POSITION ALTITUDE ONE FOUR THOUSAND FEET NO
DAMAGE TO SARATOGA

Keyword USNAVY inseribed in 5x5 square, columns and lines
letterred with vowels.

Prob. 4
SIGHTED SUBMARINE LATITUDE THIRTY DEGREES TWENTYONE

MINUTES LONGITUDE ONE HUNDRED FORTY TWO DEGREES SIXTEEN
MINDTES AT NINETEEN FORTY FOURTEEN MARCH PER1OD POSSIBLE
THIS IS BASE COVERING GREAT CIRCLE ROUTE TO SANFRANCISCO

"BCDFGHJIJKLMNPOQRSTVWXYZLM NP Q
w N C K _ R U .
A G D L v
5 T B M X
H 0 F p Y
I B J Q Z

coH@ERP

Diagraphs used interchangea¥®ly
Prob. 5
DESTROYERS OF OFFENSIVE SCREEN WILL FUEL TOMORROW SUNDAY
BEGINNING AT DAYLIGHT PERIOD OILERS TAKE STATION AS SOON
AS PRACTICABLE AND COMPLETE ALL NECESSARY ARRANGEMENTS

ABCDEFGHIJKIMNOPQRSTUVWXYZ -
ETOAN IRSHMETOANIRSHMETOAN IRSHM

LUCMPFYWLUCMPFYWLUCMPFYWLU
Digraphs used interchangeably

o)



Prob.

Prob.

‘Prob.

Prob. 4

Assignment No. 4

1 .

SUBMARINE BOMBED ON SURFACE BY NINE FIGHTERS AND TWO SCOUTS
WITH TWENTY TWO BOMBS EX ONE HUNDRED SIXTEEN POUNDS EACH AT
THIRTEEN FORTY THREE ON BEARING IWO SEVEN FIVE DISTANCE
FORTYFIVE MILES FROM FLEET GUIDE PERIOD SUBMARINE SUBMERGED
FOR FIVE MINUTES AFTER ATTACK PERIOD ON RETURN TO SURFACE
PLANES CONTINUED ATTACK WITH MACHINE GUNS

System: Two alphabets in normal sequence arranged so
that A (p) equals US (c)

5 .
AT DAYLIGHT TOMORROW THURSDAY BRANT AND TERN SWEEP NORTHWEST
SIDE' OF BUOYED CHANNEL FROM NORTHERN BUOYS TO POINT AFIRM
PERIOD QUAIL AND TANAGER TAKE STATION AT ENTRANCE BUOY POINT
AFTRM PERIOD KINGFISHER REMAIN AT ANCHOR AND DETACHED FROM
MINE SWEEPING DETACHMENT TO REPORT TO COMMANDER AIRCRAFT
PERIOD WHIPPOORWILL REPORT TO COMMANDER TENDER DETACHMENT
UPON COMPLETION OF PATROL

System: Five alphabets in normal seguence
Key: MARCH

3 .
OFFENSIVE SCREEN MADE CONTACT ENEMY SCOUTING LINE YESTERDAY
MONDAY AND SARATOGA LEXINGTON BOMBED EACH OTHER PERIOD
SARATOGA DAMAGED TWENTYFIVE PERCENT LERINGTON THIRTYEIGHT
PERCENT PERIOD UP TO PRESENT BOMBED ONE HEAVY AND ONE LIGHT
CRUISER DECATUR FIRED SIX TORPEDOES AT LIGHT CRUILBER
TORPEDO PLANES- ATTACKED ONE HEAVY CRUISER PENNSYLVANIA

FIRED ON ONE LIGHT CRUISER TWENTY MINUTES PERIOD OFFENSIVE

COMMA LEXINGTON NOT SIGHTED TODAY PERIOD ONE-ENEMY CRUISER
REPORTED NINETY MILES TO EASTWARD OF OUR NOON POSITION

System: Ten alphabets in normal sequence
Key: DEPARTMENT

NO TRACE OF ENEMY MAIN BODY IN SEARCH TO LATITUDE ONE NINE
THREE ZERO ON SIXTY MILE FRONT FROM NAVASSA TOWARD
GUANTANAMO PERIOD BELIEVE WRIGHT SEAPLANE BASE LOCATED AT
GUANTANAMO PERIOD WILL RETIRE ON COURSE TWO ONE THREE DURING
DARKNESS RESUMING SEARCH AT DAYLIGHT PERIOD ENEMY RADIO
TRANSMISSION HEARD ON FORTYONE HUNDRED KILOCYCLES AT
SEVENTEEN EUNDRED NO BEARING OBTAINED

System: Two alphabets. Systematically mixed sequence
using keyword NEWMEXICO. c
Alphabets set so that A (p) equals NO ()



ASSTGNMENT NO. 4 (con)

Prob. 5 o .
ENEMY BATTLESHIP BEARING ZERO EIGHT FIVE TRUE PERIOD

BE PREPARED TO LAUNCH PLANES IN ACCORDANCE OPERATION
ORDER NUMBER SIX PERIOD DESTROYERS TAKE STATION TO
LAUNCH TORPEDO ATTACK ON ENEMY MAIN BODY DURING DARKNESS

System: TFive systematieally mixed alphabets using the
keyword PRUDENTIAL attanged so that A(p) equals

TUNIS (c) :



5

‘EVE BLUE WILL CONCENTRATE NEAR

| LONG SEVENTYFIVE STOP MAIN BODY
APRIL FOR DECISIVE ACTION USING
JERATIONS SEVENTEEN APRIL STOP®
)DY STOP SCOUTING AND STRIKING

> CONCENTRATE AND RETIRE BEFORE

7 AT DAYLIGHT EIGHTEEN APRIL

> same Sequence. Transposed

-

FLORIDA KEYS. Vert Trans.

30 AS GUIDE IN LAT ONE NINE DASH

{ ON BEARING ONE ONE FIVE DISTANCE
NO CONTACT REPORT ON TYPE COM-

2 CHICAGO REPORT POSITION HOURLY

) LAUNCH PLANES AND SEARCH NORTH
SEVENTEEN HUNDRED AT DARK REJOIN

syword ARIZONA
SENNSYLVANIA

3JE AND INCREASE SPEED TO TWENTY-
JF ANTIAIRCRAFT DEFENSE AT DAWN
VE PERIOD REPORT ALL CONTACTS TO

£ FIVE ZERO DISTANT TEN MILES
YFIVE EUNDRED COURSE ESTIMATE
FIRE DUE LOW CLOUDS PERIOD AM

eyword NAVAIL, RESERVE
BUREAU NAVIGATION

HMENT AT DUTCH HARBOR SUBDIV
RIVE WITHIN FORINIGHT

SI¥X HUNDRED MONDAY TO JOIN SAURY
AD TORPEDOES FRIDAY SEALION WHEN

T
Keyword Rendezvous



Prob.

Prob.

Aésignﬁent No. 5 (cont.)

5 _ '
THE SIX SQUADRONS OF ARMY ATRPLANES ON DUTY IN THE SECTOR ARE

CREDITED WITH BREAKING UP PLANS FOR 4 MASS ATTACK ON PESHAWAR
IN ONE DAY THE MACHINES DROPPED SIX THOUSAND SMALL BOMBS AND
THEN HAVE MADE DAILY ATTACKS ON VARIOUS GROUPS OF AFRIDIS THE
AIRFORCE HAS EVACUATED THE WOMEN FROM PARACHINAR EIGHTY MILES
FROM PESHAWAR BY AIRLINE KOHAT TWENTYONE MILES TO THE SOUTH OF
PESHAWAR IS STILL UNDER ATTACK IT IS BELIEVED THAT THE AFRIDIS
WERE NOT REPULSED BY THEIR CASUALTIES AROUND PESHAWAR PROPER
BUT MERELY DECIDED THAT THE CITY WHICH IS HEAVILY DEFENDED AS
THE GATEWAY TO THE KHYBER PASS WAS IMPREGNABLE

Plain component in normal order
Cipher component derived from Keyword COBENHAVEN set up in
3x5 rectangike and taken off in alternate diagonal manner

beginning in upper left hand corner

4 (pl) set against NHWEBER
KHATBER (c)

6
LANDING FORCE WILL COMPRISE ONE BLUEJACKET COMPANY EACH FROM

CINCINNATI MARBLEHEAD AND ARTILLERY PLATOON 00 CONCORD
CINCINNATI DESIGNATE BEACHMASTER MARBLEHEAD PROVIDE PORTABLE
RADIO UNIT CONCORE DERERMINE MOST SUITABLE POINT FOR DEBARKING

Plain component derived from Keyword SUBSTITUTION
Cipher component from Keyword ALPHABET
S (pl) set against FOUR (¢)



A Prob.

Prob.

Prob.

Prob.

ASSIGNMENT No. 6

1 ' : -

AT TWENTYTWO TWENTYFIVE OPENED FIRE ON STURTEVANT AND DICKINSON
FOR SIX MINUTES AT THREE THOUSAND YARDS PERIOD TWENTYTWO THIRTY
FIVE OPENED FIRE ON RICHMOND FOR FIVE MINUTES AT FOUR THOUSAND
YARDS PERIOD TWENTYTWO FORTYSEVEN OPENED FIRE ON UPSHUR AND TWO
ENEMY DESTROYERS FOR THIRTEEN MINUTES AT SIX THOUSAND TO TWO
THOUSAND YARDS '

Sys: Plain and Cipher components both normal alphabets
Vigenere Table.

2

DESTROYERS DICKERSON AND LAMBERT UNDER FIRE SECONDARY BATTERY TWO
AND ONE HALF MINUTES EACH AT MEAN RANGE IWENTYSEVEN HUNDRED YARDS
COMMA LEARY UNDER FIRE MAIN BATTERY ONE AND ONE HALF MINUTES AT
MEAN RANGE FOUR THOUSAND COMMA TARBELL UNDER FIRE SECONDARY
BATTERY FOR TWO MINUTES AT MEAN RANGE OF FORTY FIVE HUNDRED YARDS

Sys: Plain and Cipher components both derived from Keyword
RHODEISLAND
Vigenere Table

3 :
AT TWENTYONE TWENTYSIX SARATOGA ATTACKED BY HERBERT SIX TORPEDOES
RANGE FIVE HUNDRED COMMA TWO HITS PERIOD AT TWENTYONE TWENTYSEVEN
DICKERSON FIRED SIX TORPEDOES RANGE FIKE HUNDRED COMMA TWO HITS

S8ys: Plain and Cipher components same sequence. Systematically
mixed keyword sequences from Keyword OPERATING written in
3x9 rectangle and taken off vertically starting at lower
right hand corner.

Vigenere Table

4
AT ZERO SIX HUNDRED FIFTEEN APRIL FORM SCOUTING LINE BEARING ZERO

FIVE ZERO DEGREES TRENTON GUIDE IN EAST ANSWERING FIRST REPEATER
SCOUTING DISTANCE TWENTY MILES ORDER OF SHIPS FROM EASTWARD
DECATUR MEMPHIS TRENTON RICHMOND MARBLEHEAD LITCHFIELD PERIOD
HULBERT AND PRESTON JOIN COMATRRONS SARATOGA IN VICINITY MAIN
BODY AS LINKING VESSELS AND DISTANT PLANE GUARDS PERIOD ATRONS
OPERATE AT DISCRETION UNDER PROTECTION OF SCOUTING LINE TO LOCATE
AND ATTACK LEXINGTON PERIOD COMMENCE SCOUTING AT SERO SIX HUNDRED
SPEED TWENTY COURSE THREE TWO ZERO PARAGRAPH LOCATE AND DESTROY
LEXINGTON PERIOD COMAIRRONS AND COMDR BLACK FLEET PLEASE DELIVER
TO DESTROYERS

Sys: Plain and Cipher components different sequences of

random selection Pl - AGUOQJMEWNBISZHXDKYLVRTFPC
C - ALGXRJWECOTVIDNYUFPMBKHQZE

Vigenere Table

=
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Asgignment Ho. 7

Problem Ho. 1
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Problem Hos 8

PHREE ENEMY DESTHOYERS BUT UNABLHE
DUE TO THBIR JOINING UP WITH MAIH BODY

WHEH IN ALL RESPECTS READY POR SEA PEARY PROCEED
SHANOHAL AND REPORT TO SEHIOR OPFICER PRESENT
AFLOAT FOB DUPTY AS STATION SHIF SHANHOHAI
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Problem Ho, 3
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TO BABE AHD AWAIT FURTHEHR INSTHUCTIONS
UPON TUE AEPOHTING OF HIS HELIKF LIKUTERAHT JOHN

H DOLAN U 8 HAVY DEPACHED THENHNESSEE PROCEED AND
REPORT TO ROPER FOR DUTY AS BXECUTIVE OPFICER
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Assignment No. 7

Problenm No. 7

ONE OF 2HE KOST DIFFICULT TASKS BEFORE THE CRYPZ-
AHALY¥ST I8 THE CORRECTION OP RRRORS WHICH CREEP
INTO CIPHER TEXYS IN THHY PROCESS OF ENCIPHERIHO
AKD THAUNSMITTING BY TELEGRAPH OR RADIO

HEHTFOENO
0STDIPFIGC
BSKSATTLU
EFORETPHEC
YLAXATPYR
SPTISTHECO
ONOITCRRR
PERRORSWH
IPRERERCHECI
HPO0CIPHER
HEPNIXSYXET
EPROCBSSO
REHPICHEP
. INGAHNDTRA
" GHITTINSH
BY TELEGRA
OXIDARROHSP



E. J. Howettl
33-H Ridge Rd.
Greenbelt, Md.

ASSTGNKENT 8

Problem 1

ARRANGE DESTROYER CONVCY FOR DAMAGED CV SIX RETURNING
RENDEZVOUS DOG AND ARRIVING LAT NINE DASH ZERO TEREE
NORTH LONG ONE SIXTY NIKE DASH ZERO SEVEN AT ZERO ONE
HUNDRED

KEY:~ 12 9 37 1410111 52 613 4 8

Completely filled Rectangle 14 X 10. Text written
in form in columns according to key and removed in
normal English order.

Problem 2

DURING DAYLIGHT MiRCH ZIGHTEENTH REQUEST PHOTOGRAPEIC
RECONNAISSANCE AND BOMBING ATTACKS BE MaDE RENDEZVOUS
FOX OBJECTIVE BOMBINGS AIR FIELDS GUN EMPLACEMENTS

KEY:- 61103795211 4 8

) Incompletely filled rectangle.(5 nulls at end of last
) lipe) Rectangle is 11 X 13. Text inscribed according
0 key and removed in normal English order.

Problem 3
Serial 1
BEGINNING MARCH ZTGET CHANGE ARC OF SEARCH TO THAT
BETWEEN LATITUDES THIRTY FIFTEEN AND TWENTY FOUR FORTY

FIVE

Serial 2
HAVE OBSERVED TWO ENEMY SUBMARINES OFERATING UPON SURFACE
70 EAST OF LINE NORTHWARD FROM HIS ADVANCED SUB BASE

Serial 3
ENEMY SPRIKING FORCE OF FOUR HEAVY CRUTSERS AND TWO

CARRIERS HAS LEFT BASE BAKER ON COURSE TO SOUTH AT HIGH
SPEED ' -

KEY:- 7 361 4852

Double Columnar transposition in incompletely fille@ ]
rectangle, & X 12. Same key used for both transpositions.



2. J. Rowett
33-H Ridge Rd.
Grsenbelt, Md.

ASSIGNMENT 8

Problem 4

Serisl 1
AT TWELVE FORTY FIVE OBTAINED RADIO BRARINGS ON APPARENTLY
NAVAL, TRANSMITTER ON ABQUT FOUR HUNDRED FIFTY FIVE XCS
BEARING THEEE FIVE FOQUR TRUE ‘ :

Seriel 2
LIGHT CRUISERS SIGHTED FROM TOP BEARING ZERO YER0O FOUR
TRUE PERIOD THEY WILL PROBABLY CLOSE AT SUNSET PERIOD
AT DARK IEAVE FORMATTON AND ATTACK

EEY:- Columnar Key ~ 3 8 L 101 5 9 6 7 2
Linear Xey -~ 8 9 2 4 12 510 36 11 1 7

Two way transposition in completely filled rectangle
10 X 12. Text is inscribed in form according to
columnar key and removed by linear key.

Problem 5

AT ZERC FIVE THIRTY LAUNCH ALL PLANES ON SIGNAL COMMA
SCOUT BY PAIRS BY SHIF UNITS ON COURSE THREE FCUR ZERO
! TO0 LATITUDE SEVENTEEN DASH FIFTY THEN RENDEZVOUS ON

TRENTON WITH ONE THOUSAND FEET OVER NAVASS ALIGHT
AND PROCEED GUANTANAMO- :

KEY:~ 61119 457210128 3

12 X 17 incompletely filled rectangle. Text inscribed
according to key and removed in normal English order.

Problem 6

CRUDIVS FIVE AND SIX JOIN DESFLOT TWO AND CARRY CUT
ASSIGNED MISSION UPON COMPLETION OF SEARCH OPERATIONS
XX SUSPICIOUS VESSEL REPORTED IN AREA DOG NCRTH OF LAT
TWENTY SEVEN FORTY NINE LONG SIXTY EIGHT SIXTREEN

KEY:~ 817124925 3611 10

Incompletely filled rectangle 12 x 15. Text inscribed
according t¢ key and removed in normal English order.



E. d§. Rowett
33-H Ridge R4,
Greenbelt, NMd.
ASSIGNMENT 9

Problem 1

Serial 1

SHORE PARROLS ENCOUNTERED DIFFICULTY IN MAINTATNTING CRDER
ALONG THE WHARF

Serial 2

A FULL REPORT IS REQUESTED FROM THE CO%MANDING OFFICER OF
THE VESSELS IN PORT

KXXE
Grill-used 8 x 8 - numbered in normal English order, the
Tollowing cells are open 1-5-1R2-15-17-22-27-32-36-39-,2~
L45-49~51-56-62. Rotated counterclockwise,

Problem 2

AT EIGHTEEN HUNDRED SIGHTED FOUR LIGHT CRUISERS BEARING
THREE FOUR SEVEN TRUE FROM FLEET GUIDE ON AN EASTFULY
COURSBE XX . - ‘

Grill used is 10 x 10 with following cells open:
3—10-11—15-18—24—29-32—37—&0—al—h3-hh—h8—56“66~68-70-
) 73-80-81-82-85-87-96. Rotated clockwise.

Problem 3

Serial 1 .

BATTLESHIPS DEPLOY ON' COURSE THREE ONE FIVE DESTROYERS
FORM ANTISUBMARINE SCREEN ON DISENGAGED SIDE OTC IN
TENNESSEE - -

Serial 2
ONE CRUISER SIGHTED IN POSITION GEORGE HYPO TWO ON COURSE

ONE EIGHT ZERO SPEED . TWENTYFIVE APPARENTLY ON DETACHED
DTy X

Grill which is used is 10 x 10 with the following cells
open: 2-4=7-19-21-23-26-34~39-41-45-47-50~53~59-65~
68-72-77-79-84~-86-92-98-1.00. Rotated counterclockwise.

Problem 4

 INFORMATION RECEIVED YOU ARE ON DEPT OF JUSTICE SUSFECT
LIST AND ARE BEING WATCHED STOP IF US DECLARES WAR
PROCEED TO MEXTCO CITY AND REPORT TO EMBASSY STOP WATCH
FOR SIEUTHS

) Grill used is 12 x 12 with the following cells open:

: 8-10-14-16~18-24~32-34~38~L0-43~48-5,~57-61-63-67-70-
72-79-85-87-89-93-95-103-110~112-117-119-126~-128-134~
136-142-144



A, J. Rowett

33-H Ridge Rd.

Greenbel” Md.
ASSIGNKENT 9 © _tf d

) Problem 5

Serial 1
FORCES PREVIOUSLY TEPORTED ARE CHANGING COURSE TO ONE

EIGHT ZERO

Serial 2 .
TORCES PREVIOUSLY REPORTED AHEAD CHANGED COURSE TO -
T#H0 FOUR ZERO

Serial 3 _ :
1 AM ATTACKING EIGHT SUBMARINES ON SURFACE BEARING
o ZERO SEVEN :

KEY:- 92563712010 8Hh

Gouble columnar traﬁsposition in completely filled
rectangle 11 x 5. Same key used for both transpositions.



E. J. Roweti
33-H Ridge R4.
Greenbelt, Md.

%SSIGNKENT 10

PRCELEM 1
Serial 1

OPERATE AT DISCRETION EXCEPT EXBCUTE PLAN GEORGE
ONE AT DAYLIGHT EIGHTEEN APRIL

Serial 2

AT FIFTEEN FIFTY ATTACKED BY FLVE LEXINGTON EEAVY
BOMBING PLANES UNDER ANTIAIRCRAFT FIRE THREE MINUTES
PLANES BOMBING POSITION ALTITUDE ONE FOUR THOUSAND
FEET NO DAMAGE TO SARATOGA

Serial 3

HAVE ORDERED HULBERT PRUITT EXCHANGE MISSIONS FPERIOD
PRUIT LOSING WaTER AT HIGH SFEED SX

Serial 4

PROCEED INDEPEWDENTLY AT DISCRETION TO JOIN MATN BODY
AT DAYLIGHT BICHTEEN APRIL PERIOD DECATUR CONTINUE AS
LATE AS PRACTICABLE TO TRACK LEXTNGTON AND ATTACK IF
POSSIBLE

Serial 5

MATN BODY TAKE SPEED THIRTEEN POINT FLIVE AT ZERO TWO
BUNDRED EIGHTEEN APRIL PERIOD FLEET CHANGE COURSE TO
7ERC THREE ZERC AT ZERO SIX THIRTY PERICD LANGLEY
ESTABLISH ANTISUBMARINE PATROL AT DAYLIGHT AND MAINTAIN
FIGHTERS IN READINESS PERIOD AlR SQUADRONS OPERATE AT
DISCRETION KEEPING VISUAL CONTACT

SYSTEM: TFalse digraphic, with first character of each
digraph variable and determined from a sqare
table and with second character of digraph
having a constant value.

Keyword for cipher component of 1lst letter of digreph:
STENOGRAPHY - vertical mixed sequence with
plain component & normal alphabet.

Keyword for clpher component of 2nd letter of digraph:
CRYPTOGRAMS - veriical mixed sequence with
plain component & normal alphabet.



E. J. Rowett
33-H Ridge Rd4.
ASSIGNRENT 10 Greenbelt, Nd.

PROBLEM 2

Serial 1
ONE CRUISER LAT STIXTEEN DASH THIRTYSIZ LONG SEVENTYONE
DASH FORTYTWO COURSE THREE CNE FIVE X

Serial 2
ONE MERCHANT VESSEL LAT SEVENTEEN DASH EIGHTEEN LONG
SEVENTYONE DASH FORTYEIGHT COURSE ZERO NINE ZERO X

Serial 3 _ ' o
ONE CRUISER LAT SIXTEEN DASH FIFTY FCUR LONG SEVENTYONE
DASH FORTYTWO COURSE TWO EIGHT FIVE X

Serial 4
AT FOURTEEN HUNDRED SIXTEEN APRIL FORM SCOUTING LINE
REARING ONE NINE ZERO FROM VICE THEREE IN POSITION QUACK
SATL HYPO SCOUTING DISTANCE TWENTY MILES ORDER FRCOM NORTH
VICE THREE VICE ONE VICE TW0 PERICD SPEED ELEVER COURSE
TWO EIGHT ZERO

Serial 5 .
ENFMY CRUISER PREVIQUSLY REPORTED IS A FRIEND X

SYSTEM: |
_ opd letter.
TUVWEYZABC “DEFGHITKLY. NOPQRS

K 10012345678911012345678912012345
I 130 140 150
M 160 I70 . 180
N 190 200 , 210
o 220 230 240
P 250 260 270
Q 280 2560 : 300
1 R 310 - 320 330
s S 340 350 360
t T 370 . 380 390
U  L00 410 120
1 VvV 430 L40 : 450
e W AL60 L70 480
t X L90 " 500 510
t Y 520 530 540
e Z 550 560 570
r A 580 590 600
B 610 620 . 630
¢ 640 650 660
D 670 680 690
E 700 710 720
F 730 740 750
G 760 770 780
H 790 800 810
I 820 830 gL0
J 850 860 870



E. J. Rowett

33-H Ridge Rd.
. . Greenbelt, Md.
ASSIGNEENT 10 .

Seriel 1

RECONICITER WESTERN COAST OF HAITI ENROUTE NEY
SCOUTING STATIONS

Serial 2

ONE MINESWEEPEZR LAT SEVENTEEN DASH FIFTEEN LONG SEVENTYFOUR
DASH TWENTYSEVEN COURSE THREE -THREE 7ZERO SPEED TEN ENOTS

Serial 3
SANE SANDPIPER BY GUNFIRE AT FOUR THOUSAND YARDS X

Serial 4
WO LIGHT CRUISERS LAT EIGETEEN DASH TWENTYONE LONG
SEVENTYFOUR DASH FIFTYFIVE CCURSE ONE EIGHT ZERO
Serial 5

TWo ENEMY PLANES LAT EIGHTEEN ZERO ZERO LONG SEVENTYFOUR
7RRO ZERO COURSE ONE ZERC FIVE X

—”

Serial 6

BEARTING OF COMMANDER BLUE ZERO TWQ FOUR FROM POSITION
1AT EICHTEEN LONG SEVENTY FIVE FIFTY AT ELEVEN FIFTEEN X

L.

Serial 7

AT ZERC EIGHT FORTY BEARING OF TENNESSEE FROM LANGLEY
SEVENTYTHREE DEGEREES

SYSTEM: True digraphic

Note: With the relatively small perceatage of digraphs
recovered I was unable to reconstruct a definite
system, however & check of true values of high
fregquency letters in first and second positions
gives some indication that & system may have.
been employed in making up the cipher component
of the table.



E. J. Rowett
33-H Ridge Rd.

4ASSIGNMENT 11 Greenbelt, Md.

PRCBLEM 1

) ONE OF TEE GREATEST ADVCCATES OF COMMUNICATION SECURITY WAS
CENERAL STONEWALL JACKSON PERIOD HIS RETICENCE OFTEN IRRITATED
TS FELLOW OFFICERS WHO THOUGHT IT IMPLIED &4 WANT OF CONFIDENCE
IN THEM PERIOD HOWZVER MANY OF HIS VICTORIES CAN BE ATTRIBUTED
TO EIS SURPRISE ATTACKS AND THE FACT THLT THE FEDERAL FORCES
NEVER HiD AN INKLING OF HIS PLANS PERIOD THEN IN 50 SMALL
4 MATTER AS WRITING TO HIS WiFE HE WAS CONSISTENT FOR HE TOLD
FER THAT IT WAS UNLIEE AN OFFICER TO WRITE MILITARY NEWS TO
ANY ONE .

aySTEM: Diagonal Digraphic Substitution using this table:

ABCDEEDCBA
FGIIKKIHGE
lst plain LMNOHPONML 1st cipher
QRSTUYUTSR
VWY 2L Y LWV
EDCBAABCDE
KIHGHFGHIK
2nd cipher PONMLILMNOP 2nd plain
UTSRYIRSTU
ZYLWWWWXY 2

) PROBLEM 2

Serial 1 i :
SEVENTEEN APRIL FORM SCOUTING LINE BEARING EAST ORDER OF
SCOUTS FROM EAST DECATUR RICHMOND TRENTON MARBLEHEAD LITCHFIELD
CARRIER GROUP AS BEFORE TRENTON GUIDE AT POINT CAST SCOUTLING
DISTANCE TWENTY MILES CCURSE THREE THREX ZERO SPEED TWENTY
COMMENCE ZERC SIX HUNDRED X ’ ’

Serial 2 _
RECONNOITER AUXCAYES BAY AT DAYLIGHT SEVENTEEN APRIL PERIOD
PROCEED THRU POINT GEORGE ON COURSE THRER THRER ZERC SFRED
THERTY PERICD REPORT POSITION NOON TOMORROW X

Serial 3 : _ :
AT TWELVE HUNDRED SEVENTEEN APRIL FORM SCOUTING LINE BEARING
7ERO SIX ZERO FROM VICE THREE AT POINT GEORGE SCOUTING DISTANCE
TWENTY SPEED TWELVE COURSE THREE THREE ZERO PERIOD ORDER FROM
WESTWARD VICE THREE VICE TWO VICE ONE FERIOD VICE THREE
RECONNOITER AUXCAYES ENRCUTE NEW STATION X

Serial 4L
AT SEVENTEEN HUNDRED MET TEXTNGTON CONCORD AND THREE DESTRCYERS
IN POSITION SAIL HYPO WILLIAM PERTOD ENGAGED THE ILEXINGTON
WHILE SHE WAS RECOVERING PLANES PERIOD LOST CONTACT ABOUT
RICHETEEN FORTY FIVE IN PCSITION SAT

QYSTEM: "Playfair" digraphic substitution. Square formed

\ from Keyword IEXINGTON
J LATZE LEXINGTO
BQXGR ABCDEHEM
TDSNY gQﬂbﬁV”Y
UGHVT ' )

PWORY



. J. Rowett
33-H Ridge Rd.

ASSIGNMENT 11 Greenbelt, Md .

PRCBLEM 3

. Serial 1

SUBMARINE CRUISING SUBMERGED BEARTNG TPWCo EIGHT ZERO DISTANT
FORTY FROM ET GUIDE AT TWELVE TWENTY PERLOD ATTACKED WITH
ZICHTEEN ONE HUNDRED POUND BOMB3 WITLE SUBMERGED AT TWELVE
SIXTEEN PERIOD WILL CONTINUZ TO TRACK AND ATTACK NO DESTROYERS
IN VICINITY SUBMARINE 4 '

Serial 2
DESTROYER ORDERED TO PROCEED AGAINST SUBMARINE REPORTED BY
NEW YOBK

Serial 3

TAKE ASSIGNED STATICNS AT DAYLIGHT TOMORROW MONDAY PERIOD
BE PREPARED TC LAUNCH TWO PLANES FOR TACTICAL SCOUTING AT
SUNRISE J

Serial AL
ENEMY SUBMARINZT TO SO0UTHWARD 0(F) FLEET GUIDE DISTANCLE
THERNTYEFIVE MILES PARIOD HAVE SENT PLANES TO ATTACK.

SYSTEM: False digraphic substitution with the first letter of
each digraph being taken from a straight keyword cipher
component against a normal alphabet plain component.
Keyword used for first seguence is BALTIMOKE.

The second letter of the digraph is obtained from &
viginere table the cipher component of which is derived
from & straight keyword sequence using the keyword
WASHTNGTON. The successive lines of the table are

offset one step to the left progressing downward.

The plein component of the second letter is a plain .
alphabet in normal arder.



\

., J. Rowetd

33-H Ridge Rd.
" e Greenbelt, Md.
ASSTIGNRENT No. 12 :

problem 1

0 TEOUSAND TONS OF AMMUNITION LEAVING NEJ YORE 4T
MIDNIGHT MONDAY

SYSTEM: Read every 4bth word .

Problem 2

PARTIALLY CONFIRMED REPORT ENTIRE'FLEET GOING TO SEA
MORNING OF EIGHTEENTE WISSTON UNKNOWN oP

SYSTEM: Simple rail fence transposition.

Problem 3

IN FUTURE T&KE CENTRE WORD THEEN FIRST AND LAST OF EACH
LINE

SYSTEM: Formed DY taking first letter arter each break
in word of text.

Problem L

YoU AKE UNDER OBSERVATION 3Y UNITED STATES DEPARTMENT
oF JUSTICE PROCEED 70 MEXICO THENCE BU=NOS AIRES REPORT
T0 MILLER

sysTEM:  Simple substitution cipher formed by converting
the letters ©of the slphabet 1into their normal
numerical equivalent {order of position in alphabet)
and adding to each number. ' o

Problem 5

NO DEFINITE NEWS USUAL SOURCES NO LONGER ABLE TO 1EARN PLANS
STOP THINK NEW CONTACTS MUST BE MADE STOP UNABLE EXPLATN
PRESENT FAILURE ARD NEED FUNDS TO BUILD NEW SYSTEM WHICH
REQUIRE ABOUT TWO MONTHS

agysTEM: Grill used 6 X 6 with following cells open: 3 - 8 -
10 - 15 - 20- 2L - 25 - 30 - 31 Rotated counterclocxwise.

Problem ©

Pom IS INJURED HE RACED A FORD HE WRECKED IT AND ALICE IS
HURT TOO IN FaCT SHE IS DEAD



Problem 7

ASSTGNMENT 12

URGENT BRITISH TROOPS WILL ATTEMPT LANDING SOUTHERN
GALLIPOLT PENNINSULA AROUT MIDDLE OF NEXT MONTH

SYSTEM:

Problem 8

mext divided into groups of five, underlined
characters combinning with others 1in each group
to form a patitern simlilar to a 4ot and dash

code:

00000 A oo--—- H g--0=- O —oo~— ¥
coco- B 0-000 1L o---0 P -0=00 W
sgo—o G J 0-=== & -0=-0- X
ooo-~ D 0-vo— K -oc00 R PP Y
oo-80 I o-0-0 L -000~ B - yA
go-0- F o-0-- M -co-0 T —°

oo--c G o--00 N 7777 U

ONE LARGE TRANSPORT SAILING MONDAY&INE DESTROYERS IEFT AT
DAWN ON PLTROL JONE DESTROYER IN PORT

SYSTEM:

Simple substitution. Texh based on order of vowels
in message. vowels combined consecutively in pairs
and deciphered by means of table. Insufficient

text ©o complete table:

. . A E ?

R T
E S
0

A
N F
P
G
W

o

. |



- 0p-20-GR ) NAVWY DEPARTMENT
‘ ) 0ffice of Chief of mawval Operations
. RESTRICTED . - . WASHINGTON.

ELFEMENTARY COURSE IN CRYPTANALYSIS

TRAINING PAMPHLET No. 1

RECONSTRUCTION OF SIMPLE CIPHER SYSTEMS

1. In cipher solution, it i1s not sufficient that the cryptanalyst solve a
particular cryptogram and stop there. He should reconstruct the cipher system
in its entirety, if possible, and recover the key, 1f one was used. Before
setting the problem aside as finished business, he should know all the details
of the system used and be as familiar with it as the person who constructed it.
In other words, he should train himself to extract every possible scrap of infor-
mation from the clpher text available. )

. 2. The type of key used depenas upon the characteristies or the cipher sys-—
tem. Only the commonest types will be discussed in this pamphlet, that is, sys-
tems employing sequences baseqd upon keywords or based upon numerical keys which
were derived from keywords. The advantage of using a keyword from which to de-
rive alphabet sequences 1s that the correspondents need carry no alphabet segu-

" ences in writing and must merely memorize a previously designated keyword and
the method to be used in converting the word into the alphabet sequence in order
to enclpher or decipher the system. ’

UNTRANSPOSED KEY WORD SEQUENCES

3. The simplest type of keyword sequence is that in which the keyword is
written first (omitting any letter on its second .and subsequent appearances in
the key), followed by the remaining Jetters of the alphabet. For example, if
the keyword is WASHINGTON, D.C., the straight or untransposed keyword sequence
isWASHINGTODCBEFJKLMPQRUVIXY Z, .

e In the simplest typées of monoalphabet substitution, such a keyword sequ-
ence could be used as the cipher alphabet or -component and the plain alphabet or
component would be a normal alphabet, as follows: ‘ '

This 1s an ENCIPHERING table and the word NAVY would be enciphered FWUY. In the
solutlon of a cryptogram in this system, the keyword WASHINGTON, D.C., is immed-
lately apparent if the cryptanalyst reconstructs an ENCIPHERING table, as shown
above. However, 1f he reconstructs the DECIPHERING table during his solution,
he obtains the following:

There 1s evidence of system, as opposed to random substitution, in the under-
lined portions of the seaquence but no keyword is apparent.' The student has
merely to couvert his DECIPHERING table to an ENCIPHERING table to get the key.
Usually it 1s better to reconstroet the ENCIPHERING table because it is most
often the one in which the keyword was originally inserted, but to be certain of
not overlooking any evidence of svstem, the student should reconstruct both the

[y, -1



ENCIPHERING and DECIPHERING tables‘simultanedusly.
TRANSPOSED KEYWORD SEQUENCES

5. The most common method of developing a transposed keyword sequence is to
write out the keyword on one line and the remaining letters of the alphabet und-

er the key, thus:

WASHINGTDO
BCDEFHK-L M
PQRUVIYZ

The transposition may be made in a large number of ways, the most common of which
are route transpositions, such as: vertical; alternate vertical, alternate hori-
zontal, dilagonal, alternate diagonal, spiral, either clockwise or counter-clock-
wise, and labyrinth, following a previously agreed upon pattern. In any of the
above methods, the start may be made at any one of the four corners of the rec-
tangle. Examples of these routes are as follows:

Start—3 J J 1 4 4 4 41 Start—3 ~ o> v >
WASHINGTO WASHINGTO
BCDEPFJKLMNK BCDEFJEKLM
PQRUVIYZ PQRUVIXYZ

“End LA LA WM O Bnd -

Alternate vertical sequence:

Yertical sequence:
WBPQCASDR R etec.

WBPACQSDR ete.

Start ' start o 2 9
TN AL
GpQRUVIXYZ » YRV Y

- Fac Cr BN T

Alternate diagonal segquence:

Alternate horizontal sequence:,
WABPCSHDRQ etc.

WASHINGTOMLEKJ etc,

way EEEE

[ = W o Mg

Diagonal, starting at
upper right corner sequence:
D TMGLUNEZ ete.

- 8Spiral, counter-clockwise

sequence:
MOTGNIHS etc.

" COLUMNAR TRANSPOSITION SEQUENGES

6. In addition to route transpositlon,
transposition. Vertical columns are transpose
pumerical key, which may or may no
covery of literal keys wiil be 11lustrated. late

another very common type 1s columnar
d irregularly in accordance with a
t have been derived from a literal key. {Re-
r in this pamphlet).



4

. ) Try varying the spacing:
2 3 5

= oo

‘Sequence:
REUGKYITFTVWBP ete.

e Rw R s RNl
g
< o)
b Cq NN
P QA
[ Wl =110

RECOVERY OF UNTRANSPOSED KEYWORD_SEQUENCES

7. Recovery of non—transposed keyword sequences 1is very simple and involves
a mere glance at +the recovered sequence to discover the key.

Cipher - X J H FBAGREDNOCITZY X W V.U 5 gPML

Plain - ABCDETF G HIJEKLMNOPQRS TYUVWIXYZ

The letters Z Y X W v U are significant and reveal the system. The key 1is
TTCONDEROGA (reversed) by inspectlon, where O plain = T cipher.

RECOVERY OF TRANSPOSED KEYWORD SEQUENCES

g.  Recovery of transposed keyword seguences is also simple once the stud-
ent 1s trained to recognize evidences of system. In the following recovered se—

quence:

CDMVAFOWRGEP® YTHOYBJS ZEXTN LU

Note the wegularity of spacing between, M, 0, P, Q, 5, T and also ¥, G,.H, J, K.
gince low freguency letters have less chance of being in the keyword than high
freguency letters, it is usually more satisfactory to look for regularity of
spacing between thel than between high freguency letters to make a start. The

! two sequences listed above (MoP Q5 Tand F G R J K) are spotted because the

spacing between P and Q in one was noticed to be the same as that between J and
K jin the other. This regularity of spacing indicated that the letters M O P Q

8 T {also F GHJ 1 C) were on the same norizontal line in the transposition
rectangle and that the method of transposition was regular rather than alternate.
Write one seguence, MOPQS Tona horizontal line and £111 in the interven-
jng letters 1in the cipher alphabet above and below in a column:

AR

TG
MOP 8T
vwX _
The F G on the line above and the V W X on the line below look good. Complete

the figure.

CARIBEN
DFGHJIEL
MOPQSTU
TVWXY2Z

Key - CARIBBEAN. Method - Vertical transposition.
Start - Upper left corner :

9. Another keyword is recovered as follows from the cipher component:

RABNCLED_OVWPFIGJQ.XYSK-HMTZU

Here again the spaclng between J-K and P-Q is the same. Fxtending eéch segu-—.
ence ylelds mno results using the =ame spacing.

3 5 2

R'ABNCLEDOVWPFIGJQXYSKHMTZU
5 3 5 3 A '
ﬂ_j_— .



The sequences B C D F 7 K Mand NO P QS T can pe built up by varying the spac—
ing from 1 to 5 in a regularly irregular manner. Such variation 15 character—-
tistic of alternate transposition of some kind.

Try alternate vertical first, writing one sequence B C DFJKMona horizontal
line, and filling in on the alternate vertical: ‘ .

o=
Ho O =<
i g =
G D P4
R Uy
=23

U
R

=

The keyword comes out but the rectangle is somewhat offside. If élternate diago~-
nal transpositioh 1s tried, the results are: :

RALEIGH
BCDFJEM
NOPQSTU
TWXYZ

Thus, once it was decided that alternate transposition is jnvolved, even an in-
correct vertical method gave the key, after a fashion. If the student under-
stands the above i{1lustrated route transposed key recoveries, he should be able
to recover keys transposed by all other route methods.

RECOVERY QF KEYS OF COLUMNAR TRANSPOSITION SEQUEHCES )

10. The first step In recovery of keywords transposed by the columnar method
js similar to recovery of other transpositions, that is, the discovery of regu-
larities and peculiarities of spacing and the correct interpretation of these
characteristics. . Suppose the revovered cipher component is:

1 2 3 4 5 6 7
FMT CJIQX AH oV DKRY GNTU ELSZ BIPW

In the underlined groups of letters, note that the first letter of each group 1s

near the beginning of a standard alphabet, the second letter of each group comes

later in a standard alphabet than any -of the rirst letters of the groups, etc.
From the number of groups, the ey length is learned to be 7, and the Jepgths of
the columns are 3 and 4 letters. write the groups in vertical columns, after
numbering them consecutively: '

S

(1) (2) ) (4) (3 (6) (7
T 9 0 R U S P
% v X Z W
pearrange to form a standatd alphaheti
(3) @) (2 ) (6) @ (5)
A B c D E F G
H 1 J K ‘L M N .
0 P Q R 8 T U
v W X Y Z
The numerical key for the columnar transpositions: ’ ; )

37 -=2-—lm =15 :
- j+ -



KEY RECOVERY WHEN BOTH PLAIN AND CIPHER COMPONENTS
ARE UNKNOWN (BUT IDENTICAL SEQUENCES)

11. Tn the cases discussed up to this point, -the plain component has been a
standard alphabet, and it was only necessary to work with the cipher sequence to
reconvert to the original keyword.

when the plain component is not a standard alphabet, but is a stralight or trans-
posed keyword sequence (either the same sequence as the cipher component or a
different sequence), recovery of the key(s) is difficult in monoalphabet substi-
tution because there is only one plain and one cipher sejuence with which to
work. The process is one of rearrangement of the two sequences. In polyalpha-
bet substitution, where there are two or more cipher alphabets, the principles
involved are identical with those in monoalphabet systems, but the work is eas-
jer because theres are two or more cipher alphabets with which to work. ’

12. Before illustrating the recovery of the key when both plain and cipher
components are unknown (identical) sequences, it is necessary that the student .
understand fequlvalent seguences”. Any sequence of 26 letters may be decimated
or respaced so that all letters (such as A-B-C, etc.) which were originally
spaced at equal intervals will also be respaced at equal intervals (but the in-
terval 1s different from the original interval) in the new related or equiva-
lent sequence. As an illustration, a standard alphabet is used and is respaced
at intervals of 3, 5, 7, 9, 11, and 15, etc., spaces to produce equivalent se-
quences. Only the odd intervals can be used in respacing a 26 letter sequence
to form related or equivalent seglences. It should be obvious that even inter-
vals will produce 13 letter sequences. The interval 13 can not be used, either,
because it produces a sequence of 2 letters only, and repeats.

EQUIVALENT SEQUENCES

Seq

uen In : . .

ce ter 1234567891 11111111122222 22

No. val i 0123 4567890123456
1 1 EBCDEFGHIJKLMNOPQRSTUVWIY?Z
2 3 ADGITMPSVYBEHKNQTITWZCPFILORUZX
3 5 AFKPUZEJOTYDINGSXCHMRWBGLQYV

4 7 AHOVCIQIELSZGNUBIPWDEKRYFMT
5 9 AJSBXTCLUDMYVYENWFOXGPYHGQGZIBER"

611 ALWHSDOZKVGRCNYJUFQBMXITELP
7 15 APETIXMBQFUJYNCERGVEZODSHWL

Note that sequence No. 7 is the same as sequénce No. 6 reversed. —~hikewise, se—
gquences with intervals of 17, 19, 21, 23, and 25 are the reverse of sequenctes’
with interwvals of 9, 7, 5,_3, and 1 respectively.

Thus, in any alphabet of 26 letters, there are a total of 6 different equivalent
sequences, each of which has an equivalent reverse sequence. :

13, In:systems in which the plain and cipher components are uriknown (ldenti-
cal) sequences, the clpher alphabets recovered during solution will not appear
to be the same sequences in elther the ENCIPHERING or DECIPHERING table. For eX-
ample, a recovered ENCIPHERING TABLE is as follows: _

ENCIPHERING TABLE

Plain ~—— ABCDRFGHIJKLMNOPQRSTUVWXY?Z
Cipher () MCTEDWBYLQRIASPOJKNCXZFUHY
Cipher (2) ZAJRKNMXYFGHYDTCWBEQPISOUL
;gipher3ESHQJONMBXFGI}TILUWCYZRPVAK
ipher (4) ABCDEFGHIJXLMNOPQRSTUVWIXYZ
Cipher (3) UYEVZGHJTKLCXME¥SRIADWOBFQP

|
n
I



The five cipher sequences afe all -different.
ard alphabet, or the same as the plain component.

to assume that the five-alphabets are associated alphabets and
the cipher component sequence.
o (plain) was set against TION (cipher).

ponent sequence is the same as

the original form

14. The first step is

cipher equivalents. The next letter of the sequence
also selected at random.
first attempt we have a’
ences,
chance of selecting the 13 interval seguence
build up one of . the. equivalent sequences,
will be the sequence originally used.
letter of the sequence, select a

12 to 25 chance of building

Cipher alphabet No. 4 is a stand-
This is sufficient evidence

to build up an arbitrary seg
ence of the plain component and all five cipher alphabets will be the same.
start can be made with any letter of the cipher component,
which we are building is
In building up our sequence in this manner, on our
one of the equivalent sequ-—
a 12 to 25 chance of hitting a sequence of 13 and repeat,
of 2 letters. }
there is only one chance in 12 that 1t
alart with A (plain) and as the next
letter at random, such as

the plain com-
We kmow that in

nence such that the sequ-

A
such as A, with its

and a 1 to 25
1f we do happen to

v (plain).

the sequences build themselvés up, i.e.,

Plain ———— A From this point on,

ipner (1) M H in cipher alphabet 5 we have the sequence U Q. 4in alphabet
Cipher (2) Z U No. 2, the segquence 7 U. Lf all sequences are to be the
Cipher (3} E A same, the Z U of No. 2 mst be followed by Q. In the table
Cipher (4) A Y find @ in cipher alphabet No. 2. It appears uncer I (plain) .
Cipher (5 UQ Add these values.

plain ——= A Y T

Cipher (1) M H C

Cipher (2) Z2 U9 D

Cipher (3) E A Y

Cipher (4) A Y T

Cipher (5) U.@D

Continue building in this manner:

plain ———~ AYTNGLEPWRYXJER
Cipher (1) M H C EBIOFKZUQDM
Cipner (2) 2U Q DMEHGCSBIOGFEK?Z
Cipher (3) EAYTNGLPWR VXJE
Cipher {(4) AY TN CLPWRVXJEA
Cipher (5) UQDM HCSBIOFEKZU
The sequence builds up to 13 letters and them starts

. in arbitrarily selecting Y (plain) as following A, we
even numbered interval. That is,

to repeat.
happened to hit upon an
in the original component, A and Y were an ev-

This means that

en number of spaces apart. We must-try again, using a letter other than Y as
the second of the sequence. Try & and bulld as follows: ' '
Plaiﬁ'———F AQVFLSYDX KPRTMIZWINHE JROGC

Cipher (1 MJZWINHEURD®O GCAQVFLSY DXKPBT

Cipher (2 7WINHEURDO CCAGQVFLSY DXEKPBTMJ

Cipher (3) E UROGCAQVFL SYDXXKPBTMJI ZWI1INH

Cipher 4) A QY FLSYDXKPBT MJZ W INHEUR 06¢C

Cipher (5) TROGCAQVFLSY DXKPBTMJIZWINHE _
-This'sequence builds to 26 and all 6 sequences are the sameé. This recovered se-

quence may be the original used or it may be oune of
ences. (The table above will decipher all messages in
examine the sequence for evidences of "syste?“:

5 5 5
AQVFLSYDX KPBTHMJI ZWINHEUR

: 1111111111222
123456789012345678901 2

its eleven-eguivalent sequ— -

the same keyydll First,

The letters F G HJ K L

in reversed order are ;
spaced at intervals of 5. .
Write the sequence on &

horizontal line and try
to.complete the figure:



AUWB R T The attempt 1s unsuccessful but there is do much
w CEZP OE evidehce of transposition in the spacing of F G
FGHJKL FGCHJKL ‘HJ KDL that we are certain there is a keyword
ii VQONM YVCNZ . hidden in the sequence. Ubviocusly, our sequence
RIT QAIW is not the original, but is one of the equivalents.
U W Lecimate the sequence to get the other five egqui-
valents, one of which must be the original or 1ts
reverse:
- 7 7 7 ]
Int. 3 - AFYXTZNUGQLDPMWHERCVSXB JIEDO
Int. 5 - ASPZRECLEKEJHGFXMYOVDTIRAQ YBWDT
: 3 . 3 3. 2 3 5 3.3
Int. 7 - ADJUVEWOLBNCYMEGXZRFPI GSTH
Int. 9 - AXKNQPHVBEFTULMAESJI OX ZGDWCXTI
Int.11 - - ABRDNFJCPUY I VMGKESWQTOXHLZ

Serutinize all equivalent sequences for evidences of system. In Int. 3, the se-
quence F 6 H J K L is all spaced at 7 but ylelds nothing. In Int. 5, the spacing
of this alphabet does not look promising. 1In the Int. 7 sequence, the series B
CEFGHJEKLN with spacing 2-3-5-3-3-3-3-3-1s characteristic of alternate
transposition. Write these letters on a horizontal line and £111 in the inter-
vening letters of the sequence on either the vertical or diagonal in alternate

directions:
LYM This looks good-- oL YMPIAD Therefore, the key-
-\BCEFGH J KL N complete the figure: B C EFGHJ K word 1s OLYMPIAD
N QR NQRSTUOVW transposed by alter-—.
X2 X 2 nate diagonal trans—

position, and 0O .
. (plain) is set again-
. .- st PTION (eipher).

15. In the illustration given above, the enciphering table given in para- .
graph 13 was filled in solid. Very often upon completion of solution of a pro-
blem this table will contain many blanks because the cipher text of the problem
was insufficient to recover all values. When blanks are numerous 1t is often
necessary to exercise ingenuity in building up the sequences illustrated In
paragraph 14. Once the sequences are completed and the key is recovered, the
blanks in the ENCIPHERING -TABLE can then be filled in. :

KEY RECOVERY WHEN BOTH PLAIN AND CIPHER COMPONENTS

ARF, UNKNOWN (AND DIFFERENT) SEQUENCES

16. In the Enciphering Table given. .in paragraph 13, cipher alphabet No. 4
was a standard alphabet, the same as the plain component in the table. Thils was
sufficient evidence to helleve that the cipher- alphabets were associated alpha-
bets and the plain and cipher component were identical sequences. Had eipher
alphabet No. 4 not been the same as ‘the plain compenent, there would have been

~ no way of learning at the start whether the plain and cipher components were

jdentical or different sequences. However, the method of attack is much the

same in elther case. Not knowing whether the plain and cipher components are

identical, it 1s assumed that they are not. An arbitrary sequence is built.

up as in paragraph 14, using only the cipher alphabets in bullding cipher sequ-

ences which are the same. The plain text values are .recorded, as in paragraph
‘6’- 14, and the plain sequence thus built up will guickly show whether it is identi-
“3®  cal with or different from the cipher component.

-7 -



17. As an illustration, the following ENCIPHERING TABLE is recovered:

plain ———- ABCDEFGHTLJ K LMNOPOQRSTUVWXYZ
Cipher Elg TBFLOCZYMXWDIVET SRQPANKJHG
Cibher (2) PRXNKJHCQFEVSDWAL BMUTLOCZY

At first glance the cipher alphabets may seenm entirely dissimilar. Closer in-
spection will reveal the presence of reciprocal values. For example, in the 2
cipher alphabetls, note the pairs Uy P, and Py Uy By Ro and Ry Bso. Compare plain
text values with each cipher alphabet in turn: Dp=L1 » Lp=D1-ebc; Fp=Jd2 » Jp=Fz2-
Therefore, the plain and cipher components are the reverse sequence of each
other, and all the values are reciprocals. Knowing this, 1t is easy to con—
struct an arbitrary sequence such that thé cipher alphabets are both the same’
and the plain alphabet is the reverse of the cipher alphabets. Note in the kEn-
ciphering Table the values:

7 In Cipher (1), the sequence NEK JHG or, reversed, 1s in
Cipher 21 N KJ B G mnatural order. 1In Cipher \2), 4 ¥ is in natural reverse
Cipher "2 Y order, and the letters L, 0, ¢, I, M must be in the key-
. word. To obtain more values, record the values corre-
sponding to G H J K'N appearing in the plain component
nd N K J H G in Cipher alphabek (2). -

Plain ——- G H J KN pPlain —~-~—- D E F CHJKN
Cipher Elg-z Y X WV Cipher 13 LOCZYXWY
Cipher (2) HGFED A Cipher (2} N K JHGFED
We have now picked up D EF (or F E D) to add to our sequence DE F G HJK N.

At this point the two sequences D E F GAJEKNand VWXYZCOLhave been’
recovered and i1t is known that letters C I L M O are in the keyword. To extend

our recovered SeqUENCES, let us assume for the purposes of trial that the_low
be added to our D EF .

frequency letters P and Q are not in the keyword and can

. .« N seguence: )
plain ~—— DEF G H JENPGQ If this is correct, U 4is in the keyword and we-
Cipher (1) LOC Z Y XWVTS :may prefix I A to the D E F . . . sequence.

Cipher () NKJ HGF E DI A . )

plain --—~—— I ADEF

Cipher (1 MU L O C

Cipher - 2) Q PNKJ Check.

We now know that the keyword starts COLUM, and ends 1n 1 or 4, and we have re-
covered sequences I A DE PGCHJKXKNPQand ST TWXYZCOLUM leaving
only letters B and R to place. The key 1s obviously COLUMBIA. The plain com-
ponent and the cipher component are reversed, producing reciprocals. In recli-
procal systems, it 1s usually possible to complete Key recovery with fewer re-
covered values (i.e., with more blanks in the Enciphering Table than other sys-—
tems of this genmeral class. 1In systems where the plain and cipher components
are different and independent (non—reciprocal), it 1s necessary to recover a

few more values in the tables to reconstruct the sequences than 1s the case with-
reciprocal systems or with the plain component a standard alphabet.

18.. Another 11lustration is given of this type in which both the plain and
cipher components are unknown (and different) sequences. - ihe recoveéred en--.
ciphering table is: o o : . :

Plain —-—— ABCDEFGHTIJKLM NOPQRSTUVWIXY?Z
Cipher_{l; CUVCGCHJZLNBODYA FXKSPMTRCFWI
Cipher (2) OXYME ARH FGISQVPLTBCUWDJ KZN :

Ihe 2 cipher alphabets appear different and there is no evidence as to whether

the plain component is the same or & aifferent sequence from the cipher compon-
ent. Lacking information, it will be assumed that the 2 components are differ- ')
ent sequences and a sequence will be constructed which #ill be the same for

cipher alphabets No. 1 and 2. If the plain component is the same as the cipher S
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component, the plain sequence will turn out to be the same as the cipher. Con-~
F }tructing the sequence by the method illustrated in paragraph l4: :
9Plain-—-—NCMA-KZIX'Q'UY‘GVLRJDTBPHEosw
Cipher Elg AVYQOINFEKIWZRDSBGMUIXLHE EPC
Cipher (2) VY QO INFK TWZRDSBGMUIXLHEPCJ

F
J
- A

It is now seen that the plain component is different from the clpher component.
Neglect the plain component for the moment and recover the key from the cipher
sequence:

1.2345678911111111112222222

01234567890123456

EBqui - (1) AVYQOINFK_TWZRDSBGMU-XL_HEPCJ

val- (2 AQNTRBUHCVOFWDGXEJYIKZSMLP
ent 3 AIWB ste.
Se-~ 4 A F 8 H'ete.
quen- (5 ATUYV ete.
ce A ZET ete.

. 3 3 2 3 3 -3 3
(2) AQNTRBUHCVOFWDGXEJYIKZSMLP

N Keyword for c¢ipher component 1s RHODE ISLAND transposed by
T vertical route transposition.

To obtain the key for the plain component, rearrange. the values to correspond to
the correct arrangement of the cipher component:

) 5 3 5 3 5
Plain ~——- VIBEWCKXYLDPOFMZQGRTIHESNAILU
Cipher --- RBUHCVOFWDGXEJTYT?I X¥XZSMLPAQNT

The arrangement of the plain cémponept is the inginal and it is necessary to
write out the eguivalent sequences. The spacing indicates alternate transposi-

tion

NEWPO h T plain component keyword is NEWPORT transposed by alternate verti-
ABCDFGH cal transposition. K (plain) sets agalnst & (1) - v (2) cipher.
ITJKLMAQS : ‘
OVXYZ

RECOVERY OF A LITERAL KEY FROM_A NUMERICAL KEY

19. Before 11llustrating the method of recovering a keyword from the numerical
key found by solution of a cryptogram, the reverse process will be explained,
that is, how a numerical key is obtained from the keyword. Suppose the keyword
to be used is GUANTANAMO. Starting at tne begimnning of the keyword, we search
for the first appearance of the first Jetter of the English alphabet (A) and
over it write a 1, 1l.e., :

. 1 ) i
- (UANTANAMO.. Over the second and third A's write a 2 and 3 respectively:

1 23 :
GUANTANAMO. Search for B's, C's, D's, etc. There are none and the next letter

in order of appearance in a standard alphabet is G, which is marked 4, followed
M(5), N(6), N(7), o(8), T(9), U(10): 1
4016927358
GUANTANAMO
@!yj%imilarly, thé numeral keys for the word COMMUN ICATIONS i1s:
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20. " Having a npmerical key, to find the literal key or keyword .is more or
less a trial snd error process. Suppose the key 1s 2-3-7-1-8-9-5-4-8-10, The
digit 1 marks the position of the lowest letter of the English alphabet appear-
ing in the keyword. It may be "A", or 1t may be B, C, D, E, F. The chances
are that it 1s one of theae six. ¥rite these possibilities under digit 1:

2=3=721m8=9=5-4-6-10 The letter "A™ cannot possibly be in the position of.
A digit 2. The letters, B, C, D, B, F, G, H, I, 7, K are

B peoasibllitlies, In the position of digit 3 and 4, the
C letters may also be B, but since B is low frequenay
D letter it is unlikely. Continue this proocess for each
E ' digit.
2—3-2»1—8-%-5-5-6-10 The possibilities are recorded as shown. In this parti-
BBD b CBC cular problem the numerals are in such an arrangement
CCEBEEDCDE that there are a huge number of possible combinations.
DPDFCFFEDET This 1s due chlefly to the fact that 2-3-4, 5-6, and
EFEEGDGGFETFG 7-8-9-10 appear in serles from left to right. The pro-
FFHEHHGFGH cess from now on, in this and other problems of this
GG1I ITHGHTI type, is one of trial and error,
HJd. 4 JIJIHIT
K KXKJTIJK Let us suppose that the firat letter of the keyword is a
L LLE KL congonant, either B, C, or D, If that is true, the
M MMIL LM second letter 1a probably a vowsl, E or I. Also, the
N NNM MN fourth letter under digit 1 is probably A. Mark the
0 OON XNO saasumptions in the table:
P PPO OFP '
R QQP PQ 2w3=Tel=B=G=5ulaf=10 It the second letter is E, the
E RR QR B g DAD g g B GCD 8th letter of the keyword undst )
5 88 R B (CCEBEEDCDE i might also be B, a high fre- !
T TT T DDFCFFEDEP quency letter which-often ccours
UU U EEGDGGCFRETFGC twice 1n 10-letter words. Mark
vy ¥ FFHEHHGM®GH it tentatively.
w w GG  "ITHGHTI :
X X HTI T IATHIM If the first letter is a conson-
Y Y DK XKEJIJK ant (B, G, D) the second a vowel
A L LLXJEKL (B, I} and the fourth a vowel
M MMLELM' (A, the third must be a conson-
N. NNMLMN ant, probably between F _and R.
QO O0ONMENENDO The digit series 7-8-9-10 may
P PPONCOP represent one letter, or as many
QL QAP OPQ as four different letters, but
By BRRQPAQR probably not more than three,
S 83 QRS
T TT ST The chances are that at least one
gu TU of the letters involved In this
vy v geries is-a high frequency letter
W L and appears twloce or more. All
X X Tour of the series should be
Y T between J and U, and at least ‘
Z Z one of the letters 1s sn R, an S,

or 2 T. Blook off these proba-
bilitles.

The letter in position 8 should be a consonant. I 4L 1s an E or I, 10 is pro-
bably a-consonant or it may be Y.

With tols further blocking off completed, an sttempt is made to fit & word. The
keyword mey .be anything, but knowledge of the most common combinetions is sti1l
valuable. Taking the first two letters, DE 1s more ocommon than BE or CE as a )

/
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Py,

“word beginning. On this assumption, we have De-A. Various combinations ére tried
)with the consonants in position 3. when P is tried, DEPA immediately suggests
/DEPART. We find that R and T fit in with our previous analysis of the letters

which could appear in position & and 9. The rest of the word ment suggests it~
self and is found to check.

21, 1In recovery of the keyword from a pnumerical key there are no thumb rules
that can be furnished.the student. & knowledge of letter combinations is help-
ful and reasoning can be applied in a small measure as illustrated in paragraph
17. In general the longer the numerical key is, the less chances there is of
the possibility of more than one word. fulfilling the conditions.  VYery often
short numerical keys will yield several literal keys and for all practical pur-
poses one keyword recovered from a pumerical key is as good as another. How-—
ever, there.is a certain amount of satisfaction‘in recovering the word actually
used and the student almost invariably knows when he has‘recovered the correct

word.

22. In this pamphlet the common types of keys and keywords have been covered.
There are variations of the methods i1lustrated which may be encountered from
time to time and which should offer no diffieculty 1f this pamphlet 1s understood.
After all, we must of necessity leave a great deal to the ingenuity of the stu-
dent. Our method is %o point cut the right general direction but to let him
find the path for himself.

23. Key recovery 1s very important becaunse it is used constantly in the prac-—
tical applications of cryptanalysis. Cryptographic systems are not changed
often in modern communications, bhut key are changed frequently. Complete recon-
struction of a systien discloses every bit of information concerning it with the
result that when a key 1s changed but the basic system remains the same, reduc-
tion of the new key is simple and rapid.

RECQVERY OF LITERAL KEY—SETTING OF ALPHABETS

PRIOR TO SOLUTION OF PROBLEM

24. In the general subject of key recovery there is a short cut method of de-
termining, even before actual solutfon commences, the actual cipher letters of
each alphabet 1n a periodic cipher which are set against one of the letters of
the plain component, if such a setting has hbeen made in accordance with a 1it-
eral key-setting word. Just as keyword alphabets are employed in order that
correspondents may rememoer tnhem without recording the, the key-setting, or
point of coincidence between a designated letter of -the plain component and-
each cipher alphabet, 1s usually an easily remembered word. <Yhe most common
letter of the plain component against which the cipher alphabets are set is A,
regardless of A's position 1in the plain component sequence. For example, in the
following: )

Plain ———— ABCDEFGH . « - « -
Cipher (1) NV QR DPOM. « « & «
Cipher (2) AX T NVQEBED .. « « -
Cipher (3) VQRDPOMBSIL . . . .
Cipher (4) YL I HECUAX o w0« »

The ciﬁher alphabets were set against & (plain) in accordance with the key-sett-
ing word NAVY (cipher).

25. After the determination of the number of cipher aliphabets has been made,
the frequency table 1s. constructed. Since &~ {(plain) is the 4th highest frequen-—
¢y letter, the cipher letters which represent A in each alphabet should be the
fourth highest cipher lelters in their respective alphabets. 1f the leitter dis-
tribution in each alphabet is in accordance with the theoretical average appear—
ing in .the Gtandard Frequency Tables, the Ath highest cipher letters will immed-
1ately spell out the key-setting. Altnough the letter distribution in crypto-
grams of practical length 1s not in exact accordance with the average distribu-
tion, it is aoften possible to extract the key setting by listing the cipher
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letters of each alphabet -in
tracing out the key-setting
from actual cryptogram:

accordance with their frequency of occurrence and

For example, the following table was obtain

R~ B~ 1 D\t

Cipher
A B CDE FG HIJ KLM NOP QRSTU VW XY
13 "3 145 21 211 --3102--1534155 13
2 5 - 738 73 131 214 --1--2~-- 4"712-
3 1 - 341 1910=2 5 - - - 16512 -44 71 19
4 1 - -1-115 1431043 142 62 -~-29 2 - 41
5 51012 1 - 4 - A -7 -21 -2 63 -37- -3 31
Alphabets

E

Listing the letters of each alphabet in their order of frequenciei,

it is not difficult to trace
knowledgé of the type of key
the same source is helpful.

the word SCOUT, which is correct.
formerly used in SIMILAR systems from
Also from the length of the keyword

=«
N

@Oic] R g

being sought, the maximum and minimum number of vowels to be ex-
pected should be estimated as an aid in tracing the word.

N E
e v I R o

=
o N0 < G e

ywords 1s to set the key letters of the

26. An alternate method of using ke
cipher component against the first ie
(i.e., problem No. 2, assignment No.
s1s). Since the letter in question will probably be
{s often possible to trace out the keyword setting.
like that described nerein except that the cipher va

be obtained.

of the plain component
5 of the Elementary Course in Cryptanaly-
a high frequency letter, it
The process will be Just
lues for & (plain) will not

tter of the keyword

217. This short cut will not always work because of insufficient tex

is impossible to f£ind the key.

letter distribution so irregular that it
of the kev letters may not appear in
However, a trial of this short cut me
ency table must be made anyway -~ and
First, the value for one important vowe
more important, the spacial relationship
cated which will be of great assistance
as soon as a correct plain text assumption 1s made.

first dozen highest frequency letters.
thod takes very little time — the frequ-
when it is successful the gain is great.

1 is found in each alphabet and even
between the cipher alphabets is indi-
in reconstructing the clpher sequence
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Op~20-GR ’ JNAVY DEPARTMENT
Office of ‘Chief of Naval Operations
RESTRICTED : _ " WASHINGTON.

ELEMENTARY COURSE IN CRYPTANALYSIS

TRATINING PAMPHLET No, 2

GENERAJ, PRINCIPLES OF COMMUNICATION SECURITY

1. Communication security, a&s a subjeet, is at least 2,000 years ocld,
for we find 1n the writings of the ancient Greeks and Romans, references to the
ciphers used by them in their military campaigns. Throughout the ages, greater
or lesser attention has been paid to the subject by virtually every nation which
has engaged in warfare or diplomatic intrigue. But not until the Great War 4ld
it become a subject of sufficient importance tc warrant more than a cursory in-
terest on the part of any axcept those engaged in the inner eireles of the work.

2. As a matter of fact, those experts who were most vitally concerned
did everything within their power to keep the subject away from the glare of pub-
lieity. They felt, and justly so, that the smaller the group of persons who were
cognizant of the security measures taken and the results of counter-esplonage
work, the less chance there would be of drying up the scurces of information
which careless enemies left open. Such a policy dld very well as long as the
number of messages which had to be enciphered remained smell and within the capa-
bilities of small groups of people. With the Great War, however, with its opera-
tlons on an unprecedented scale and with the development of radlc with its 11lim-
itable possibilitlies for the passing of information and orders, the handiing of
secret communicationsz became absolutely impossible for the small, well-trained
groups of people which had formerly been entrusted with 1t,

3. This was the time when the fallacy of the "ostrich policy" became not
only apparent but disastrous. Poorly trained troops were rushed into the fileld
with codes and olphers which they dld not understand and which they could not
have been expected to handle properly. The result was an avalanche of misgulded
effort which enemy eryptanalysts .were qulck to selze upon and convert to valuable

information.

L. With the ending of the war there was & marked change in polley with
regard to communication security by all of the natlons which had participated.
Fach one sald in essence, "By keeping our methods of communiecation sécurity so
away from enemy eyes, we failed to let our own pecple in on the secrets. - Thus,
when called upon to function in the heat of battle they failed, and nothing elae
could have been expeoted. That will never happen again.m :

5 It may happen again, but the chances are very mch against it. Slnce
the war there have been lnnumerable books written in whole or in part concerning
the role which communication seeurity, and lack of 1t, had to play. Much of the
literature has been for popular consumption and has proved extremely welcome.

Much of it has been technical In nature, for the lessons of the war, and the de-
velopments of communications in general have both polnted to an even greater pard
for thls element of military effort in any war to come, and the development of -
experts capable of dealing with it is essentlal., Some of it has been general and
some of it has been most detalled Iin nature, But regardless of the general tenor,
all of the literature and all of the experience gained points to the faet that
only by education and indoctrination of all goncernsd, may communication gecurity

be succegsafully maintained.

6. The purpoge of this_pamphlet 13 merely to piesent in as readable Torm
ag possible, some of the lesgong which have besn learned and some of the measures
that must be-teken 1f we are to keep our vital secrets away from prying enemy

cears.
Te = "Communication Seourity" embraces the principles governing the aafe-
guarding of information, conveyed by any means, (publications, letters, radilo,

.
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visual, cable or landline telegraph, mail, messenger, and word of mouth} from
falling into the hands of unauthorized persons, 0O matter how remote they may be
from connection with potential enemy services. The conclusions reached herein
pertain primarily to information transmitted by radic, bul apply as well to other
forms of communication. Thess conclusions are in no way pased on hypothetlcal
supposition, but, on the sontrary, have been developed through actual experience,
our own and that of other netlons, Examples and authentio mnecdotes are glven in
support of many of the ideas presented, but, in some cases, these are vague and
iacking in detall for reasons which, it 1s thought, will be obvious.

8. Some of the means by which gecret information may reach unaunthorized
persons are:

{1) Careless conversation.
{2} Careless handling of transiations of encrypted degpatches.
{3} Careleas censorship of materisl released to newspapers and
. ] periodicals. i
{4} Gareless handling and safeguarding of secret publications.
(5) Improper classification of matter and improper selection
of systems of cryptography. :
(6) Careless radlo operation. :
{7) Cryptanalytlc asolution of code and cipher syatems.
(8} Improper selection of commnication facillties.
{9) Espionage. _
9. The order of tabulation does not {pndicate order of importance. Such

indication would be impossible because 1t 1s dependent upon time, place, and ex-
i1ating conditions. Forgetfulness of any one weakness wmay bring about calamity.

CARELESS CONVERSATION

A wise 0ld owl lived in an oak;

The more he heard, the less he spoke;
The less he spoke, the more he heard--
Why can't we be llke that wise old blrd?

10, pdmiral Bacon, R. N., has sald, wgo long as plans are locked up in
the minds of the admiral and hias one or two chief assigtants, secrecy lias possi-
bla. As soon as parts have Lo be let out, secrecy is apt to vanlsh. Mind you,
when a person has guessed a secret, he ugually feels himself quite at liberty to
talk about it even if it be agalngt the interests of his country, simply decause
1+ hes not been divulged to him under the bond of secrecy. Tt is gratifylng to .
some to let others know how clever they have been in gueasing a plausible solu-
tion."™ It 1s typieal of the American character to dislike ostentatious seorecy.
and to abhor gsecrativeness in any form. Admireble as this tralt may be, 1t is a
dangerous one in officers who mmst, by reason of their profession, keep in their
heads information, the disclosure of which would be inimleal to the interests of
the country. The officer who, in the midst of a conversation on profeasional
toples, finds it necessary to say, "I would rather not talk any further on that™,
feols uncomfortably, and, perhaps Jjustly, like a character in a melodramatlic
novel. There are other ways, and, after all, sudden silence after unregtrained
volubllity can be as revealing aa the most open statement of fact.. The offlcer
in frequent contact with outziders can adopt one of three poses. with regard to
talklng shop; he may asgume consistent dllence, he may resort.to conststent and
mendacious garruilty, orJhe_may.consistently plead jgnorance,.. The first and last

are undoubtedly the safest, : The. second 1s a method for.expertsﬁ{Jtheﬁold fash- . .
1oned sallor who regaled visitors to -his ship with "tall tales” about the vgssel _

and its gear may not have been a model Christian, but he had his points.

11l. In discussing profesalcnal subjects with persons in whom one hag the
utmost confldence--close friends or members of one's femily--it is well to con-
slder that, although they would never knowlngly reveal informatlon glven them,
atiil they may, in ignorance of its Importance, inadvertently pass on some detail
o a third person in casual conversatlon. confldential information can be actu-
ally embarrasslng te one who has no need of it, and is therefore much better kept
looked behind the 1ips of those for whom it is of professional interest and who
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are capable of realizing all of 4ts possibilities. Soms of those who served out
of San Diego in the autumn of 1929, Jjust prior to the commencement of the decom-
missioning of certain destroyers, may remember that, although the question of de-
commissioning was glven a confidentlal charmcter by CommandeT Destroyer Squadrons,
and personnel were warned not to discuss it outslde of the service, yet all the
developments as they appeared were commol knowledge throughout the vicinity of
the fleet base. As & remoter, although far more serious "horrible example”, wit~
ness the embarrassment of hlgh British offilcials after Jutland when. they found
that the "rocking-chair brigade" around the tea-tables of London was chatting

‘freely about the secret (so carefully guarded at the Admiralty) that the loss of

Eritish ships in the engagement was due to improper deslgn of ammnitlon supply
from magazines! In this connsction, i1t is not the purposs of this pamphlet to
enter into a digression into the relative merits of the two sexes in the exercise
of digcretion, so that the followlng unauthenticated snecdote will have to stand
without further discussion. .

. 12. . History tells of the strange report that went the rounds during the
early part of the war to the effect that 250,000 Russian troops had landed on thse
Yrench Channel coast via Seotland and England, for aervice on the Western Pront.
The report caused a certaln amount of consternatlon in Berlin and was belleved by
many in Paris. It axercised such control over the imagination of one German
agent in Seotland that he actually reported having seen them~~"huge, bearded men
with snow still elinging to thelr boots™. It is sald that this fantastic tale
wan started on 1ts way by pritish Intelligence officers who carefully imparted 1t
as a deadly secret to ladies of their scquaintance!

CAREIESS HANDLING OF TRANSLATIONS OF ERCRYPTED DESPATCHES

13. ¢ the unguarded tongue is a menace to security in general, then the
waatebasket is a double menace to communication security. For translations of
encryphed despatches which are carelessly tosged 1n {innocent-looking wastebaskets
are not only available to an alert enemy for the information which they them-
selves divulge, but are of inestimable help to enemy oryptanalysts 1n the solving
and reconstruction of the eryptographle systems utilized.

1. It aimply stands tp reason that 1f. an expert cxryptanalyst ocan obtaln
s copy of the clpher text of the message (a comparatively eas procedure) and
then obtain an exact translation of 1t (as from a wastebasket}, then by a almple
process of working backwards, the values can be deduced, the general method work-
ad out and subsequent messages in the same system read wilth ease. It is just one
such "break" that eryptanalysts dream and hope for. ’

15. A paraphrase of the exact translation lg of but slightly less value
to the cryptenalyst. In many ceses all he needs to know in order to be able to
break into a message 1s the general gubject~-whether 1t concerns Hanbmarinea®™ or

 mpattleships™ or whether or not a date mentioned is "November 21" or "December

31%,., This means that although translations ghould always be paraphrased tor dis-
trivution, the paraphrased coples should be ag -zealously guarded as the exaot
translations--and more particularly, that nothing connected wlth encrypted mes-
sages should ever be consigned to the ordlnary wastebasket,

16. Tt is a fact that during the Peace Conference in Paris after the
World War, the paper from the wastebaskets of the delegates became &an almost
openly marketable commodity. Scarcely a piece of writing on the subjeet of ip-.
ternational esplonage 1is published without some mention of the services of char-
women in this Tespect., Whether such writings can be trusted or not is beslde the
point. They at lesat reveal the posglbllitliea in thig direction.

17. The morallis: A1l notes, work sheets, carbon paper, and other mate-

" pisls used in coding work must be destroyed by burning as soonl as possible, and,.

all translations, exaot and paraphrased, must be kept in carefully guarded placesa
uptil their usefulness i3 at an end, when they too mist be destroyed by burning .
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CARFLESS CENSORSHIP OF. MATERIAL EELEASED TO NEWSPAPERS

AND OTHER FERTODICALS

18. Closely allied with the revelations made in Indisoreet conversations
are those made as a .result of careleas censorshlp in releasing material to the
press. It must always be remembered that the press of a netion may, in general,
be considered as extremely loyal and as anxious to help win a particular war as
any other body of the citizenry. On the other hand, 1t must likewige be remem-
bered that the business of the press is to obtain and publish news. It is going
to publish anything it can lay its hands on, unless it realizes the inherent dan-
gérs to the security of the country im the publishing of such news. Thls means
that all news conoerning a nationts military operatlons {and therefore coming un-
der the cognizance of millitary censors}), which 1t is desired to keep secret, must
(1) be kept from the press, or (2) be given to the press with a framk statement

as to its danger.

i9. The second method 1s invariably the best, for.the ability of "news-
hawks" to ferret out news, desplte efforts to keep 1t hidden, is axiomatic. It
1g the newshawk's only reason for being., Some of the nations in the Great War
realized this fact and made most of it.

20. For instance, when the British Admirslty, early in 1918, planned to
block the Zeebrugge submarine bagse entrance with conerete~filled block shipa, 1%
. wasg decided to commandeer two Mersey River ferries for the purpose. Ag thess
craft were sure to be missed by the people of Liverpool and vicinity, and unde-
sirable publicity threatened, the entire press of Britain was taken into the se-
eret and their . cooperation requested. Never a sign or trace of the news leaked
out, and the press loyally carried out the wishes of the Admiralty.

21. Tt is significant that this ingbtance of teking the press into the
confidence of the pnation came after 3 long years of war. Some earlier experi-
ences wlth the press had not been quite =o satigfactory. Admliral Jelllcoe, for
instance, had been most zealous in keeping news of the fleet away from the press
and had thereby incurred its violent dislike. This dislike showed itself after
the Battle of Jutland when the press, with presumably the best of intentlions,
flayed the administration and the naval, command at. sea. Whether or not this at-
titude hurt the British and Allled ocmuse in the long run is doubtful, but there
* gan be no question tut that it hurt the British morale at a time when the best of -

morale was needed.

) 22. Another point to be constantly bornme in mind in dealings with the
press is that even the most innocuocus-looklng ltems of news may carry information
of vital importance. The relatlon of every plece of information to the breoad
general plcture must always be allowed for. . .

23. FEarly in 1918, it was known that the Germans were preparing a great
spring offensive on the Western Front. Where they would strike was not known.
In Switzerland, an intelligence agent of the Alliles, in glancing through a small
Baden jourual came across a letter to the editor from the proud mother of a young
Cerman aviator who had lost his life while flying over the area of 'the Fifth
Britigh Army. She quoted a letter of condolence and sympathy from the Germen
Army Commander in that area.. It was signed "Von Hutier."™ The provinelal editor

had evidently seen no harm in printing it. - : -

2. Hever before had Von Hutler, organizer of the vietorions campalgn at
Riga nnd elsewhere on the Russian front, been located on the Western Front. His
taking over part of the line was a8 secret, carefully guarded by. the Germans. The
learning of this secret was the enterlng wedge by which the British Intelligence,
through further research, of course, determined where, when, and how the expected
offenalve would break. Von Hutler's character, his past record, his location,
all pointed to the crossing of the River Oise as the opening move in mn sttack
with Amiens as objective. The British line was ready at the proper time--and Von
Hutier did not accomplish his mission. This incident 1= especialXly interesting
in showing from what small acorns of informabtlon the complete oaks of connected

intelligzence may ZTOW.
-
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‘CARELESS_HANDLING OF REGISTERED PUBLICATIONS

25. The business of modern navies hag become so complex and technlecal
that each navy strives to keep from the others those bits of information which 1t
Ias laboriously arrived at and which it thinks will give it an advantage over
others, if and when they should clash in another Jutland or another Coronel.

26. These bits of information are multitudinous in number and. ean only
be recordsd in sets of books which go to make up the confidential libraries of
each navy. Among sueh bocks are the codes and ¢ciphers, the lnstructions and all
the other paraphernalia connected with eryptographlc systems. . "Securlty" in-gen-
eral, ls Ilnterested in the safeguarding Jf the entire iibrary., “Communication
Security" 1s interested in preserving our cryptographic paraphernalia from prying
enemy eyes. . )

27 . At the outbreak of the World War the Britlish Navy set up a gilgantic
cryptanalytical organization in the Admiralty which later became the famous
nchamber LO." Little is known comcerning the succeas or failure of this organi-
zatlon at strictly cryptanalytical work, but 1t 1s known that German code books
recovered from the German crulser MAGDEBERG, whick ran aground and was wrecked
off the coast of Russia, found their way to "Champer AO", and 1t Is fact that
"Chamber 40" produced invaluable intelligence on which were based many of the
Britlsh operations. It can be no gecret that at least some of this Intelligence
came out of the code books recovered from the MAGDEEERG, and yet, as far as is
known, these books were not superseded for 2 years.

28. The first undoubted and absolute principle of communication security
is preservation of the physical securlty of codes and cipheras and all that per-
tain to them. :

29. It is not enough that such material be preserved permanently, or un-
t11 they are superseded or placed out of effeet. It must be kept constantly un-
der proper supervision and in carefully guarded places. The reason for thls 1s
that an enemy agent, intent upon obtaining the information coniained in a code
book, will seize and keep the book for a length of time only sufficlent to have
1t photographed and then return it, hoping that its.absence from 1its authorized
place has not been notleced.,., Tt has been estimated that a reasonably large-sized
code book may be photographed in 2 hours.- Codes or. ciphers left on wardroom
transoms are a menace, not only to the officer who 1a tgigned- up® for them but to
the entlirs naval gervlice.

30. Furthermore, it is vital that proper precautions be taken to insure
that unauthorized persons are not allowed access to secret files or spaees oon-
taining secret files, or knowledge of the contents of such files. Even within
the service there 1s no reason why officers unconcerned with secret matters or
cormunications should have any access whatever to secret stowage until it becomes
necessary in the normal conduct of thelr duties. As in a previous paregraph, 1t °
1s approprlate to remark that unnecessary secret information is a burden to him

who holds 1t.

CAREIESS RADIO OFERATION

31. _The historleally outstanding examples of good and poor radio dlisei-
pline may be found in any account of the conduet of British and German naval op-
erationg during the World War. The German commander in chief made a practice of
gsending out numercus operation orders by radio before a sortie, with the result
that the radlo direction finders of the British enabled them to know in every
cage when the enemy fleet. had left Wilhelmshaven for the outer anchorage in the
Jade. On the other hand, the German attempts at radle direction finding never
sucoeeded 1n obtaining information of value.

32. The World War and our own fleet problems and exercises of past years
are rich in exsmples of the proper and the improper wae of radio. The leagons .
iearned show that attention must be given to many itema--malntenance of radlo si-
lence, adherence to correct procedure, careful gsendlng to reduce number of
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repestitlons, elimination of unnecessary and unauthorized transmissions, use of
correct call slgns, and s0 on. :

33, But more important than blind attention to detailed and explicit
orders in the preservation of radio security 1s an active and vivid imagination
which pries into the gquestion of what the enemy might be able to deduce from some
particular transmission. The most innoctous-looking messages are sometimes load-
ed with military dynamite. For ingtance, one could not possibly have objJected to
the broadcasting of weather reports from the shore station at Scapa Flow. There
was no informstion in them mlone which could haTe been of any possible wvalus to
the Germans. However, instead of sending them out every day, the Brltlsh sent
them out only when important units of the Grand Fleet were at sea. A German
operator at Neumlnster noted this and for some time was able to advise his Admi-
ralty as to when the enemy was at sea. No amount of radlo discipline within the
Gr&ngtFleet could offset the dameging effect of those apparently lnnocent weather
reports. ] .

34. Nor was there anything particularly revealing in the fact that a
thiep~abend” arranged for a group of destroyer offlcers at one of the German
bases had been postponed. The British were supposedly not lnterested in how or
when the Germsns had thelr evenings of beer drinking. A radio message was there-
fore sent out to all the officers affected and likewlse, to all intentional pur-
poses, to the British Admiralty. But the British were interested in Juat suech
facts, particularly when linked up with other facts of a similar nature. In this
speclfic case that message concerning the "bler-abend” gerved to Justify com-
pletely the assumptlon that the Germans had a sortie on for that nlght--as indeed
they &id have. It resulted in the Battle of Dogger Bank. -

35. Mighty events may well be outlined in tiny strings of innocent
words.
CRYPTANALYTIC SOLUTION OF CODE AND CIPHER SYSTEMS ‘ ‘)
36. The failure of the great German offensive on the Western Fronit in

1918 may to a considerable extent be attributed to the work of one man, Captain
Painvin of the Fremch Intelligence Service, This officer, through decryptioa of
German radio messages, was able to obtain vital information of the attack, prior
to and during its progress. His "break” came as the result of an improper use of
cipher on the peri of perhaps no more than twoe German communication officers.

Two days efter the new Germsn cipher had been put in effect {Mareh 11, 1918), a
German station transmitted in the old cipher a request for repetition of a mes~
sage which had been sent out in the new. The originator obliged with the origi-
nal message in the ¢6ld cipher. The French now had the same message in the old,
previously decrypted cipher, and in the new cipher upon which the Germans were
depending. for security of their plans. As a result the French werse soon reading
all German operation orders in the new system before the Germans themaselves were
quite accustomed tg 1ts use. This particular cryptographic error was enormously
costly to the Germans.

37. That iz an 1llustration of but one of the many codlng errors which
smooth the way for cryphanalysta. The instructions fsaned with each individual
code or cipher must be followed carefully in order that the benefitas of past ex-
perience may not be wasted through lack of knowledge. Experience is the best
teacher, -but the other man's experience is mmch less costly then one's own.

IMPROFER SELECTION OF COMMUNICATION FACILITIES

38, Undue redio activity In an area might serve to betray the locatlon
and movements of & fleet. It 1s also true that cessation of all radlo slgnals
wlll tend to indicate the imposing of radic silence and the probable lmminence
of a major operation. The German commander's great mistake at Wilhelmshaven lay
in his uge of radio where visual or mall boat would have served equally well with
far greater seocurity. Radlio must never be used when telegraph, cable, courler
service, guard mall, or visual caen be made to serve the purpose. i)
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39. In time of war an officer courier service 1g usually established
between important pelnts. Secret communications are not normally transmitted
through the mails, but are forwarded through this courier service, Secret matter
will be carried op the person of the messenger or kept in his Imrediate viéinity.
On prolonged voyages in merchant vessels under the registry of the nation in-
volved, such matter ig usually kept in the safes of the masters or Pursers in
sealed containerg. Sometimes an armed naval guard is assigned to accompany the
messenger,

‘ 40. . Diplomatic oificers in various parts of the world use diplomatio
bouches for trensmission of correspondence to and from their capitals., Thess
pouches may usually be used for certain naval correspondence. Their inviolabili-
ty is guarantesd by iuternationail agreement. But, so was the neutrality or

IMPHOPER CLASSTFICATION OF MATTER AND IMPROPER SEIECTION
s oF

L1, . Information once transmitted in & secret system mugt remnin seoret
forever. The contents of a searet message must not be revealed to unauthorized
bersons in any way. Conversely, information which ecannot be kept secret or is
not actually secret must not be put into a secret code or cipher. It has happen-
ed on more than one occasion that g ship of the Navy has been ordered to under-
take a certain movement, the instructions for the operation being encoded in a
secret system, Such cperations always become public, and 1t ig obviously fatal
to transmit in zecret. code anything whatsoever concerning them,

and use of code and cipher systems. The degrea of security attainsd will depend
direectly upon (1) the purposes for which codes snd oiphers are employed, (2) tha
technionl perfection attained by the Personnel connsoted with code and oipher

work, and (3) the length or time codes and clphers are continued in effect. The

amount of proper employment and use to which the system has been subJeoted, The

8ffective reriods of ¢ryptographlio systems are determined apd preascribed by high

authority,

3. It 1s obvious that, 1n order that eryptographie systems may be con-
tinued effective ror Teasonable lengths of time, a careful supervision must be
malntained over the employment and use of these systems. This supervision iy
carried on through the funetion of mesgage censorship which ig the immediate re-
sponsibllity of the communication officer under the commanding officer, In time
of war, certain major activities will establish a continuous wateh of "message
sensors™, who will funection under the communieation officer and, in gome cages,
directly under an "assistant to the commnication officer for cryptographic ge-
curity.” The dutles of these "message censorg” is Indicated in detail in con-
Tidential insbtructions., In commands where the limited officer complement does

ESPIONAGE

L. The most acourate sna valuable information-concerning Important
matters ls to be found in secret documents. - The prineipal governments of tha
world maintain extensive intelligence gervices whose missions are to obtalm such R
secret Information of othsr governments. .The forms orf egpionage which have been
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A NUMERTCAL METHOD FOR THE SOLUTION OF DOUBLE TRANSPOSITION GIPHERS

. 1. " In any cipher problem, the student has been advised to attempt, when-
ever possible, key Trecovery simultaneously with recovery of plain text. Since,
in transposition ciphers the plain text valués are known at the start, such pro-
cedure 1s egually advantageous in solving this type of cipher,

2. It the complete plain text of a double transposition cipher has been
recovered, key recomstruction is comparatively simple by means of various numer-
ical processes. In addition, however, it is possible, provided a sufficiently
exiensive sequence of plain text has been recovered, to reconstruct by similar
numerical means the transposition keys simultaneously with the recovery of the
remainder of the plain text. Generally speaking, the longer the recovered plain
text sequence, the essier this process is. If the transposition blocks are come
pletely filled rectangles, the process is also considerably easier. .

NUMERTCAT, EXAMINATION OF DOUBLE TRANSPOSITION PROCESS

3. Consider the nature of the typlcal double transposition process from
a numerical standpoint. Each character in a line of normal Plain text ia sep-
arated by a numerical interval of 1. If the plain text is considered as & nor-
mal numerical sequence, it would read: l—2~3—h-5~6-7-8-9~10—lle12 .......... .etec.

) L, Lel us take as an example a plain text of 117 letters, with two
transposition bloecks 15 and 11 columns wide. In the first transposition block,
with a key length of 15, each tharacter in g column of the plain text is sep-
arated by a vertical numerical intepval equal to the “key length, i.e., in Fig, 1,
column 13, 1-I8, 1A-31, 31-46, ptc., each separated by a numerical interval of 15.

Figure } Plain Text Sequence in First Transposition Block

1st key - 13 7 2 & 10 1 8 15 6 12 2 11 3 9 14
1 2 3 L 5 6 7 8 9 10 11 12 13 14 15

16 17 18 19 20 21 22 23 24 25 26 27 28 29 30
3L 32 33 34 35 36 37 38 39 KO 41 42 43 L 45
b6 47 48 k9 50 51 52 53 54 55 560 57 58 59 60
61 62 63 6L 65 66 67 68 69 70 L 72 73 74 75

- 76 77 78 79 80 81 32 83 84, 85 86 87 8gg 39 :90
91 92 -93 oL 95 96 97 98 99 100 101 102 103 104 105
166 107 108 109 110 111 112 113 114 115 116 117

5. These columns of the first tranéposition block become lines in th

second unlt, with the characters now separated by a horizontal numerical con-
stant, which 1s the length of the first key -- 15, as in Fig. 2, ‘

S ) 436463
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ransposition Block

2 6 5 1
111/ 11 26 41
L3 58 73 88
9, 109/ 3 18
2, 39 5L 69
62 77 92 107/
112/ W 29 hh
50 65 80 95
102 117/ 10 25
16 31 46 62
75 90 105/ 8

e of 15, which 1s constant

. Notice also that there are

iracters in the same seéond

mns oCcUr. For example,

e of 51 occurs until the end

3, and 63~114; then, a con- B

JATN TEXT SEQUENCE

jquence of plain text, for ex-
1 enciphered in this trans-

2 Block

12 -2 11 3 9 14
10 11 12 13 1k 15

25 26 27 28 29 30
KO L1 L2 K3 L4 A5
55 56 57 5859 60
70 7L 72 73 75
85 8 87 &8 89 90
100 101 102 103 104 105

115 116 117
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Flgure L Plain Text Séquence in Second Transposition Block

2nd key -~ 11 3 -'7 k10 ) g 26 5 1
6 21 36 51 66 81 96 111/ 11 26 L1
56 71 86 101 116/ 13 28 13 58 73 88
103/ & 19 e 49 64 79 94 109/ 3 18
33 8 63 78 93 108/ 9 '2a 9__ 54 69
8, 99 118/ 2 17 32° 47 62 77 92 107/
7 22 37 52 67 82 97 112/ 1 29 Ll
59 74 89 104/ 5 20 35 50 65 8 95
110/ 12 27 42 57 72 87 102 117/ 10 25
40 55 70 85 100 115/ 1 16 31 A6 61
76 91 106/ 15 30 45 60 75 90 105/ 8
23 38 53 68 83 98 113/

8. -In Fig. 4, note the diagonal distribution pattern of this plain text
sequence In the second transposition block. Such a pattern is quite character-
istic of columnar transpositions. Note also that in bloeck No. 2, a horizontal
constant of 15 ordinarily separates plain text letters as msntloned previously.
Skipping a plain text Ietter raises thig constant t¢ 30 naturally; skipping two
plaln text letters the constant becomes L5, etc.

9. The columns of the second ftransposition block are taken off in ac-
cordance with the second key to form the cipher text. Notlice where the given
plain text sequence values appear in this numerical cipher text.

]

Figure 5
41 88 18 69 107 L4 95 25 61 & 111 43 94 2, 62 112 50 102
16 75 21 71 L L8..... Y < 1 I
10. In this final numericel gequence in Fig, 5, we have a kind of sgpread-

out numerical skeleton of the second transposition block. If the process used
to comstruct this final gequence were reversed, we should be able to reconstruct
the transpositlion keys by means of the mathematical relationships of these clipher
sequence numerical values with each other.

EXAMPIE OF NUMERICAL SOLUTION

11. Glven: The following two'messages, each 117 letters in length, en-
cliphered in the same double transposition system. Solve the message, work out

the system, and recover the key.

Serial No. 1
ARPAD MEEDT CINYS HODIS TNIIB RHTHT ECEFA GRLZT WGIHO HEELDR

-3-
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UMDz TOEOV NNNET ATAST JOCET ANUDN ERBEM ADEIT  PTDGT
RKDSE IRRMA ETTAT EE '
Serial No. 2
TOAEM CSNDM  EUSES | SESAY HTPAN DCSCO ENUTA  EERSD " DERIN NKTUB
DHAEE LISAF HTRIK ATKTB TARIE AOIGR RTNTO RRVTD DPTAT NTIBT
RXDOU  CEVGD EHLTR HE

12. Also glven: The-following plain text sequences from each message

haveg?een recovered by means of the anagramming process.(explained in Assignment
No. . ’

Serial No. 1 —PERIODATZEROQEIGHTHUNDR ED
Serigl o. 2 ~~-DURINGTHESEATTACKSSB OMBER

PROVISTIONAL NUMBERING OF PLATN TEXT SEQUENCES

13. Since the absolute numerical positions of these plain text letters
in the original plaln bext J-117 are not known, we provisionally assign *hem any
numerical sequence, such as 60-83. Tt should be noted that sdding or subtract-
ing a constant from all the tabulated values does not alter the mathematical
relationships mentloned before.

14, We .then enter these provisional numbers on the respective letters in
the cipher texts. Plot them in seqguence, entering numbers where available, 1in
successive squares of a strip (2 rows wide 117 squares 1ongs. Duplicate the
numbers in & second strip as in Flg. 6.

. Figure 6
Ciphertext(l)-ARPADMEEDIC'LNYSH..._-.'-..
Numbers {1) - 80 69 77 - - - = -
Numbers {2) - 20 69 M - - - - -
Clpher text {(2) - T 0 A E M cC &8 N D MEUSES S ~ = = ==

In Fig. 6, cut the rows apart on the dotted line, forming two separate strips.

Note: GCertain of these provisional numbers may be found to have more than one

. possible location on the cipher texts. That iz, in the case of this
particular pair plain text "sequences, there are two possible locations in the
cipher texts for each of the plain text pairs EU, ES, RE, 0A, IT, EC, and three
possible locations for the pair EE. Such a situation is likely to occur by
chance whenever only two messages of similar underlying text are anagremmed.
When three or more messages aTe anagrammed, the probabllity of such repetltions
oceuring is sherply reduced; for practical anagramming purposes, three or more
meggages would be used. Tor the ‘sake of simplicity here, only the two messages
glven herewith will be used as an example of the process and the proper cipher
fext location for each number will be assumed to be established. 7

DETERMINATION OF FIRST EKEY LENGTH

15. The next sfep is to discover the numerical constant which 1s the key

-




) ing. 4&n N for position 59 in the plain text sequence should turn up.
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length of the first transpdsition-block. By sllding one strip sgainst the other,
we cen match varlous segments of the numerical cipher sequence and duplicate at
some setting of the strips conditions within the second. transposition bloek, When
a constant numerical difference of reasonable recurrence is found, this differ-
ence ‘will be the first key length or an .integral multiple of that key length.

16. . We slide the strips posltion by position looking for a constant dif-
ference and meel with no success, until the strips are set with (1) 51 over (2)
76, (1) 64 over (2) 79, (1) 68 over (2) 83, and {1} 63 over (2) 78, all checking
at plus 15 as in FPig. 7. These four additives establish the first key length as
1s5. One further check on the additive 15 is found in the strip setting (1] 60
over (2) 75 when (1) 66 iz over (2) 81.

Figure 7
(W[ R P A0 N E T DICTLT N ¥ 5 R0 0D T 5 T8 T T3
. 80 69 . 77 67
61 &, -1_31 68 58

{2} g T A F E R S DD B RINNIKTTU.BDHAETSETIT I

(1) RHE T HIGEOERTPAG RL Z T We T T O H E L D R
‘ b

{2) 3 A F HTZRTI XK A I ET B I A E L E A

(1) T I ¥ D ZT0EOVNVEVNET AT LS ITITOOET

e e o i ko g T 5 o ke e i o ot ot T A . 82¥- ol e b o . o ok i o i Y Y 4 Y e 0 o T

{2) N T 0 R RV T DD P T A I NTT I BTZRIZIDOUTCGCTE

(1) ANUD,NERBE_M

79 65 T2
66 8z : = Pairs which determine
{2) v ¢ D EHUL T RUE B strip setting.

PREDICTION OF NEW VALUES

17. With the strips now set to glve these differences of 15 as in Fig.
7, we can predict values -in either strip for the unmatched numbers corresponding
to the recovered plain text in the other strip, adding or subtracting 15, as the
case may require. Some entries will be incorrect becauge the sequences end; but
the correct pleture will emerge as the new values are checked with the eipher
text. That 1s, every numerlical value-recovered will also recover a new letter
value in the plain text gequence, which should be built up simultanecusly as a
oheck on these numerical values. It pays to be bold in these first assumptions,
because erroneous values will show up easily., '

18. Using this procedure, let us build up values within the sequence
shown in Flg. 7.  ¥lg. 8 shows the results of the assumptions as follows: Start-
ing with (1) 61 over (2) 76, we find the mext space is blank; in the third space
we assume a 48 to matech the €3 by subtracting 15, and at the same time £ill -in

"Cipher A for position L8 in the plain text sequence in Fig. 9. Over {2} 71 we

place (1) 56 which recovers (p-1) T. ‘For {2} 65, (1) 50 is assumed, glving

{p-1) E. (1) 81 givea {2} 96 and (p-2) T, (2} 72 gives (1} 57 ard {p-1) I, (2)

73 glves (1) 58 and {p-l) 0. The new plain text sequence TIO now looks ?r?még-
2
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gives {1) 45 and (p-1) 0, (2). 74 glves (1) 59 and the expected (p-1) N, complet
ing the sequence TION. {1} 76 givés (2) 91 and (p-2) T. ' '

Figure g Sidine Clpher Strips

20 69 _ 77 _ 67

(1) [ AR P AEDEEEDICTTL N TS E0 D I 5T NI I 5

61 64 81 68
{2} U T A E E R 8 DD B R I ¥ N KT UBDHAZTTEI I

(1} FE T E T 0 E P 2 ¢ BT 2 T W o T o T T
75 61 (B (9 64 [0 81

‘ 76 63 7 79 65 &%

(2) 8 A F H T R I KA I XK T B I AETLEMAOTGRRT

(1) T 1T H 72 T 0 E 0 VN N T ¥ T L7 i s T T 6 7%

€ 8 6 @ % 63 7
72 83 73 60 7 G 78 62 70

(2) N.T 0 R R ¥ T D D P T A I N T T BTRIXDO UGG E

(1) A W U D N E R B E N
79 65 72

------------------------------- = New assumptions.
66 g2 "l Q
(2 v ¢ D E HL T R H E
Tigure 9 Plain Text Seqguence )

(1) B 0 . A& T , T I
(2) é&———-35 36 37 38 39 40 L1 L2,43 L& L5 6 L7 L8 L9 50 51 52 53 54 55 56 57
(1) 0 N P £ R I 0D A T Z B R O I G HTHTUNTDR. 3

58 59 60 61 62 63 64 65 66 67 68 69 70 7L 72 73 74 75 76 77 78 79 80 81 82
{(z) . D URI NGTTHESEATTT A CEKS B O M B E
(1) D

83 84 85 86 87 88 89 90 91 92 93 9L 95 96 97 98 99 100 101 — >
(2) R T I :

19. Now reset the strips to zero and -enter the newly recovered values on
both strips, ss the case may be (Fig. 10}. Additional plain text 1s now recov-
ered. 'The sequence A - — K - K loocks likely for AT T A C K (Fig. 11).
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. Figure 10 - Sliding Cipher Strips

(L[A R P £ 9 M E E DI CLUNTYG S HOGD I s T DNTITI B
80 69 77 67

66 @ T 6. 6 8 6D 68 (D

A(2) y " K E ER SDDBRINNEKTUBDTHAETEZI.T

(1) T E T B I 5B 08 F £ ¢ R T 2 F WG T 890 ® E L T X

75 61 48 56 &, 50 81
@ 69 76 63 71 79 65 96
(2) 8 A ¥ H T R I K A T X T B 1 A F L E A ¢ I G R R T

(1) 7T ¥ D 2 7T 0% 0V E NN ET LA T LS5 T IO CET

72 83 73 60 7h 91 78 62 70

(1) X ¥ U U N E B E M

79 65 - 72
e ey e e e —‘ O: New wvalues reocovered by

getting strips to zero.
)(Z)VCDEHLTREE

Figure 1) Plain Text Sequence

*

(1) 0 A B T I 0O N P E R

& 4O K1 L2 B3 Bh 45 46 L7 K8 L9 50 51 52 53 54 55 56 57 58 59 60 61 62
(2) A A K _ DHI TDUR®R
(1) T 0D AT Z EFE R OE I G HTHTUUUNTDTZ RTETD ,

63 64 65 66 67 68 69 70 71 72 73 74 75 76 77 78 79 80 81 82 83 8L 85 86 87
(2) L N G T H E 38 E A T T A ¢ X 38 B 0 M B E R
(1)
>

I R
( | 88 89 90 91 92 93 Gh 95 96 97 98 99 100 101 102 103 104 105
2. T T
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20. In Fig. 10, notice also “that (1) 75 now appesars over {2) 45, and (1)
96 over (2) 66, a constant difference of 30. This is what we might expect, an
integral multiple of 15, Sequences containing these palrs build up as before,
but with the constant difference of 30 lnstead of 15,

21, . Return now to the (1) 60 over (2) 75 and (1) 66 over {2) 81 stri
setting which was mentlioned in. paragraph 16. In Fig. 12, starting from (1) gO
over {2) 75, we find {2) 89 beneath (1 74, recovering (p-2) 0. In Fig. 13, the
general process continues as before; the strips are reset to zero after new val-
ues have been assumed. Additional sequences with differences of 30 or 34 will
appear. These differences operate in precisely similar fashion as the constant
15, and may be filled in accordingly. The words ATTACK, TROM, and VISIBILITY
3oon become apparent. The remaining plain text will be gradually recovered as
the gtrips are tried in new settings on the basis of the newly recovered numer-—
lecal values, :

1

‘Figure 12  Sliding Cipher Strips

(1) TAIASIIOCET‘ANUDNERBEMADEI
76 63 71 79 65~ 96 72 83 73

-....-.....__.-....____...—_..__......___._.____.-.._________—.____........_.__.._._.._..-_—_._-._-.‘..___.__-.__._.._..

7
{2) T O A B M C S NDMTETU S . E S 5 E 8 A Y HT P A N

(1) ‘I‘I;TDGTAIDUTRKDSEIRRMAETTA

60 7 91 78 62 70 66
75 61 48 56 6, 50 81
(2) D C 85 C 0O E N UTT A & E R 858 DD B R I N N X T U B )
{1) @E) . . 1z strip setting pairs.
82 )

__________ ‘)=z Assumed values.

Figure 13 Plain Text Sequence

(1) B 0 E M & T 1 0 K P E &
C———40 41 L2 L3 hh 45 L6 L7 48 L9 50 51 52 53 5k 55 56 57 58 59 60 61 62
(2) H A A ¢ KT D HI T D UR

(l)IODATZEROEIGHTHUNDRED 1
63 64 65 66 67 68 69 70 7L 72 73 7L 75 76 77 78 79 80 81 82 83 8I 85 86 87
(2}INGTHESEATTACKS_BOMBER R
(1) "B I I R M I = N
V4

88 89 90 91 92 93 94 95 96 97 98 99 100 101 102 103
N 0O T T A P

{2} - | :
‘ -8 ' ‘> g:ﬁ
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XEY RECONSTRUCTION

) 22, After the first few values have thus been recovered, it is time-
saving and helpful in the further solution of the problem to begin construction
of the second transposition block. The beginnings and ends of the clpher sequen-
¢8s are the most convenient places at which to start, since at these points the
sequences each have one established terminus.

23. A sequence is chosen of a length which approximates a likely column
length for transposition bloek No. 2. Assume, for example, the length 13, which
would indicate a key length of 9 for block No. 2. Using the sliding strips as
before, look for a matching sequence on the basis of the additive or subtractive
15, As each sequence 1s placed into position, new values are assumed on the
plusli? basisg Fo 111 the blank spaces. The partlal result is as follows {Fig~
ure : .

Pigure 1k

13 12 11 10 9 8

il
4%

1 ﬁ
Column
length

@ End of '
™~/ cipher

g7 numerical

@ sequence

O-
Newly

agsumed
values

Start of cipher numerical sequence

2. The student will notice that when the sequence 115-53-94-)3-80~30-
69-111-44-87 is placed in position, the column length 13 does not hold true,
slnce this sequence extends no further than 115, - We contimue on the basis of a
column length of 11, which has held thus rfar. Thig length will result in-an
incompletely filled rectangle for the second block with the shorter columns of
length 10 and the key length 11. It should be remembered that in building -up
the second transposition block in this manner, the block is on its side -- that
is, the lines in Fig. 10 are actually the columns of the second block.

25. Quite often, by means of numerical relationships, the second key
length may be discovered before reconstruction of the second transposition block
iz started. For example, in thls problem when the slidipg strips are set with
(1) 61 over (2) 76, (1@ 6l over (2) 79, (1) 68 over (2) 83, and (1) 63 over (2)
78, these four number pairs are separated from each other in the cipher text by

-
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intervals of 11, 10, and 11 respectively, The mechanics of the second trans-
position block causes constant differences between the sliding strips to appear
onl y when the characters are originally separated by equal vertieal columnar in-
tervals within the second block. Since the total text length is 117, a good
guess at the length of the second block columns would be 11 with the shorter col-

umng 10.

26, The new values assumed im this key reconstruction are entered on the
sliding strips as before. It will now be possible to divide off the cipher se-
quence into the proper segments of 10 and 11. = To complete the problem, it is
necessary only to continue all three processes, sliding strips, recovery of plain
text, and reconstruoction of the gecond transposition block.

27. Reconstruetion of the first transposition block proceeds by taking
off the sequences from the completed second block and rearranging them in their

proper order. :

3

28, It is suggested that the student complete this problem as training
in this method of solution.

GENERAT, REMARKS

29. This same general method may be used when two or more sequences of
plain text have been recovered. In such cases, a subtractive or additive con-
stant will be discovered, but will not necessarily be the equivalent of the first
key length, unless by chance suitable provisional numbers happen to have been
assigned to the recovered plain text sequences. '

30. In all cases, integral multiples of the first key length may serve
to connect known numerical values and thus help provide a sufficient skeleton to
start the reconstruction of the second transposition block.

3. When, however, the complete plain text.-of a message has been recov-
ered by means of anagramming; ‘it Ig possible to eliminate the strip sliding
method and proceed directly with key recovery by arithmetical means. In such
cases, each plain text character is given a numerical value indicating its posi-
tlon in the plein text sequence. .These values are substituted for their corres-
ponding values in the cipher text. That is, the original cipher text is num~
bered according to the final plain text sequence. A numericel constent is then
added to a slzable portion of this numerical sequence, and when the correct con-
stant equal to the key length of the first transposition bloeck has been thus.
added, the resulting new sequence will be Tound duplicated elsewhere in the.num-
erical sequence. Reconstruction of the second transposition block on the basis
of this additive constant can then proceed as described in paragraphs 15 and 16,
The strip sliding method is ordinsrily quicker, however, since it may be started
with only partial plain text recoveries,

32. This general method can also be_épplied to the solution of a single
message where a probable word or word-sequence is available,

1.0
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