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Op-20-GR o NAVY DEPARTMENT
. Office of Chief of Naval Operatlons
RESTRICTED WASHINGTON.

EIEMENTARY COURSE IN CRYPTANALYSIS

ASSIGNMENT No. 5

EQUIVALENT CIPHER ALPHABETS

4

1. Any sequence containing 26 letters may be rearranged s¢ that all the
letters which are originally separated by egual intervals will also be spaced at
equal intervals in the new related sequences. Inciuding the original sequence,
a total of six related sequences may be constructed. :

Example:

RN BT S SR -
DEFTCHIJKLMNOPQRSTUVWIYZ

b
>

{1)
(2)
(3)
(b
{5)
(6) ALWHSDOCZKVGRCNYJUFQBMXITEP

IJMPSVYBEEKNQTWZCFILORUX

f)

VCTQXLELSZG NVU BIPWDERYFMT

PR O
o =

G
KPUZEJOTYDINSXCHMRWE GLQYV
0
3

BKTCLUDMVENWFOXGPYHQZIR

e

In this example, a normal alphabet sequence has been re-spaced to form the other
five related segquences. In constructing them, the original sequence is regarded
as a clrcle and the letters are counted off in equal intervals, then written in
adjacent positions to form each related sequence. :

2. Only the odd intervals from 3 to 11 can be used in re-spacing a 26
letter sequence to form different related sequences., It is obvious that the even
intervals will produce 13 letter sequences, and that the interval 13 can not be
used. The odd intervals from 15 to 25 will preduce identical sequences with
those from 1 to 11, but reversed in direection.

3. Cipher alphabets may be re-spaced to form equivalent cipher alphabets
by the same process as that applied to construct related sequences. -
Example: o
Original Ciphér Alpnabet
| 1. -2 3 4 3
Plain-- DIPLOMAGCYBEFGHJIXNQRSTUVWIXZ
Cipher - VWX ZTHURSDAYBCEFGIJKLMNOPAQ

12345
Plain - DL A'B G
DB

MYFJQTW.
Cipher - V2 U 4]

SVZPFP
ENQXHSYEIL

b An egquivalent cipher alphabet ecan nob be distinguished from the origi-
nal cipher alphahet unlesa a systematlic construction or some putside information

.15 available to identify the original one. The secondary alphabets generated by

shifting the points of coineidence of the plain and cipher components arse the
aame alphabets rezardless of which equivalent cipher alphabet has been shifted.
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ASSIGNMENT Ho. 5

Example:

Secondary Cipher Alphabst

Plain - DIPLOMACYBEFGHJEXENRLRSTUVANX?Z
Cipher ~X ZTHURSDAYBCEFGIJEKELMNOPQVW

FEquivalent Secondary Cipher Alphabet

‘Plain - D LABGKRUXIOCEH NSVZPMYFJ QT W
Cipher —~- X HSYEILOVZUDBFIMPWTRACGENRQ

The secondary cipher alphabet of this example has been derived by shifting the
cipher component of the original cipher alphabet of paragraph 3, and the equiva-
lent secondery cipher alphabet by shifting the cipher component of the equivalent
alphabet of paragraph 3. )

The number of spaces each cipher componenf has been shifted is not the same in
each case, yet the plain and olpher values correspond exactly in each case after
re-spacing.

REMARKS ON KEY RECOVERY

: 5. An equivalent or related sequence 1s a sequence in which there are
spaced at egqual intervals letters which were at equal intervals in the original
sequence. 1Ineluding the orliginal seguence, there are six such equivalent
sequences, corresponding te absolute spacings of 1, 3, 5, 7, 9, and 11, Suppose
the following. has been recovered in the solution of a cryptogram:

XPELUMBIACYQFGHJIEKENDOZRST VW
There 15 deflnite evidence of systéﬁ here, inclﬁding a fragmentary keyword. Con-
struet the other five equivalent sefjuences by respacing the above by intervals 3,
5, 7, 9, and 11l.

Spacing

1. 1 XPELUMBIACYQFGHJEKENDOZRSTVW
2. 3 XLBCFIDRVPUIYGKOSWENAQHNGZT
3. 5 XMYJTZWUCHOVLAGDTEIGNSPBQXKR
L. 7 ¥IHRECETUQDWBGZPAJITSLYNVMEO
5. 9 XCDPYOEQZLFRUGSMHETBIVIEKWAN
6. 11 XQSIDLUHWYRBNEGVGCZMEPFTAOU J

The equivalent sequences were developed by the process of decimating. Only five
equivalent seguences need be retmined due %o the fact that decimating by 13 glves
13 pairs of letters, and by any odd number higher than 13 results in the same
sequence ags already obteined running bvackward. Decimating by even numbers will
Tesult 1n two 13-letter sequenceg (26 letters in the alphabet}.

One of these five is the sequence used by the enclpherer. Careful lnspection
Shows that the sequence obtained from spacing 9 has a regular and systematlc pat-
tern, exhibiting all the characteristics of a transposed keyword sequence:

(7) XCDPYOEQZLFRUGSMETIBIVIKWAN

The generating figure built up from tials sequence turns cut to be:

‘This 1s the only one of-the six

] 1!

COLUMBIA

DEFGHJKUN sequences which will yield this
PQRSTVWIX figure.

Y Z l .i
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ASSIGNMENT No, 5

6. Ingpection of the Toregoing equivalent sequences shows that letters
~ which were adjacent in the original seguence are now separated as follows:

Seq. Interval between criginally
¥o. Int. adjacent letters in (1)
1 1 1 i ‘ ' 0+ 1
2 3 9 3x 9= 27="26+1
3 5 21 5 x 21 = 105=4.2604+ 1

L 7 15 7 x 15==105==4.26 -f 1
pl 9 3 . -3 x 9= 27= 260+1
5 11 19 11 x 19==209:=8.26 +1

From these Tigures the following rules may be deducted:

#Tq obtain an equivalent sequence in which letters gdjacent in the original
sequence are spaced any desired odd aumber of letters apart, respace the origi-
nal seguence by that number which, when miltiplied by the desired letier spacing,
will give a product which is one greater than the nearest even multiple of 26.™
For exemple, the Tinal spacing of 3 in sequence No. 5, muiltiplied by the Trespac-—
ing interval of 9 for this sequencs, gives 27, a result 1 greater than 26. Re-
spacing intervals of 23, 21, 19, 17, and 15 will give the reverse of the above
rive sequences, in which originally adjacent letters are separated by 17, 5, 1%,
23, and 7 letters respectively. This rule 1s useful when it is desired to gx- .
pand a segquence Lo some other letter spacing.

REGONSTRUCTION OF MULTIPLE ALPHABET SYSTEMS

- 7 When the same sequence has been used for each of the ¢ipher com-
ponents of a multiple aiphabet system, there are definite relationships between ,
the individual cipher values which may be utilized in recovering other cither
values after a few have been identified through analysis. :

{a) When the plain component ‘is ariginally a normal sequence, the
¢ cipher seqiences will be recovered in their original order and new values -
 may be placed in the various cipher components &s s500n as their relative
positions have been established. .

(b) When the plaln and cipher components are originally the same
mixed sequence, the pldain component enters into-the Teconsiruction in the
same. manner as another cipher component .

o - {e} The reconstruction of a multiple alphabet system in which the
plain component 1s a different mixed sequence Trom that used in the cipher
components, requirss a relatively large numper of values identified by
apalysis. . '

. 8. The - principles used in the reconstruction of multiple alphabet
systems are explained by the following case in which the plain and cipher con-
ponents are different mized sequences,

(p) ~DIPLOMACYBEFGHIXNQRSTUVWLZ >
(cl}—Q_PQ,VWXZTH__U_RSDAYBC.EE_GIJ’KLMN
(cz)-EOPQVWI-ZTHUR-SDAYBGEFGIJK-LM
(¢3) ~EFGIJELMNQOQPQVWXZTHUIRSDATYRC

The interval between letters of two cipher components, letters which cceur in the
same vertical column, 1s equal to the amount of displacement of one component
from the other. I

0 {cl) te N (e2) is.an interval of one, the amount of shift between the cipher
components {1) and (2). _ _ : .

E {c3) to 0 (cl) 1s the same interval as 0 (¢3) to U (el), and is the same inter-
val as U {c3) to F (cl), etc.

-
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ASSICNMENT No. 5

Thus, a chain of letters, E, O, U,.F, etc., with correct relative spacings, could
be made from the vertical relationships alone, when the order of the plain com-
ponent sequence is unknown. A set of equivalent alphabets might be the result of
construction by this means, but the original in this case would be ‘ecognized
when the proper spacipg is found. : :

If the vertical relationship is used between components which are originally dis-
placed an even number of letters, such as (c2) and {¢3), a chain of only 13 let-
ters will result, and if the components were originally displaced 13 letters,
they would show only reeciprocal relationships. - :

9. The application of the principles explained in paragraph 6 will be
demonstrated by a ‘practical problem. Suppose the Enciphering Table obtained dur-
ing the solution of a eryptogram appeared as follows:

UV WX

(p) -ABCDFPFGHIJKLMNOPQRST Y Z
(el) ~ZUT R DAD Vv CW G I H
(e2) -XHZNT DO WBY EFG T
(e3) - L E2 WF IRKT T URS .

Since the linear interval betwsen R and P (¢l) is the same ms that between P and
F {c3) i.e., R...P and P...F we may arbitrarily assume this interval to be one
{by placing the two columns in which the Identically spaced pairs occur together)
and build a cipher sequence accordingly.

Component will be included as:

Illustration No. 1

(p} - EI R preceeds P in the first cipher alphabet:
{el) - RP F follows P in the third cipher alphabet.
(c2) - Uo If the sequences are. identical, there
{e3}) - _PF should be an R preceeding P 1n the third

“cipher alphabet and P in the first should
be followed by en F. F cipher has not
been recovered in the first alphabet,

R ocipher in- the third- alphabet ocecirs
beneath 8 (p}. -
Illustration'No, 2 = Illustration No. 3 - o

(p) - 8 IE {p} - SE.I‘- .7 " G 'preceeds R
{el) - G RP {(c1l) -~ GRPFUO  in the first,
{e2) - PTO " (e2) -G RPFU O ' ‘g0 1t should
{¢3) - RPT - . GRPFUO form part of

(c3)-
N the seguence
in the third.

.The‘process‘of adding new values to the plain and Qiphqrﬂgequen¢es progreased
through the following stages. - T S -

R
o

Jilustration No. L .

o

Y,ﬂ.,u

SRR R

(p) - ‘T SEIRB Y-

{el) = T8 "GRPFUOGEER =71

(c2) - Is GRPFUOEH X T -

(e3) - IS GRPFUQEH. 7

- Illustration No. 5 _
(p) - 0 L T SEIRB Y NC )
{el) - WJ VIS GRPFUOEH CT B3

{e2) = wJ VIS GRPFUOEE CT “BZ -

(e3) - WJd VIS GRPFUOEH CT BGZ
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‘Tilustration No. 6

(p} - M HO GLT SEIRB Y NC A
{¢cl) L. XKAWJDVIS GRPFUOEH CT BZ
(c2) -KAWJFDVIS GRPFUOEH ¢T BZL X
(¢3) - XXA¥JTDYIS GRPFUOEE CT B2ZL

The intervals between E, F, and &, and between V, W, and X, in the cipher se-
quence obtained above, indicate that equivalent alphabets have been recovered
which should be re-spaced by counting off every third letter in the reverse
direction. i

Iilustration No. 7

{p) - I LOMACYBE GE N RST

(¢l) - 0P VWXZTHURSDA BCEFGIJKL

{e2) - 0 VWYXZTHURSDA BCEFGIJTKL
(¢3) - EFGIJTEL 0P VWYXZTHURSDA BC

The keyword sequences used are now vigible and the missing values can be entered.

CONTINUATION OF SOLUTION FRCOM ASSIGNMENT No. 4

10. A few more values are necessary in Table IV of Assignment No. L, in
order to completely reconstruct the system used. Let us obtain these from the
following parts of the eryptogram (Assignment No. 4, page No. 10):

Line 1 . Line 6

Alph - 123 4 567 8 12345678938

(e} - KPTXSLIC KFMPSLGX AH

(p) -¢c0 MEN E ¢ T ENTY I

New - M « G w

Lines 1 and 2

Al?h -1234L56789 ¢ 1234567894 1

{c ~-MITKEAQJIBFZA JGMBSLNPHH E

{p) NHUNDRED 0 TEENA RI

New - ’ F TR P L
11. Adding the new values just obtained to those in Table IV of Assign-

ment No. 4, gives the following- table for use in reconstructing the aystem:

Plain ~- ABCDEFGHIJKLMNOPQRSTUVWIYZ2

(el ]

1 -G K L B M J
: 2 - P G v
:3-6-8 - F G 0 UNTLEP JWMK X
: L=7 - N I B X A DKG P 0
5 - QS U B- ¢ - & Z
9 - 0 Z g s - ¢ :
=+ 10 - 7 H A - B :

The reciprocal relationship between the plain and each cipher comporent will be
ignored. ) .

On account of the L and B being -found in two vertical columns, a good starting
point is to assume the L and B to be adjacent in the cipher ccmponent. Then the
following will also appear in the clpher component: GN, XI, Ma, FQ, CS, PG, and
WE. ’ :



ASSTGNMENT No. 5

Using the PGN sequence in the first three cipher components, partial recon-
struction can be made:

P%a?n ——WTA QR P L

s {c

1 - PGN ‘ WE

: 2 - ¥ PGN

13-6-8 - M A HT PGHN

47T -PGN D

t 5 - PGN

: 9 - CS HJ ‘

: 10 - M A

P%a}n -~ HEWTA S OR Z N P 1L U
s e

: 1 - LBEPGNHN 0 CS5MA WEFRLJ
: 2 -a4g v LBPGN

:3-6-8 - O0CSNMA WEHJ v LBPGN K
: L=7 - LBPGN KI D 0CCSMA

: 5 - 0CS8SMA WEHJ v LBPGN

:9 - 0CSMA WEHJ v

: 10 - Z 0OCS MA

The three partial reconstructions may now be combined:

P%&?Q - HEWTA S OR 7 N P I T

: 4] : .

+ 1 - LEPGN OCSNMNA WEHTT

: 2 ~- HdJ v - LBPGN

:3-6-8 - O0OCSMA WEHJ Vi LBPGN KI D
P o4-7 - LBPGN KTI D 0CS MA

5 - 0CSNMA WEHJ v LBPGN

: 9 - OCSMA WEHJ v

: 10 - Z OCSMA o

It has been shown that most of the cipher sequence could be cbtained without con-
sidering the fact that the plaein component is the same sequence reversed. The
important point is that the complete system may be reconstructed from a relative-
ly few values obtained through ansalysis of the cryptogram. .

The seguence used in this problem is random mixed,ntherefore, the original one
cannot be distinguished from a related one which may be reconstructed. The ten
cIpher components are set with the keyword GUANTANAMO under A (p)

HEMARKS ON POLYALPHABRTIC SUBSTITUTION

12. The same method used in determining which cipher wvalues probably re-
present vowels or consonants may be applied to polyalphabet substitution eipners
as that described in Assigmment No. 1, for monoalphabetlic substitution. However,
the values in each alphabet must be considered with their respective prefixes and
suffixes in adjacent alphabets in studying the frequencies of their combinaticns.

13. After the original sequences of a polyalphabet substitution system
have been recovered, subsequent messages using these sequences may be solved by a
modification of the method of completing the plain component described in Assign-
ment No. 2. The plain component sequence must be compieted beneath the letters
of each individual alphabet in order to select the proper generatrix which corre-
sponds with each alphabet. The proper generatrix will show more and a better
agsortment of high frequency letiers than any of the cother generatrices.




ASSIGNMENT No. 5

14. In some cases there will be Insufficient recoveries to permit the
mechanical reconstruection illustrated in paragraph 9. Another method which is
useful in this case wlll be illustrated, using the same data given in paragraph
9, in order to compare the two different techniques,

It can be noted that the cipher letters K, F, and G in the second alphabet are
under the plain letters R, S, and T. This indicates that they are alsoc lined up
that way in the original table so we start our building-up from there:

Illustration No. 1 This expands immediately to:
(p}) -RS3S T Illustration No. 2
{eci}) -~ G I
(c2) ~EFG (p) - _RS T _
{c3}) = TRS (¢l) - EFGI
(e2) - EFGI .
(¢c3) - URS

There being no E in (cl) and no I in {e¢2) we shift to another section for attack:
In {c2) and (e3), W(c2} is over K{c3) and V(c2) is over J{ec3). These low fre-
quency letters are likely to be adjacent in a keyword seguence;

I1lustration No. 3 This expands to:
{p) -0 M Tliustration No. 4

{el) - W
(c2) - V W C(p)-Lbu
{e3) - TK {cl) ~« VW

' (¢2) -~ VW

(e3) - T 7K
) The I in {c3) connects the second group to the first and expands it to:

X({c2) and L{e3) under A(p) indi-
cates that it follows after M(p)

Tllustration No. 5

».

(p} -DI_LOM and that the keyword is DIPLOMAT
{(el) - T FPTFW _ or DIPLOMATIC, ete., in the plain
{e2) = XN O component. Further bullding-up

{e3}) _-EFGIJK ' gives:

Illustration No.

6
(p) ~-DIPLOMACYBEFGHJIJKNQRSIUVEXZ

(¢l) -0P " TRXZTHUR DR EFGCGI
(c2}) - NOP VWXZTHUR D EFGITK
(¢3) ~EFGIJK P VWXZTHURS

The plain keyword is revealed as DIPLOMACY and the cipher Keyword as THURSDAY.
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Problem No. 1

Prom: J2 {CinC BLACK). FF16-1615
To : OK (COLLECTIVE CAIL). 16 Aprll 193¢

- DGHKT WFYFJ NVHKC JEAXH ZIJMF RXPQB HXNIO VPVIH IEGJB UZUUG VWECA
BEDQC EEGIT WWVFB WXHFQ SIFRP XZELS ZEGAW VAHFC CDVZB  0ZYVY SFGHT
YHQGH ZXGOB NCULT 7YCIIP MSJLP MSJLB UCRKP ZDYKQ VEKVGP HEXOJC EEGAW
EWTVH SWJM{ VVHOB NLVFB YCDKB O0JPOJ BXUUC EEGGW VAHFC ~VXGUF NFPGC

DEDXX TCUQS VIDYKZ VZUUZ FMPXB TCVFA DVIGC DGDIT GZVFD SWCGC NFXQS
MDYXZ . VIEMO WZYDT NVIXT UZOFT TEDOJ BKYFZ VWJEKT WX0FQ NXTQA VMHERT
NXCUA TFCGTF NIRUA VIYYF EWWUP- UMYTL SZCUL ZFTPC VFTPC VXGUF NFPNM

Frequency table:

(a) ~A B CDE F GHIJKLM NOFPQRST U VA4 XY2
[ 3 145 2 1211 3102 53 K155 135
(2) - 2 74L8 7 31312123 1 2 L7112 -9
(3) -1 351 110926 13512 L 5 71 19
{4} -1 1 11 5143843 14262 210 2 511
(5) - & 10 121 Ly L 7 21 263 37 3 314
Problem No., 2 : o o j
From: CRUISER DIVISION COMMANDER. @50515 MARCH
To : CRUISER DIVISION (HOUSTON, AUGUSTA, CHICAGO) _
PIDHI _YACSQ TQKVK IXFVW YQJMB AHQBA QZSAT BKGRA ROGEF NGMGA QPNMB

EIARD LZ0AS BM THEMM NXNHK T.0GDK PJCCO YQMBF BICEX IKEZA LMz
NJNYM NCMXX BWKZY BQNYP VBCMCW PNMCD AOGZA ATBHX YJNBF RGZHH YYXIF
IWBXM EWPPK QIEAF NSIAF JHEGKM PZMFQ NTIKD EWZBI RIFXB REKFCE YBBRV S
ROXLV RPIDEI  YQCCK FBGGI BUJMB AHQBU JHSCH FILWLF BAGCT QWIVH TFQFVE
FOORA RQCCK RWMCT PAR'ZQ, NJNYN LICRP BCMCE BWGMN ‘VLU'BHJ’ . PIXLI EHJMOD
NQIMB _AHGBL
Frequency table:

(fa} ~A B CDEFGHIJXKL MNQOP QRSTUVWNIXYZ
1I] -~ 510 3L L L2 6 17 7 37 1 7
(2) -3 2 3 166531 15110 132 7323
(3 -2 4 72247 336 10631 312 11 2 .
() -4 51121 27 24 6 11 51 L 4 35 .
{(5) - 6_5 526 36481 3313 5 1 12221

|



ASSIGNMENT No. 5

Probiem No. 3 Serial No. 1

From: AB.
To : CD {COLLECTIVE CALL).

PYAVG GRLIV EDMFT VFSXV ONOWB SBNOW PANHA ZWIVI TEOTO OYGDB CUYJR

LIVEL TYCPT SNSHS XNVXDW UPADIL WUSUP  AZHNA VWDTRH. CUTJV AXNZ ONFMN
NOOCP AH#AC WTAVGC GRLIV KEOWYE CLPXW ONLGU GOPSS DNGAD GMYVT YXDUSS
VNLUZ VKTLT VMIZM SDIRT QXAKV

Problem No. 3  Serial No. 2

From: EF {UNIT CALL).
To : AB.

XAOLR MNGFN NUDOM DXCX¥ DVNSN AKMAW RLIVE WWSHH OCPAZ STIGL GVOXO -
TQOSL XYUME_ AQTVA YADZH VYFXA ZZEAQ TLWAB WTHTS DWOOY OCNQY STCAG
OVEDM FIVFT XGIBF DMNDA TGOTN CLSXF BVIGH DGMZB YWONL GUNSL NAMYV
HAAMI FMZSY TVUFX_ OTOCU

Frequency table:

() ~ABCDEFGHIJKLMN OPQRS TU VW XYZ
T -1T71T 6 1T 75 L5241 24 &61I.2
(2) -1 % L4 11 6 5 2 2 410 2% 6 1
) {3) —221212364.1223211 2 31 7.2 b
{4}y -3 21 L2 rT255 52 23 24716 2. 1
(5) - 6. 114242 Lb4 761 1h 61 53
{(6) =727 4 29 1 52 116 12 14 5 1
Problem No. 4  Serial No. 1 )
From: COMMANDER BATTLE FORCE. _ o © g611¢g@ MARCH
To : COMSUBRON ONE. COMSUBDIV SIX. : _

KEYSA DORSD RPOHZ KTUEC QKPDK BRRPO RBPML -~ LEKRRN YOHHS HATOR SDRPJ
PMDAN IXTOV YUBRU ADIXH SUKUP UKAUA _BDSCO TMFEA LEHGU CFEWI

Problem No. 4 Serlal No. 2

From: COMSUBDIV SIX. F6140¢ MARCH.
To : SEALION. SEAWCLF. SAURY. , :
Info: COMSUBRON ONE. -

OBUCR GEOPD BDHNQ CWNLQ UKCHV HQKBU CGEGQ JLAMH VNHZR HEGTM YRFJF

PFVWY VWUCO TFILXRP TKKOV WBDHN QCWBN OBMOJ DBBZB ZVHBR - JTOEU _CRGEN

HZVHV OAMRE HULZN

o
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" Problem No. 5

Peshawar, India, August 13, 1930. Peshawar is a British Indian Army Post guarding
the Khyber (Khaiber) pass, the gateway between Northwest India and Afghanistan.
It i1s fortified against periodie attacks by Afridi Tribes.

RLWFN PPRRA JUVMZ DMIUK YKUZO SEMUE - GXJCF SUEBI ZPUSI CUEDU SZSQH

FUTJV MNIYK AUNAT TPQWB APWDZ ITEPZ HIBEQ IE0QS WNRHH ZYNAX BKUIP

XKUCA HIEMU BUPAL CUTRV DXKEQ RIKYP FHFAE VWAEA AXET  ICICZ  WKTWI
BHUSH _1BB9L ZDEGB WAEQR KUVBG FEGTBR DCTOF DXXUH . OPZVD VKCIW ZEKSN
IMZHR. LYQAK JBAZC TLRYH TANAR YKOKI XYFUF SWRDE ~ CQSWN RHHZN PEAYX
OXYPL ELABM DJBGT CEZWC XWFMV FXKRC XXKEA QSWNR HHZVW MFCXF EKYJY
HIBBS LJUIV WGJPU WGYYF XHIBI ZRW¥BO JNMGU BWXAX DUPNW WZHAT TIAYHD
VHREB TFCKR IUVBB TQSWN _RHHZO UVCUB VEMKJ YKFZQ ZNCT# JMNRR GCSCH
FSZCV CGNAZL WICHU STWTY AHUTA FMNJM HISOE YRDIA YSKST WPVEP ZZAFN

"HCYKX XBGUU

Problem No. 6 ’ _ . )
From: COMMANDER CRUISER DIVISION SIX. - 24993¢ APRIL -
To : CRUISER DIVISION SIX. . .

ZXALX WIHMG PPEUG DQVIGC HUUPM WBUZQ BTOYF PJYZF 1XAOS XPEUG ZFQUA
WLV _KCLJI TBESX HZNZL JJUGD SGRGZ XXOOW ZAGYA ANGHN GUAAK WLVKZ

BRKPA ZJAWP OYCFO OXPHC LJITB ESKHG HVNWR AJXES - LUZAM ZRUZS NUXNG
VAAMG HLSSB JAUAP AVUVE GQYVOR GPLVY YJLZJ RAWZH EYYVP ETQXL‘
(Collateral Information: It is believed that the

cruisers Marblehead, Raleigh, Concord, Cincirnati
ahd Trenton are in Division Six.)

, " It is necessary that the Student's full name- )
' . and present address appear on all work sheets
*  and correspondence.’ Course material will be B
returned only.in the penalty envelopes pro-
vided for that purpose. R

=-10-
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Op~20-GR . NAVY DEPARTMENT
_Office of Chief of Naval Operaticns

RESTRICTED WASHINGTON.
- ELEMENTARY COURSE IN CRYPTANALYSIS
ASSTGNMENT No, 6
SLIDING STRIPS, CIPHER DISKS, AND SQUARE TABLES
1. It has been noted that secondary cipher alphabets may be derived

from an original or primary clpher alphabet by shifting its cipher component
relative to the plain component. Also, that components of .cipher alphabets
consisted of either normal or identical mixed sequencés written in the same or
in opposite directions, or thelr- components conslsted of different mixed se-
quences.

2. In a polyalphabet substitution system the components of the original
cipher alphabet may be Placed on sliding strips for convenience in shifting
them to the desired points of coincidencs as designated by the key in effect at
the time, Cipher wheels or disks will accomplish the same result in a some-
what more convenient form, since the sequences are written in a ¢irecle and
therefore colncide contlnucusly throughout their length. Cipher disks con-
slst of a rotating disk, the circumference orf which is divided into 26 equal
segments carrying one of the sequences, aud a stationary disk, similar but
slightly larger carrying the other sequence, upon which the rotating disk turas
coneentrically.

3. A sguare table contains all the cipher alphabets which result from
the sliding of strips or rotating of disks earrying the components of the alpha-
bet. Square tables are often ocalled "Tigenere Tables" after the French crypt-
analyst who first advocated their use. The conventional form of square table
is econstructed ag follows, using:the keyword PYTHAGOREAN:

1 PYTHAGQRENBCDFIJKTLM GSUVWXZ

2 YTEAGORENBCDFIJXL M QSUTUVWIZP

3 THAGORENBCDFIJTELM QST VWIzZPY

L HAGORENBCDFITEKLM QSUVWIZPYT
.2 AGORENBCDFIJTEKELMQSUVWXZPYT H

6 GORENBCDFIJKLM QSUVWIZZPYTHA

7 ORENBCDFIJXLMQSUVWXZ2PYTHACG

8 RENBCDYFIJEKELMQSUVWIZDP YTHAGO
9 ENBCDFIJTKLMQSUVWIXZPYTHAGDO K
10 NBCDPFPIJTKLMQSUVWIXZPYTEH AGORE
11l BCDFIJKLMGSUVWIZPYTHAGO REN
12 CDFIJTKLMQSUVWXZPYTHAGOR ENB
3 DFIJELMQSUVWXZPYTHAGORTERNSBGC
I PIJELMQSUVWIXZPYTEAGORENBGCD
15 IJTKLMQSUVWYXZPYTHAGORENBGCDTP
16 TELMQSUVWXZPYTHAGO RENBCDTF I
17 KL MQSUVWXZPYTHEAGORENBCDTFITJ
18 LMQSUVWXAPYTHAGORENBCDTFITEK
19 MQSUVWXZPYTHAGORENBCDFIJEL
20 QS UVWXZPYTHAGORENBCDFIJEKLLHN
21 SUVWXZPYTHAGCORENBGCDFIJEKLM Q
22 UVWXZPYTHAGORENBCDFIJTKLM 93
23 VWXZPYTHEAGORENBCDFIJKLM Qs T
2, WXZPYTHAGORENBOGCDFIJEKLM Q8UYV
25 X ZPYTHAGORENBCDFITELM Q3UVVW
26 ZPYTHAGORENBCDFIJKLM RQIUVWI



ASSIGNMENT No. 6

This square table represents the cipher alphabets resulting from the shifting of
identical sequences, written in the same direction. The top line contalns one
component while vhe other 25 lines centain the variocus relative positions whieh
the sequence occupies in forming the secondary cipher alphabets,

A square table representing the results of sliding different segquences, or iden-~
tical ones written in opposlte directions, must have a line added at the top to
contain the other component. )

L When sliding strips, cipher disks, or square tables are employed in
multiple alphabet or non-periodic clpher systems, the cipher value which coin-
cides with the initial letter of the plain component is usually the "key"™ to the
particular cipher alphabet designated for use. Thus, the left hand column of
a sguare table contains the key values.

REGULAR PROGRESSIVE-ALPHABET CIPHERS

5. Wnen the 26 cipher alphabets of a square table are used irn reguiar
order to encipher successive plain-text letters, (the same effect as sliding
strips or rotating disks one letter at a time) the system is calied a regular
progressive-alphabet cipher system. Although regular shifts in amounts greater
than one step ab a time are also regular progressive cipher systems, the com-
ponents of the cipher alphabet could be respaced to reduce the shift to one let-
‘ter, between the encipherments of successive plain letters.

b, The egcipherment'of a message by a regular progressive alphabet
clpher system, using the square tsble of paragraph 3, would appear as follows:

1 2 3 L 5 6 7 8 91011 12 13 14 15 16 17 18 19 20 21 22 23 2} 25 26
MY P O & T TTIONTLA®TI? UDET®TWETNT TTYTH
M TTDNJXG GEUTIMYJIYKETTZSEKETATZZTPT
R E EDASTHTTHEIRT Y TILON G ITUDESTEUVE
N F 7 F Z NN ¢ WL T F A S X UGS I O0HEKG 5 R
N T YT ERETETDASTETHTIRTTETEDNSNATS SETE
¥ H H ¢ R D I-7 S F A 1 I X T Vv M 2P T X WEXZG S R
N T E® NHUUNTGDTGRTED

TH B C F E Y K S K M W

The numbers at the top'of each column designate the line of the square table
which was used as the cipher component for enciphering the plain letters of that
column.

Note that repetitions in the plain text do not produce repetitions in the cipher
text unless they occur at an interval which is a multiple of 26.°

SYMMETRICAL SEQUENCES
Py

T If the same plain-text ietter is enclphered by the successive lines
‘of a agquare table, the resulting cipher values are those of the c¢ipher component
-in its original order. Therefore, the corresponding cipher values of a plain-
text repetition will be found separated by the same interval in the cipher com-
ponend as in the text of the message., These series of cipher values which have
a direct space~relationship in the cryptogram and the cipher component are call-
ed symmetrical sequences. The space-relationship between the corresponding
letters of symmetrical seguences becomes the interval between the columns into
which they fall, when the cryptogram i1s written in lines of 26 letters

BJEZNN

J S F AL

Symmetrical sequence: XX P TR
HHGERD

X
1

—a-

M’
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.The corresponding letters of these symmeirical sequences {taken from the crypto-
gram of paragraph 6) are at intervals of five columns, and they will be found at
intervals of Tive in the cipher component. This may be verified by reference
to the square table of paragraph 3. The use of this space-relationship in re-
constructing the cipher component will be demonstrated later.

8. Symmetrical sequences can not be readily recognized .in an unsolved
sryptogram unless some of the cipher values are repeated, such as those under-
lired in the example of paragraph 7., The symmetry of the other cipher values
resulting from plain text repetitions bscomes evident only after the cipher
component has been partially reconstructed. Chance may cause a few values in
& cryptogram to have the outward appearance of a symmetrical sequence, yet these
may not be the results of plain-text repetitions. Symmetrical sequences are
aleo Tound in cryptograms enciphered by other types of cipher systems and are
valuable aids in their solution. . ] '

SOLUTION OF A RECULAR PROGRESSIVE CIPEER

9. The problem:

JZS8S S WBPDZZLFOM E KQPDJIHCKTUMNM [
EFC00XHMYTSILIIGBSGGEYVDSWAJOQE
XUPWENJKCCHWOZ QD PYNVJIJO0QE
XKUCDSLEWCOCFRAIAVMS RSIXYTPOPG

DHUVNEXKVECYYALRIGCOQDNZCGLRE

KFHQRNJIEB

The text of the problem appears in lines of 26 ietters, which was determined as
the key length by the process of‘factorigg._' :

10. If standard cipher alphabets had been used in this problem, the
solution could be obtained by the method of completing the plain component. In
applying this method to regular progressive ciphers, the plain text appears on
a disgonal 1line due to the shifting of the cipher component, instead of the
horizontal line in the case of monoalphabet c¢iphers. Also, 1f sufficient text

_had been given, this problem could be solved as a 26 multiple alphabet cipher.
However, the special method for solving regular progressive ciphers, by the
recongtruction of the cipher component from symmetrical sequences, will be
demonstrated.

1. . The symmetrical sequences found, with their space~-relationships in
the cipher component, aré as follows:
(KU) MCABCOOXMYSITI =35
(UP) WENJEKECCHWOZR3
CDSLRWNC (FQI) --22
REKFHOQE (NJB)
SSWBPDZZ -7
YYALRQO

The letters in parentheées'may be assumed to belong to the symmetrical sequences,
but their positions in the cipher component must be ehecked with other good

values.

12, The reconstruction of the cipher component progresses through ths
following steps:
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123k 56 g 8 910 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 Interval ]
2 7 ’
Y ¢ C K 3 Z 5
H R C : 22
H b
7
Combined
5
L Assumed
B F 1 I L Q. W 22
: M W 5
D Q ) 7
PYMTHAGIORE N B C D F I 7 K L M g 8 0Viw X Z Combined

W HilH

-

O

s

o
Sis

n
el
0 03

==

A

This complete reconstruction of the cipher component was alded by the fact that
it is a keyword sequence, but partial reconstructions could also be used to ad-
vantage. ‘

13. Now that the cipher component 1s recovered, the cryptogram can be
"converted" to the basis of one cipher alphabet, This conversion proccess makes
use of the known shift between the components of the cipher alphabet, thus re-
ducing each letter of the cryptogram to its equivalent value had the components
not been shifted during the encipherment of the message.

14, In order to make use of the known step-by-step progression, the

cipher component ,must be shifted as in a sguare table. The square table for

this problem is that given under paragraph 3. The eryptogram could be conver-

ted to the basis of the clipher sequence itgelf in the position it occupied dur=-

ing the encipherment of the first letter of the message. Thus, the first lettexr

remains as "J", the second becomes "X", which is the letter of the first line of
“the square table above "Z" of the second line, ete, The first two lines of the .
problem with the converted wvalues and: plain equivalents found by solving of the )
monalphabet substitution are as.follows:

Line 1 ~=—=== JZ8SSWBPDZZLFOMEEREKQPDJIHEHCKUMEC
Converted -- FJX MLQGSGLERTSGSYHNSVNEKSXSD
Plain ------~ MYPOSITIONLATITUDETWENTYTH
Line 2 ===== ABCOOXMYSIIGBSGGYVYDSWAJTOQE
Gonverted ~-~- ANNHTQDSDGASXRLEGCGSYHENQNTUN
Plain ----=-- REEDASHTHIRTYLONGITUDESETYVE

15. It should be necessary to convert only a few lines of any problem

to have sufficient text to solve the monoalphabetic subgtitution. The plain
sequence can then be written as an extra line above the square table an the

megsage deciphered bg taking the plain values off directly instead of the values
in the top lgne of the square tabtle. The primary cipher alphabet for this

problem ia:

Plain =~—w=- QUADRICLBEFGHIEXMNOP STVWIXYZ
Cipher —-=-~- P THAGORENBCDFIJELMQSUVWIZ
These sequences are constructed from the words QUADRICULAR and PYTHAGOREAN, which .

are two other names for a square table.
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AUVZIS_ZFBFYEIRBIOWAOYJT‘_B“’_LT
DGKUITTZBDBEQ,IOCJRF‘.‘.’XDYHG.M
PP I S WZYPJPFV S5 Y GG S HQKLALZAQGGTFHN
T ¢ Q H G Y L B Z P D V C 5 3T W Wa N T P T MBS
T T WO K OTCGMZTYETG 7T 4 RAU Y 1 wBHAMEZF L
OF £ 5 WULPDNWTZE T I RL Y I P N Q F N
UTCQ‘HDGYLBZPDVVCSJ WGT N T P T M E
0 s vV B W J B L V X 2 P 7Z R R YUY T WHEPILPTFEFT
R BPGXBULTYVNYJPRGTIHTF X L ¥ B L P 8
H J T WIJTTQWETESQ[QTPFOITI?Z M B T Q P Y M
DU QWAT®ZO0OWDGC L Z @ MPHTUK

Problem No. 2 Naval Textc

D I A WETILTETG CAZEKTG GMZXSGEOKWTHHDTYXHTYHN
E EV X G A F L UGJ B EKEGTP Z P Z URTGQQTIEUMPD
T 7 v 2 $ ¢ KB B QJ r 0 U RIVERETFTPFTYHRTINER
AUQL.FJ‘S‘K'PQ,-J'EAP_.X.AJXWJ‘YEXPLO
R T T B ¥ I NGTO CRET YT gXHMXFOXZ2ZWNDDAZ
F P B AGEXJRHEHG SBNIJIWQ Xz UUOYXWETETBEK
IBWWAC.JRYC—QUFV}{OUDU,GU,J'XZQ',I
ABIISVW_KHPBVMUVNZUWTSR-WAHE.D
O & 8§ ¥ I §E P ¥ 0D X ¥ C RPF MBJIVBRIPPD
s N VT AGE XK ILMGETXZ XJT ZRPMBMIZMERTYQA
D HS 8 0 ¢ 8B 3

Problem No. 3 Naval Text

A WHUYT § 7 I A L C QXD OC WOGTYXHTIXHB
¢ VvV F AV DG G 6 X R BKNAJTIZAGTILZEXKTPVC
E GPBCEw;rzODMKMKSJXHﬁRGQBH
T g ¢ F WTF ML G OTUTNMBOGT®PLOSMRBRIT
EYHXBBSMHGUKDKNJFGIMTVVUYI
TMDOQQYMZOQFAKLPNTNTBAHRRS
6 ¢ zRVRYETEN

-5
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Problem Neo. 4L Naval Text

14 &April 1630 -- Fleet Tactical Exercises. Forces not in contact.
FROM: AB (FORCE COMDR IN BLACK FLEET)
T0 : CD, EF, GH, IJ (CALLS NOT IDENTIFIED)
INFQ: YZ (CO¥DR BLACK FLEET) Time groups:  0014~1600
4 Q Y T E C PP Q3 I BGCXKJIDGY YL G T Q B
vV BEWETYP WYV WHETNSESATE-Z GABTUS W I
S®H JAYEDBYRDLHNOHXQXYNDNLERTP?ALSA
¢ I PTYNODSBJITBZEKEKTTELALHMUTUJIUCHNMW
Z ¢ ¢ EV AP WYY WHEUNT RAGDT?P®GMGTPTIJIJTC
H ¥ ¢ N g I P T XETF WYTATZXILYURTUTYTZGTRTGZYV
E 0 @G 2 B XD WCJIT I WP o BDRGRTYTYG JI ML C
X 1 L ¥ T C Y aNGJ KT BGHUSTVRTUETTGBO W
M P A TEUGO R E V XX MCTYESTUYNTILSESTPATSHE
¥ T vV ¢ s vy WP XRDBGZENTOUDI KT BIBWUJITFO 2
VTDEHRJYW?PFNMDILRDACLAORTETEHTURTY
's BN XD KEHEPBJTTBCV S YEZMETBUTIOEHW
K T J M RULTTFTI KTDGOMTE E¢SDNTYOQTFNIOIJISEKT?PIJIEK
YRV I DXDGWERDS ES-MITAMATXKTUT¥EBGESESBT )
O G KN DIGTULTIOTVO GCE BN SZMWPFDNTSBIBDUJIN
vy * * E S NRNXBDTILVYVOUTGBESQATPANWSBTETESB BT
OE}GEFILTBBEENHlRTQSRFLGIM'WW
0QBG.SSLMYJZWMBTQlMRENQMHPZA.,
XK L AF QCJ S RUTDBGIZXZXKILITIEKTVDGTYECSA
ER VLV AFTZCDTFTIGELEO0OTMATRME KXTYZXARTY
K V KX X HZX AYUWOJBUNILQSsSETIJYTZIXPBE
UcNEEGZNIXEK

It is important that the Student's full neme and i ) .

present address appear on all work sheets and cor-
respondence. Course material will be returned
only in the penaliy envelopes provided for that
purpose.
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ASSTGNMENT No. 7

SIMPIE ROUTE TRANSPOSITIONS

1

1. Transpoaition ciphers have been defined as that type in which the
elements or units of the plaeln text, whether one is dealling with individual let-
ters or groups of letters, retain their original ldentities but merely undergo
some change in their rel&tive positions or sequences so that the message becomes
unintelligible, The majorlty of transposition methods involve the use of a
design or geometric filgure, such as a square, rectangls, triangle, ete., in
which the letters of the plain text asre first lnscribed or written according to
a8 previously agreed upon direction of writing and then trangseribed or teken off
according to another and different previously agreed-upon direction, to form the
text of the cryptogram.

2. - The simple routes employlng rectangles for transposing the text of a
message are illustrated below. The plain text message 1s assumed to be mersly
the normal sequence from a to x, for ease in followling the rouie.

(a) Simple Horizontal: ' (b) Simple Vertical:
ABCIDEF FEDCBA STUVWX THVUTS ARTMQU DHLPTX  UQMIEA XTPLID
GHIJEL LEJTIHG MNOPQR RQPONM BFJNRV CGEOSW VENJFB WS0KGC
MNOPQR RQPONM GHIJKL LEJIHG CGKOSW BFJNREVY WS0EGC VYRNJFB
STUVWE IWVUTS ABCDEF -FEDCBA . DELPTX ARIMGU XTPIHD UQMIEA
(e) Alternate Horizontals V{d) Alternate Vertical:
ABCDEF FEDCBA IWVUTS. STUVWX AHTPQX  DELMTU ,IQPIHA OTMLED
"LEJIHG GEIJEL MNOPQR RQPORM BGJORW CFENSY WROJGB VSHEFC
MNOPQR  RQPONM LEJIBG GHIJKL CFENSY BGJORW VSNEFC - WROJGB
XWVUTS STUVWL ABCDEF FEDCBA DELMTU AHIPQX UTMLED XQPTHA
{e} Simple Disgonal: - ‘ (£) Alternate diagonal: ﬁ
ABDGKO  GKOSVX OKGDBA  XVSOKG ABFGNO GNOUVX ONGFBA  XVUONG
CEELFPS DHLPTW SPLEEC WIPLED CEEMET FHMPTW UrMEEC WIPMER
FIMQTV . BEIMQU VIGMIE UQMIEB DTILQTY BEILQS . VIQLID SQLIEB
JNRITWX ACFINR XWURNJ RNJFCA JERSWX ACDJER ) XWSRES REJDCA
ACFJNR JNRUWX RNJFCA IWURNT ACDJER JERSWK REJDCA XWSEKT
BEIMQU FIMQTV TUQMIEB VIQMIFE BEILQS DILQTV SQLIEB.  VITQLID
DHLPTW CEHLPS =~ WIPLHED SPLHEC FHMPTW CEHMPT WIPMEE UPMHEC
GEKOSVX ABDGKO ) XVSOEG OKGDEA GROUYX ABFGNO XVYUONG OKGFBA
{g) Spiral Clockwise: (h) Spiral Counter-Clockwlse:
ABCDEFR IMNOPA IJEKEMN DE¥GHI -APONML NMLEJI IBGFED FEDCBA
PQRSTG - EVWEQB HIOTYWXO CRSTUJT BQXWVE OXWvoH JUTSRC GTSRGP
OXWVUH JUTSRC GTSRQP BQIWVEK CRSTUJ PQRSTG KVWXQB =~ HUOVWIO
NMIKJT THGFED FEDCDBA APONML DEFGHE ABCTEF LMNCOPA IJETMN
3. The letters of the plain text may'be jnseribed within the cells of a

rectangle according to one route and taken off by another route to form ths ciph-
er text. - If the rectangle is not completely filled by the plain text, "nulls”,
that ls, dummy letters having no significance, are usually inserted in the vacant

cells.,
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Example -- Let the message be:

AT FOURTEEN HUNDRED SIGHTED SUBMARINE BEARING TWO THREE
FIVE DEGREES TRUE.

Suppose it has been agreed to use a completely filled rectangle of elght col-
umns, then it 1s necessary to add one null to make the total number of letters
in the messege & multiple of elght (64 letters). A rectangle of 64 cells,

8 x 8, 1s prepared, and the plain text inscribed.according to an agreed-upon
route, 1n thils case alternate diagonals

1

Al EIo|d Bl o] 1

HlH|w|E]lH] =] =] w

HlgliE|o| = ool g

Hlk wlo|m| =] wl e

M E|Ein] 3 R W] W@
Zid|mliejH| Al of B

lEimid] 2 o k)| &
HliE 2T H Ol | gl g

Next, the letiers are taken off by an agreed upon route, in this case simple
vertical, to form the cryptogram:

AFONH HTATU EUGEE = RRENI DBIFT DSSEN EIRDD
NGEVE EBITR EESMR WHDRT EAOTE GRUN

To declpher such a eryptogram the vrocess 1s reversed. First, the total number
of letters in the cipher text must be found, and the rectangle constructed ac-
cordingly. Then the eryptogram 1s lnscribesd by the agreed-upon route and the
plain text taken off by the other agreed-upon route.

Ao The routes illustrated for transposing messages by ingeribing them
wlthin rectangles may also be applied to other geometrical figures, with minor
modifications in some cases. Two practlicable types of filgures are illustrated
below:

{a) Trapezoidal Design: | (b) Triangular Deslgn:
1 [ ‘ Tﬁ{ =X .

IYERE: y r{io|U|R|T| =
SEAEIERERE EARNE EREYE:
! A B
$ N ‘ﬁ R '$ $ $ A R T hy
SPSEIRAEAEIRIRA

t i 4
JingJ§ IEIEIE; > \:U
' N
The eryptogram resulting from figure {a) taken \Ek
off according to an alternate vertical route 1a: gV

R

BIURA  TTNGM  AHDREF OERTR  IEENTJ HDDNE  SSUMP

Thet resulting from figure (b) taken off according to a dlagonal route is:
ARBCP FURTD MMNSD FSATD NOIRE UUGTH RENTE E
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EEYWORDS AND NUMERTCAT EKEYS

) 5. It is often necessary, in performing certalin eryptographic operati-
ona, bto employ a numeriocal key, which may consist of a relatively long sequence
of numbers difficult or lmpossible for the average cipher clerk to memorize, A
l1iteral key, consisting of elther a single letter, 2 single word, a phrase, a
Sentence, or more, may be converted into a numerlical key by numberingz the letters
of the literal key in alphabetical order, If there are two A's, 1 is aasigned
to the first A and 2 to the other, and 1f there are no A's, 1 1s assigned to the
* letter next in alphabetical order, etc. .

Example -- Literal key ~---~=--- AMERICAN
Numerical key ~—=—-= 16485327
6. The c¢ryptanalyst may be unaware of the fact that a literal key has .

been employed as the basis for deriving a numerical key, The recovery of a
literal key 1s a comparatively simple matter once the method of 1is employment
1s known. Letters near the beginning of the alphabet are assumed for the low
numbers in aceordance with thelr alphabetical order. Often more than one
literal key may be found to f£it a glven numerical key, but the cryptanalyst 1is
not usually concerned as to which key was used originally. ¥For this reason,
1iteral keys are not required In the solutlon of assignments in this course.

T A numerical key may be employed as followsz in transposing the letters
of a message: - .

7-2-b=5-3-6=1  7-2-4=5-3=6-1  T-2-h-5
REPORTN OONPOSI TION

The letters are taken from the above groups and transeribed in groups of five,
all letters marked 1 belng taken first, then all thosze marked 2, eto.

Cryptogram: NIEOI ROPNO -OPNIS  ROT

The mbove type is more properly discuased under Columnar Transpositions, which
are covered in the next assignment.

MISCELLANEOCUS TRANSPOSITION METHODS

8. The oldest and simplest transpositlon method is reversed writing.
The reversing process may be applied elther to regular or to Irregular groups of
plain text letters.

Fxample: Plaln me———m=-e- PREPARE TO GET UNDERWAY
Cryptogram ----~ {digraphs Teversed)}:
RPPER ATEGO TENUE DWRYA

9. Another simple type of transposition ls called "rail-fence® writing
because 1t 1s produced by writing the messagse in this form:

P E A E O E U D R A
R P R = G T KN B W ¥

The cipher text is taken from the horizontal lines to yleld this eryptogram:
FEAEO FEUDRA  RPRTG  THEWY

Both reversed and rall-fence writing are in reality speclal cases of the simple
Toute trangposition previously degcrlibed.

10. In order to demonstrate the use of miscellaneous designs for perform-
ing transpositlons, two methods are illustrated below:

~

el



" ASSIGNMENT No. 7

I{/>T\\\% A(/%R\\\ﬁ | {{/?Gﬁ\\% | 6/) Nﬁ\%b ﬁ//?W\\§A

Cryptogram: ROEPE WRUYF  TDEGR  ATAEN

11, From the foregolng examples, 1t 1z obvious that many other figures
may be used for effecting transpositions of this kind, such as stars of varying
numbers of points, polygons of various symmetrical shapes, etc. It is merely
necesgsaiy to agrec upon the figures, the number of flgures per line, and the
starting points of the inseription and transecription processes.

SOLUTION OF ROUTE TRANSPOSITION CIPHERS

12. When but one cryptogrem is awvailable, the solution ©f a route
transposition cipher is largely a trial and error method. A study of the cryp-~
togram wiil often show which routed are the most likely ones for experimentation.
Some of the points to be noted in this preliminary study are:

(a) The beginning and end of the cryptogram. The most frequent
initial letters In English are T A WO B I C 8 D 8 in the order named, and
the most common endings of words are ET S DN R Y CF L in the order glven.
Words may be assumed which contain the letters found near the beginning or
end of the cryptogram snd evidence dlscovered as to the transpositlon system

uged.

(b] The intervals between the letters of expected words, high fre-
guency dlgraphs, etc. Counting the intervais betwsen letters which could
form expected words or high frequency combinations will often glve en indl-
ecation of the system used. Q in English is always followsd by U which ln
turn is followed by another wvowel.

{¢) Long groupa of wowels or consonants. When English is written
horizontally and Trenscribed vertlcally there are often long groups of
vowels and consonants which appear In the cipher text, and which may be
agsumed to be adjJacent in solving cryptograms of this type. Nearly 62% of
the digraphs in English text are either vowel-consonant or consonant-vowel
errengements. o

- (d) The presence of partg of words. Certain routes, such as
splrals, may leave parts of the plaln text elther in its original or rever-
ged order, and thus ald the cryptanalystas materially in his determination
of the type of transposition used.

13. If the preliminary study feils to indicate the proper procedure,
the soilubtion of a simple route transposition elpher can be achleved by writing
the oryptogram in various ways within figures whoae dimensions are suggested by
the total number of letters in the message. It is unnecessary to try all the
routes given under paragraph 2, because the same result is obtained by inspection
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In some cases employing diasgonal routes

PRUBLEMS FOR ASSIGNMENT

No. 7

Problem No, 1 Naval Text
CRTNG RIOER AEJTN EOB ET
ZTEENA CERTT IITMS OONNE TYB
EUOTE TGEPD HSUAI WY
Problem No. 2 Naval Text
HWNEN ILARL SEEPT CRSAE YD
RAPYO RECDE HASNAH GIANA RD
NEOIO RFFCI RERPS ENEAT LF
YTSAT STAOCI SNIHS PAHGN AN
Problem No. 3 Naval Text i ]
BPNCS CSNDE IERET DATIW TR
LIPOI NRSES IOCOCHTI
Problem No. &4 Naval Text
POEDN CODNE IHPRT OODRU BR
700A8 GEDTR TRTRBS ADWIF RH
CEIAC RAGCWT OREAIN RENME OE
NFSIN DUYEU NOAEMX AATUT EI

3
Problem No. 5 Naval Text
UPHEN GLILA EOCGTRI OFEON NS
NSRPR HITHS EEO0OTO ILENN TE
DPEOT ARACY ERRRU SENJY HO
CcCNPR XIFRE AEAEQO ETFEQ TE
U
Problem No. 6 Non-Naval Text -
DIAGT OEH?Y EAGPS OPSNA RT

-5

td

R = " O

" R o=
HoH = W
QO oo o2 g

g o W o=
H oo 3
HoY g 3

H = o o

H o owm o=
d o H o=

2o 3.0

MA
DU

Moo B oo
o B .m Y
H o9 o oo

W

of one trial figure of each type for portions of words reading horizontally,
diagornally, vertlically, spirally, etec.
no experiment is necessary with regard to the dimensions of the figure, since
the letters at one end of the cryptogram will serve to build up a corner of the
The methods of solution described above are sufficient for the simpler
routes, and when they fail, a more complicated route is indlcated which may re-
quire two or more messages of equal length for a method of solutioh to be des-

¢ribed later.
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Problem No, 7 HNon-Naval Text

MEOHS
TENIN
ETEGCT
BWHPFPS
CNTTI
AHP

BTTSE FDEFPY O0ISOCL SETFAR
FOITT ASO ET CLHTT IRPNU
EPcOoOFO TERCE RRCNP RBRORSGC
OHNGH CHTCP GNBIE ZXIEIAI]
TSNDT EDOET ILAFR MERAS

Tt is important that the Student's full name and

present address appear on 81l work sheeta and .cor-
respondence. Course material will be returned
only in the penalty envelopes provided for that
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ELEMENTARY COURSE IN CRYPTANALYSIS

ASSIGNMENT NO. 8

ANAGRAMMING

1. The most powerful method which c¢an be used in the golution of transpo-
sition clphers is "anagramming."” There are many minor variations included by
the term anagramming. Basicaelly, however, asnagramming 1s the process of re-
arrangling a group of letters to form another sequence of letters which are in-
telligible. For example, the words EDDIE CANTOR may be anagrammed with this
regult -~ ACTCOR INDEED. ' As applied to transpositlon eiphers, anagramming of
the cipher text letters to form plain text may be posslbvle with a single mes-
sage, but there may also be nothing to indicate that the assumed plaln text 1s
correct unless the system used 1s very simple. :

KNOWN WORD METHCD

2. Suppose, however, there are avallable two clpher messages of the same
length in the same transposition pattern. Lining up two such cipher messages
under each other, we can say that the letters of a plain text word in the up-
per message will have plain text under them ln the lower message, and vice

Terso.

For example:

Cipher Posp. 1 2 3 55678 910 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25
Msg. #1 -- MOKETADED E I ¥ S F EN T P I N B A B F L
Msg. #2 -- ANOROTEFHE ¢ T Y U DEWTSNPETEWDRD
Let us gow assume a word 1n the uppexr mﬁssage'and see what can be anagrammed

underneath it.

Agsume in Mag. #1 8 P E E D
Position numbers of such 1318 4 & 7
letters in Meg. #1 g 8 9

10 10

15 15

23 23
Corresponding letters . U N B R
in Msg. #2 " H H E

[

E E.

D D
s1818

-1~
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25
g 1318 23 4L 9 14
(H}) U B D R % (D) then becomes evident. The student should complete the
golution of this pair of messages by extending the anagramming process both
forwards and backwerds from HUNDEED. Think over, for fuiure use, the slgnifi-
ecance of the additive "5" which is apparent 8-13-18~23-4-9-1i series.

TDENTICAL WORD, IDENTICAL LOCATION

3. Take two other messages of ldentlcal 1engths-and aystems:

Cipher Posn.- 123 456 7 89 101112 13 14 15 16 17 18 19 20 21 22'23 24 25
Msg. #1l -- VILNCILOD E S I WPF s I T wOT1IBYJIRZIX
Msg. #2 -- IGIOTLNT W § T L EI I T I DUNTB I MUEIETD

Note in this case the excessive number of colncident letters between the two
messagea, Compare this with the previous example. Pure chance would glve one
coincldence in a message of this length, and over four or five would give a
strong suspicion that the same word or words had been used at the same plain lo-
cation in both messages.,

Here the colncident letters sre VI I L S I I TB Y, which can be anagrammed
jnto VI SIBILITY. ;

The student should complete the solution of the above, and also anagram in a
simllar fashlon for practioce -- AMDIYONB, RDEEYSOTRand RNTERE
DOHZRDAEDU,

L. Note the regularity, also, of the underscored coincldences 1n the two -
equal length cipher messages above, Even 1lm unequal length messages of the )
single columnar type, repetitions rather than coincldences between two messages

in the seme key are common. When present and underlined they form a diagonal

pattern which is quite characterlistlc of that type of cipher and useful for as-

suming possible key lengths. They are caused by the same key cutiing through

identieal words or phrases in both messages. '

COLUMNAR ANAGRAMMING

5. Another varlety of anagramming 1s columnar anagramming. For instsance,
agssume a message contains one Q and two U's., The § undoubtedly goes with one
of the U's, unless it is & null, garble or part of & code word. Let us line
up the letters followlng the Q with the letters following the two U's to see
which makes the better looking set of digraphs. .

Qu - 3 Qu -
3t - 23 Sr -
De - 15 Dt -
Hr - 7 Hp -
Pr - 5 Px -
Er - 43 Eo -

At ~I%%' An ‘TE

The left hand column is undoubtedly the best looking. To make thls clearer let
us put the normal digraph frequencles beslde the varlous digraphs and total, as
above. The comperlson of 127 with 18 is gulte conelusive,

HFOO N

-2 )
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6. To obtain a start om this type of anagramming the more invarisble com-
binetions are the best with which to experiment. The digraph QU is the best
English combinaticn to try because Q and U are of low individual freguency.

High frequency digraphs, such as TH, are good altheough there may be so many Tts
and H's that the exact letters which go together are not s¢ easily determined.
Combinations which form part of expected words in the kind of text involved are
excellent naturally as the basis of the anagramming process, TW, JO, CK, CH, WO,
WE, IX, ZE, TY are useful digraphs for this purpose in English.

COLUMNAR TRANSPOSITION METHODS

1

7. Columnar Transposition is a variation of the simple vertical or hori-
zontal route transpositions discussed in Assignment #7, the varlatiom being in
the taking off of the columns or rows in an irregular order instead of in regu-
lar succession. The simplest type of ecolumnar transposition‘uses a completely
fi1led rectangle; a more complicated type uses an incompletely filled rectangle;
and the so-called double transpositions are still more complicated with the use
of columnar methods twlce in succession, perhaps with different keys or dirfer-
ent rectangles. :

8. A literal or numerlcal key may be used to designate the irregular order
desired for taking off the columns to perform a columnar transposition., While
in practical work & complete analysls to discover the literal key as well as the
numerical key would be desired, the desiphering numerical key will be consldered
sufficient for the problems in this course. .

9. Columnar transposition methods are susceptible of considerable varlation.
The key may be changed sutomatlcally with the time of origin of the message, or
it 1a possible to prepare = long 1list of suitable keys and to designate the key
used by an "indicator® which is inserted in the clpher text lia a prearranged po-
sltlon. Another varlation is possible by changing the direetion of the inserip-
tion or the transcription processes, using any of the routes indicated 1In Assign-
ment No. 7. S ..

COMPLETELY FILLED RECTANGLES

10. When & transposition system requires that the rectanglse be completely
rilled, suffielent nulls would ordinarily be added at the end.of a message to do
this. From a communlcation security standpoint it should be mentioned that XXX
are undesirable as nulls; preferable would be rendom-chosen nulls ln accordance
with the normal frequency table of English. ’ :

As an example of a columnar transposition, completely filled rectangle, consider
the followlng: .

Plain - FORM SCCUTING LINE ON COURSE NINE ZERO.
Key - 61587342

=0k
= H O
=omw
Mo Qe
NGH®
b O
WO
oW

"Cipher - OINI UEEO CIRE ONSR RNCN FTON SLUZ MGOE

“3m
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11, To deslpher the cipher of the preceding parasgraph, the first astep is
to prepare a rectangle with the proper number of cells. The number of letters
in the ecipher, in thls case 32, 1s divided by the key leogth 8, regulting in
the dimensions 8 by 4. ' .

Cipher - OINIU EEOCI REONS RRNCH FTONS LUZMG OE

Xey - 6 1 5 8 7 3 4, 2
0 ¢ i
‘ i I I E
N R B
I : E 0

The letters of only the first% three columns have been inscribed above. The com=
plete message will reappear after the process has been completed.

INCOMPLETELY ¥ILLED RECTANGLES

12, The difficulty of solution of columnar transposition is much increased
if the rectangle 1in which the message 1s inscribed 1s not completely fillled.
The difficulties placed in the way of the solution are more than would be sus-
pected as & result of so simple a change in method as that which merely Involves
leaving one or more cells vacant in the lsst row of cells in the rectangle.

An example of this method follows:
Plain - NO ENEMY CCONTACTS MADE TODAY

Key - 4 6 1 3 7 2 5
0 B NE M Y
C 0O N T A C T
S M A D E T O
D A Y T
Cipher-  ENAYM CTNTD TNGSD YTO00 MARARE

This example mlso 1llustrates a procedure which ensures that the finael Tive
letter group of the cipher will be a complete group. The letters of the mes-
sage must be counted and if their total is not an exact multiple of five, it
must be made so by the additicn of nulls, before the transpesition process 1s

applied.

In declphering the number of letters in the above cipher (25) divided by the
known key length, (7) determines the shape of the figure in which the text is
to be inseribed, that is, three complete lines with a remainder of four letters

on the last line as follows:
Key - L 613725
E M
N C
by~
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A T

SOLUTION OF COLUMNAR TRANSPOSITION CIPHER

COMPLETELY FILLED RECTANGLES

13. let us assume that we have a problem with the Tollowing cipher text:

RECUN ATLER RANSM LINGR XUFWE BETAN OEFIY LSCAC GIBEI OEBEA
ULSIU NSOET EFXIF PRNRH

With 70 letters, our first assumptions are that a completely filled rectangle-"
was used 1n enciphering our plain text. A 7-x-10, 10-x-7, 5-x-lk, l4-xz-5 etc.,
might heve been used. To illustrate, a 10-x-7 rectangle is lald out.. - . -

l-2-3-4~-5-6-«7-8-96-10
R L M H A L B A 3 I
E E L F N S B u 0 F
¢ R L W 0 Cc I L E P
U R N E E A O S T R
N A G B F C E I E N
A N R E I G B U ¥ R
T 3 & T Y I E N X H
) On the left side of the figure we write the line numbers in a vertical column.

On the right side we put the vowel count for each line. FEven with 50 lew let-
ters as 10 per line, our vowel percentage 1is pretty accurate. Thus with 10 let-
ters per line we should have.40% or L vowels to the line. IT we consistently
have either toc meny vowels or too many consonants we can easlily see that the as-
sumed figure is Ilncorrect. Our flgure now looks like this:

1 -2 «3-4=-5=6-7-~8=9--10 Vowel Count
R U & "h%

Line No. 1 M
40%

nu

B R QU PN
HPF=g o=
01 7 b 1 k) e B
o = e
At ==
MHEEO =
HQOQFGWmH
HwiH O oo
ZaHWH O
oD
o = g e by
(WL N S S
W
e
OO0
oA

The information on vowel count and the general appearance seems good, so we
next try to line up to make plain text {anagramming). After several attempts
we finally find our plain text and the deciphering key: ALL SUBMARINES OF BLUE
FORCE WILL OPERATE ON SURFACE BEGINNING FEBRUARY SIXTEENTH and 5-2-6~9-~7-3-8-

1-10.

Other ideas for solutlons will develop from the discussion of incompletely rilled
rectangles 1n the following paragraphs.

INCOMPLETELY FILLED RECTANGIES

14, Let us suppose that we have the following cipher:

.
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T

SOLUTION OF COLUMNAR TRANSPOSITION CIPHER

COMPLETELY FILLED RECTANGLES

13. Let us assume that we have & problem with the Tollowlng cipher text:

REOUN ATLER RANSM LLNGR EUFWE BETAN OEFIY LSCAC GIBBI OEBEA
ULSIU NSCET EFXIF PENRH

With 70 letters, our first assumptions are that a completely rilled rectangle
was used in enciphering cur plain text, 4 7-x-10, 10-x-7, 5-x-1L, li-xz-5 etc.,
might have been used. To illustrate, a 10-x-7 rectanﬂle is 1aid out.

1-2-3-4-5-6-~-7-8-9-10
R L M H A L B A S I
E E L 7 N 3 B U 0 F
0 R L W 0 C I L & P
u R N E E A 0 S T R
N 4 G B F G E I E N
A i) R E I G B u F R
T S E T Y I E N X H
) On the left side of the rigure we write the line numbers in a vertical column.

On the rlght side we put the vowel count for each line. Even with so few let-
ters &s 10 per line, our vowel percentage 1s pretty sccurate. Thus with 10 let-
ters per line we should have.40% or 4 vowels to the line. If we consistently
have elther too many vowels or toe many conscnants we can easlly see that the as-
sumed figure is lncorrect. Our Tigure now looks like this:

L -2-3-4-5 - 6 -7 -8-9 - 10 Yowel Count

Line No. 1 ® L ¥ U© 4 L B & 35 1 L o= 0%
2E E L F N s B U 0 F L = 4L0%
30 R L W ©o ¢ I L E P L = LO%
LU R N E E 4 © S T R 5 = 50%
5 A ¢ B F ¢ E I E R L = LO%
64 N R E I & B U F R L = LO%
77T s E T Y I E£E N X H 3 = 30%

The information on vowel count and the general appearance seems gcod, SO we
next try to line up to make plain text {anagramming). After several attempts
we Tirally find our plain text and the deciphering key: ALIL SUBMARINES OF BLUE
FORCE WILL OPERATE ON SURFACE BEGINMNING FEBRUARY SIXTEENTE and 5-2-6-9-4-7-3-8-

1-10.

Other ideas Tor solutions will develop from the discussion of incompletely filled
rectangles in the following paragraphs.

INCOMPLETELY FILLED RECTANGLES

14, Let us suppose that we heve the following cipher:

N
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16. The terminations of the first and last columns will aid in determining
the correct size of the rectangle when they are used to line up ad jacent let-
tors. An example of a perfect break would be to find a "Q" and "J" in the first
column, then, in searching for a "U" and an "0" the same distance apart, to
rind them in the last column, This would then determine both the top and bottom
1imits of the rectangle and from that the key length. )

17. Note the string of consonants on strip number {4}, and the string of
vowels on strilp number (6). These indicate that strips {hi and (6) might be
adjacent in the original figure. To begin the rearrangement of the strips as-
sume that the T of strip number (&) and the H of strip number (L) are on the
same horlzontal line as shown below. (A11 the logical trials are not shown,
but the comblnetioms which lead to the correct arrangement of the columns are

underlined).

(?) (&) (6} (&) {5} {1} (6) (&) (5}
E - _
E N N
o) _ U _ U
5 3 E g E
B M B ¥ & U B M A
F B F B L ¢6_F B L
E W E W I T E W I
AT A T E R_A T B
A T A T E ¥ A € E
I N I_N_G N I N G
R Y R Y 8 A _R_Y S
T H T H B N T E B
A S A 85 ¥ L A S F
I 3 I s E E I S E
E R E R o E R
L E L E P L E

R R U R

The remainder of the solution i1s guitg simple. Tt 45 merely necessary to add
columns which contain letters that build up words already begun. The completed
solution 1s as follows: .

strip Number - (7) {8} (2) (&} (1) (6) (&) (5] (3)
4 L L s U B M A R
I N E 8 o f¥ B L U
E ® © R ¢ E W I L
L o P E R A T E O
N 8 U R F & C E B
E ¢ 1t NN N I N & F
E B ®» U A R Y '8 I
X T E- E N T H

Numerical Key ~ & = 9 = 2 o= § == 1 == 7 == h == & == 3

The previcus method described for solving incomplete columnar transpositions
suggested assuming a rectangle, writlng the letters of the cipher on the strips
of paper, and inscribing esdditional letters at the top and bottom of assumed
ecolumns to allow for varicus columns belng short or long.

In using this method there is one deduction to be-mede. If during the decrypi-
ing it is found that by radlcally shifting one or more columns vertically plain
text is found on one or two lines horizontally, but cn noé moTe than this, the de-
duction to be drawn is thet the shape of figure is almost but not quite correct.

-7-
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18. Another method of attacking this type of cipher may be used, =2 slight
medification of the previous method. Let us, for example, take the same message
as glven 1n paragraph 13, We assume, with 70 Ietters of cipher text, that an
8-x-9 rectangle was used. We write the problem in columns as follows:

H2erEmdaodg
CHWTHGEo M
HEDEHYwo X
b 0 U e O
REEAPRPEHOS
e
EHEE A

Hoaos =

The form the problem is 1n at present 1s obviously incorrect. With 70 letters
of clpher text snd 72 spaces in the flgure there must be two columns one 1etter
short, and any two of the eight c¢olumns can be these short ones.

If the first column is one of the short ones, then the "L at the bottom belongs
at the top of column two. If column two is-a short one, thean the "U" at the
bottom cf 1t belongs at the top of column three, and if both columns one and two
are short, then the last two letters at the botiom of column two, "R" and "U"
belong at the top of the third column. Also, if the first two columns are short,
or if one and three are short, then the last two letters of column three belong
at the top of column four etc. Wlth these deductlons in mind, we add letters

ta the tops of the last 7 columns as follows:

HErZRTacd
S0 YD O
HEgEHEE S Hcx
SOt b U el
QEEHE R E
emHFmewmom
HHMW%WWHpew
MW QN o =

With our filgure made up for our assumed 8-x-9 rectangle In this manner we have
allowed for all the possible ghifts we may have and still have an 8~-x-9 flgure.
If we cannot find plain text in a figure made up in this manner we know defi-
nitely that our assumption is lncorrect., If we do find plain text, we know our
assumption 1s correct as to size of figure, and if we find plain text after a
radical shift of more than allowable distance, we know thet our correct flgure
is close to the assumed size which we are investigating.

Having our figure, as given above, wlth the "caps™ on 1%t we proceed to dsolpher
the message Tollowling a& procedure similar to that glven in paragraph 15, with
the added assumption that all of the letters of the top line of the plain text
can be Tound in the top line of the assumed rectangle or in the cap above and
similarly the other lines of plain text may be displeced vertically not more than
the distance permltted by the cap.

This same method can be applied to any size figure assumed to be correct. The
number of letters used to "eap"” our columns depends on the number of short
columns in the assumed rectangle, .

19. The "known word" method of anagramming, modified, can be applied to a
solution of columnar transposition ciphers. The assumed known word may be
used to bulld up adjacent ecclumns especlally where there are low frequency

_8-
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letters in the word.

When the first word or phrase ls known or suspected, the size of the rectangle
and the subsequent solution of the problem may be obtained in this manner. In
the example previously given assume that the word "SUBMARINE™ is in the first
1ine of the message. Thls sssumption 1s alded by "U™ being the first letter,
Assume a key length of elght. Thls gives a figure containing six columns of
nine letters and two of eight letters in depth. Therefore, the assumed word
mist be in the letters underlined bhelow: ) ’

UCCRF NANLE OPUIR ERULO BFIMB WICNY HSSRE ENUEA LIEEG SBSFE
AIRTA IELFE EXINF OSGBT -

There 1s no "B"™ underlined, therefore, the two assumptions do moi coincide.
Assume a key length of nine. This gives seven columns of elght and two of
seven letters:

(1) (2) (3) (&} (5 (&) ({7} (8) (9) {10)
UOCRF NANLE OPUIR ERULO BFIMB WICNY HSSRE RNUEA LTEEG SBSFE

(r1y  {(12) {13) - {14)
ATRTA IELNE EXLNF OSGBT
In group (5) there 1s a "B" to line up with the "U" in group {(1). The inter-
val between them is 24 snd the letters in the intervening groups must be {2):
arm  (4): "R". Contlnuing, the next can be one of two "S's". Then, "AT or
»Ln,  Then, "S" or "F". Then, "I" or "E" and "L" or "N". These cannot anagram
into "SUBMARINE® or any word and the beginning of "SUBMARINE". Therefore,
follow the same steps using the "B" in group (10). This permlts the use of
»M* in group {5) and the line ™ALL SUBMAR" comes out proving the key length
assumption. This method may be comblned with the capping method of laying

out the problem.

Simllarly the letters of any lcng word known or assumed to be 1n the bedy of
the text will be found at intervals which are exact multiples of the height

of the orlginal rectangle in the case of a completely filled rectangle and ap-
proximate multiples in the case of an incompletely filled rectanglse.

DOUBLE TRANSPOSITION CIPHERS

20, Double transpositions may be made In 2 number of ways. For instance,
the message may be put through a rectangle once by a columnar, then through
the same rectangle by a row transposition. It may be put through the same
columnar process twice using the same or different keys for each phase., Dif-
ferent rectangles could also be used for each phase.

21. All transpositions, however, have one great weakness which simplifies
their solution, no matter how compllcated the transposition system may dbe. If
two mesgages can be found of the same length In the sane key, solution is pos-
slble by anagramming. This ls further the only direct method of attack on
double %ransposition clphers.

22. In the first section of this assigoment the anagramming of two mes-
sages of ildentical lengths in the same key is discussed. This process is of
esourse equally applicabie to intergral multiples of the rectangle size. TFor
instance, assume the reectangle 1s 10 x 10, or 100 lettera long, and that these
rectangles are used in successlon with the same key for messages over 100 let-
ters in length. Then the first 100 letters of two long messages in the same
key would anagram with each other. In a similar manner, the first 100 letters
would anagram with the sécond 100 letters inp a single message over 200 letters

“Q-
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long, eto.

23, It might be possible to anagram ldentlcal key messages of spproximate-
1y the same length, 1. . - a aingle letter or at the most a few letters dif-
ference, This would require oconsiderabdble skill, howsver, to malntain the proper
offset 1ln the anagramming. . .

2. Pemphlet No. 4O, forwarded with this assignment, describes in detail
a process for recovering the numerical keys of a double transposition cipher
after the plaln text has been solved, :

| BOSEERY RECOVERY DESIRABI
ABL
BUT NOT COMPULSORY :

Assignment No. &

_Problem No. 1

FROM: AB (FORCE COMDR).

T0 i XY (UNIDENTIFIED).

EOSNA ENXOE SORZI STNVN HCENG THNHR OAUUN FOEAE EFXER ARYEU TREVY

HHIED AODGA NREZO YMRSG RNDTD RRGIO ATOSE GVVED NEIRN DYIDR DOTSE

AFAND TLOGAZ RDTOI ZLNNR NNCEN IESEO

Problem N;. 2

FROM: MN (FORCE COMDR). ,
TO : PQ (ATRGRAFT UNIT COMDR). A
UHTSH SMSET IDEAHE ROOAT EFERM IMEPC ATEVC GGELI GQRNDA EXOIL DCHTC

EADSV' TESDG HEPIO KDBBL: CNANH RNNMO --TSUNI GUAAB -CNOME AGRTO ECGAU

TANTR TETIS BBZEN SMYEE ‘GNNTR OBFP

Problem No. 3 Serial No. 1

FROM: FG (SCOUTING FORCE COMDR). MARCH 7.

‘T0 : SD (DETACHED UNIT CCMDR).

CVYRN ETATA ENHFE ITINB GNWRW EHOIN RTEYR HNATC EETUN AOTGT SOETC

BFOGR DAPIS GFANE ITAMD TETAG FTRIY LHFUR IEF

Problem No. 3 Serial No., 2

FROM: 8D (DETACHEﬁ UNIT COMDR). " MARCH 8,

P9 : Pe¢ (SCOUTING FORCE COMIR).

NSORO AGEMP WSIPA TISDN RERDH AEAEB SLABE TEFOT IFMNC UDOMU FEENA

ERNYC TRBNO VHEBR EWUVO UOATN VASED ESEST A0S

Problem No. 3 Serial No. 3

FRO¥: SD (DETACHED UNIT comnn).. MARCH 9.

TO : FG (SCOGTING FORCE COMDR). _ .
VEASY NNIET FSAUN ESTOO0 IRRNT IEFAU GBHSE RRUWG OROAE OIHRH TYDEE |

-~10-
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EKAPT EEPSR ERISC MODKS A0Q0SC TSCRU RFHLA EFC

Problem No. 4 Serial No, 1

FROM: DR (UNIDENTIFIED). 0015-1315
TO : N (FORCE GOMDR~BLACK).

OFTIIU RCDLE EENFT NEYRC SIOBO DRBEVA LANIA NMTEYA FPENV GTTUI VNEES
RTRLR HTOSR TEDAE ENUYB OULAT NFFAU RTEEP &IANT IREEG TNBAR EVOFD

FROAK EATWY '

Problem No. & Serial No. 2

FROM: CN (FORCE COMDR-BLACK]. 0015-1710
T0 : JX {UNIDENTIFIED).

OTTZA UATOR TPSOD FKEAA YOSBL URRNR DFPVL WC3SSN NFTOR FGLSF GETERR
ODMCR ARTOA RTBHT UBTIE ZCUEE EIIAY NRIAO AREEI IEEHR TTKPT AROCLE
SGDOD  MIOEL

Collateral Information:

Fleet tactlcal exerclses in Caribbean Sea; Black Fleet va Blue Fleet. Both
messages are 1n the same key. Solve the megsages, work out the system and
recover the key.

Problem No. 5

FROM: CN (FORCE COMDR-BLACK) .. 0017-2130
Tg : AB (COLLECTIVE CALL). - _

TRPAB DSEES ERETL EOINO ASOEA TYOWA ANNHL GUHUR UDNNO ESOAR INOAT
HTVIE TOEHG OAEMI TROEF ZOURT UAILN TIRZD ARTNE ACMFU SMRSE LNTVN
SHAAT AIOSO TUINEO HFSEN EYACP NTOSF DNHVG DVCNS BNFTE TUINV DTZTL
LYUER SHNET OIEEH SCYCO IFEST DAPA

Problem No. & Naval Text.

RDLRD CSIIP DTFGT S00AY EHXED RTNYN INNSN IPUSN HSNII XTUSP RSSTN
TTXEF TASOT OSSIT YIEVD DIUOE SEAOE EGUSC YMOEO 000TO0 SXCNF RENFT

CEAAN NSVIW TSLCX VEONY TEASA NOOAI RELEQ TEECG PNRPL RFVIH DITOI
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