London Winter Program  2004/2005
December 26, 2004 – January 8, 2005
Cryptology: The Evolution of Secrecy
1843  The first line of the secret message in Edgar Allan Poe's tale The Gold Bug.  It describes the location of Captain Kidd's treasure.
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1881 The first line of "the document" in Jules Verne's The Cryptogram.
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1885  The first line of the first Beale Cipher.  It describes the location of a treasure buried in Bedford County, Virginia.  The treasure has never been found.
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1917  The first line of the telegram between German Foreign Minister Arthur Zimmerman and the German Ambassador in Mexico City.  This was one bit of evidence that led the United States to declare war on Germany.
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1941  The first line of a message from the German battleship Bismarck to the German Admiralty.  The message was enciphered using an Enigma machine.
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During World War II  The beginning of a message from a Russian spy in the United States to Moscow.
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2001  The beginning of a message in the advertisement Are You Up To The NSA Math Challenge? (an advertisement for the undergraduate summer program at the National Security Agency).
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2004  Cryptoquip from the Cincinnati Enquirer.
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London Winter Program 2004/2005
December 26, 2004 – January 8, 2005
Cryptology: The Evolution of Secrecy

For over 2000 years, people have tried to keep their communications secret from others. Side by side with those efforts have been the efforts of the "codebreakers" who have tried to find patterns in seemingly meaningless messages. This is cryptology. It is the stuff of spies, diplomats, military commanders, and now terrorists. Beginning with classical cryptology, we will make and break ciphers and look a bit at the history of their use. Then we will focus on World War II and study the British efforts to break the German Enigma machine. We will close with an introduction to public key cryptology and consider the issues of privacy that are being (re)considered by our government.


Prerequisite: The mathematical prerequisites are minimal; anyone who is prepared to take a college-level mathematics course has enough mathematics background. Prerequisites should be students with curiosity and patience; students who like to solve mathematical problems or play word games; and students who have a sense of history. 


Credit:  3 hours of undergraduate credit.
The course consists of three parts: classical cryptology, Bletchley Park and the Enigma machine, and modern cryptology/cryptological issues.  The course may be taken at one of two levels: as a 200-level introduction to cryptology or as a 300-level course.   The first two parts would be the same for both courses.  For the third part, the 200-level course would focus on issues of the internet and privacy, and the 300-level course would focus on several public-key cryptosystems.   Decision about course level must be made at the time of application.
Cost:  $2895 plus appropriate tuition.
Application deadline:  October 1, 2004.
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