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Section Sixteen

Polygraphic Ciphers

The Playfair Cipher

Up to this point, our ciphers have substituted for each letter of plaintext.  Now we consider a digraphic cipher – a cipher that enciphers two letters at a time so that the result depends on both letters.

History

It is [one] of the many ironies of cryptologic history that [Charles] Wheatstone's [1802 – 1875] name adheres to a device that owes its priority to another and that never achieved importance [the Wheatstone cipher machine], while a cipher that he did originate, and that served with distinction for many years, bears the name of another.  Wheatstone invented the cipher for secrecy in telegraphy, but it carries the name of his friend Lyon Playfair, first Baron Playfair of St. Andrews.  A scientist and public figure of Victorian England, Playfair was at one time or another deputy speaker of the House of Commons, postmaster general, and president of the British Association for the Advancement of Science.  As a commissioner on the public health of towns, he helped lay the foundations of modern sanitation.  He lived across London's Hammersmith Bridge from Wheatstone.  Because both were short and bespectacled, they were frequently mistaken for one another – once even by Lady Wheatstone.  They walked together on Sundays and amused themselves by solving enciphered messages in the London Times.  They easily read the correspondence of an Oxford student with this young lady in London, and when the student proposed an elopement, Wheatstone inserted an advertisement in the same cipher remonstrating with her.  The following a frantic "Dear Charlie: Write no more.  Our cipher is discovered!" – and then silence.

Playfair demonstrated what he called "Wheatsone's newly-discovered symmetrical cipher" at a dinner in January, 1854, given by the president of the governing council, Lord Granville.  One of the guests was Queen Victoria's husband, Prince Albert; another was the Home Secretary and future Prime Minister, Lord Palmerston.  Playfair explained the system to him, and, while in Dublin a few days later, received two short letters in the cipher from Palmerston and Granville, showing that both had readily mastered it.

The cipher is the first literal one in cryptologic history to be digraphic – that is, to encipher two letters so that the result depends on both together.  Wheatstone recognized that the cipher would work as well with a rectangle as with a square, but it soon petrified into the latter form.  Wheatstone also employed a thoroughly mixed cipher alphabet, which is generated by a keyword transposition – one of the earliest instances of such a method.  Beneath a keyword he would write the remaining letters of the alphabet, and then derive the mixed alphabet by reading the columns vertically:
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Which yields: MBPYADQZGFRNHSEJUTKVILWCOX.  This important feature soon slipped out of the picture as the cipher fell to the lowest common denominator, just like Vigenère's.  The keyword was instead inscribed directly into a 
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 square with the remaining letters of the alphabet following.  (I and J are merged into a single cell.)  The practice lessened the security but facilitated operation.  It may well have been the way Playfair hastily constructed a keysquare based upon PALMERSTON to illustrate the cipher at Granville's dinner.
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Kahn, David, The Codebreakers: The comprehensive history of secret communication from ancient times to the internet, Scribner, 1996.

Cryptography

Here is how the cryptography works.  We select a keyword, say (the name of my favorite mathematician) Galois.  The Playfair cipher uses a 
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 square.  This method permits the enciphering of 
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 letters.  This is a bit of a problem because our alphabet contains 26 letters; so, two letters are combined in the same cell of the square – usually I and J.  Beginning with the first row, enter the keyword from left to right skipping letters previously used and continuing on to the second (or third or fourth or fifth) row if necessary.  After entering the keyword, the remaining letters of the alphabet are entered in order.  Here is the square we would obtain.
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We will encipher the text

COMSEC means communications security.

The plaintext is divided into digraphs.  If necessary a null (perhaps, an infrequent letter like x or q) is added at the end of the message to make the number of letters come out even.  The Playfair cipher has no provision for double letters (e.g., tt or ee); an x is inserted between double letters prior to enciphering.  (This is a dangerous weakness to the Playfair Cipher.)  Here are the digrams of the plaintext:

co  ms  ec  me  an  sc  om  mu  ni  ca  ti  on  sx  se  cu  ri  ty

(An x was inserted between the double s in the plaintext [communications security].)

Here are the rules for enciphering:

1. If both letters of the diagram lie in the same row, then each letter is enciphered by the letter immediately to its right (cycling back to the first letter in the row, if needed).  For example,

ec is enciphered as SD, sc is enciphered as DB, and se is enciphered as BS.

2. If both letters of the diagram lie in the same column, then each letter is enciphered by the letter immediately below it (cycling back to the first letter in the column, if needed).  For example,

om is enciphered as DT, ni is enciphered at UE, and ty is enciphered as YO.

3. In the remaining case, each letter is exchanged by the letter at the intersection of its row and the other letter's column.  Think of drawing a rectangle with the two given letters at diagonally opposite corners; the ciphertext letters are at the other corners – with the ciphertext letter being in the same row as the corresponding plaintext letter.

co is enciphered as DL, ms is enciphered as FD, me is enciphered as ND, an is enciphered as IH, mu is enciphered as NT, ca is enciphered as BL, ti is enciphered as UO, on is enciphered as IM, sx is enciphered as CV, cu is enciphered as ER, and ri is enciphered as UL.

The message, written as a single string would be enciphered as 

DLFDSDNDIHBDDTNTUEBLUOIMCVBSERULYO

More History

… [the Playfair cipher] was, probably, regarded as unbreakable.  Its many practical excellences – no tables or apparatus required, a keyword that could easily be remembered and changed, great simplicity of operation – commended it as a field cipher.  Playfair suggested that it be used as just that in the impending Crimean War when he brought it up at the dinner with Prince Albert.  No evidence exists that it was used then, but there are reports that it served in the Boer War.  Britain's War Office apparently kept it secret because it had adopted the cipher as the British Army's field system.  Playfair's unselfish proselytizing for his friend's system unwittingly cheated Wheatstone of his cryptologic heritage; though Playfair never claimed the invention as his own, it came to be known in the War Office as Playfair's cipher, and his name has stuck to it to this day.  Kahn, David, The Codebreakers: The comprehensive history of secret communication from ancient times to the internet, Scribner, 1996.
Deciphering

The deciphering process just reverses the process of enciphering.  Of course, there is a minor bit of ambiguity – because I and J are in the same cell of the square, whether the plaintext letter is an I or a J must be determined from context.

Advantages to Digraphic Ciphers

Kahn, in his discussion of the Playfair Cipher, points out several advantages of the digraphic (enciphering letter pairs) ciphers:

1. The cipher, being digraphic, destroys single-letter frequencies.  Letters are no longer identifiable as entities.  For example, in the enciphering of ec, e becomes S while, in the enciphering of me, e becomes D.  The monographic analysis of frequencies is destroyed.

2. Long texts are pluses for cryptanalysis, but digraphic ciphers halve the number of elements available for frequency analysis.  In the message above, there are 17 digraphic substitutions rather than 32 single-letter substitutions.

3. Cryptanalysis depends on digraph frequencies.  We could chart digraph frequencies as we did for single-letter frequencies and use those frequencies as the basis for cryptanalysis.  However, there are only 26 single-letter frequencies versus 
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 digraph frequencies.  The difficulties of frequency analysis are much worse.

Double Playfair

During World War II, (starting in mid-1941) the German Army and the SD (Sicherheitsdienst, the Nazi party and the government political police) used a double Playfair Cipher for hand enciphering.  The ciphers were regularly broken by the British cryptologists at Bletchely Park.

Two squares are used.  Each could have a keyword, but in practice the Germans used two squares of randomly arranged letters.  (Therefore, it was necessary to have a written key.)  For the square below, the keywords are Galois and Seagrave.
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The enciphering method is similar to that for a single Playfair square.  The first letter of the digraph is located in the square on the left and the second letter of the digraph is located in the square on the right.  A rectangle is constructed.  Etc.  Obviously, letters cannot be in the same column, but they can still be in the same row.  Several schemes are used in such cases.  Let us agree to take the letter to the right of the plaintext letter (returning back to the beginning of the row of that square) if necessary.

Exercises

1. The following was enciphered with a Playfair Cipher with keyword Galois.  Decipher the message.

AQOUNGCIEYEOKVNGBIMEHOTUEUNBCLOKIH

2. Construct a Playfair Square with keyword cryptology.

3. Use the square from exercise 2 to encipher the message:

The British Army used the Playfair Cipher during World War One.

4. Use the double Playfair Cipher constructed above to encipher the message:

The Germans could routinely solve the British Playfair ciphers.

5. Here is a four-square Playfair Cipher.  Locate the first letter of each digraph in the upper left square, and locate the second letter of each digraph in the lower right square.
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Use these squares to encipher the message: 


Trigraphic encipherment is also possible.

6. Assuming that the 25 symbols a b c d e f g h i/j k l m n o p q r s t u v w x y z are randomly assigned to the cells of a 
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 square, how many such squares are possible?

Evariste Galois (1811 – 1832)

Galois’ tragically brief life has been the subject of a fictionalized biography which included speculation that his death in a duel was engineered by government agents because of this radical political views.  The known facts, however, do not support this contention.  Galois was born in Bourg-la-Reine, a town not far from Paris in which his father was elected mayor in 1815.  He had mixed success in the preparatory school of Louis-le-Grand, especially after discovering his talent in mathematics.  Although he published a short paper before he turned 18 and submitted a memoir on the solvability of equations of prime degree to the French Academy at the same time, he nevertheless twice failed the entrance examinations for the Ecole Polytechnique, the first time probably because he had not mastered the basics and the second time perhaps because his father had committed suicide a few days earlier due to a scandal concocted by a reactionary priest.  Galois was forced to enroll at the Ecole Normale, whose director locked the students into the building so they could not participate in the political activities leading to the July revolution of 1830.  After Galois attacked the director in a December letter for favoring “legitimacy” over “liberty,” he was expelled from school and joined a heavily republican division of the National Guard, a division which was soon dissolved because of its perceived threat to the throne occupied by the “bourgeois” King Loius-Phillipe.  Now heavily involved in political activity, Galois nevertheless continued his mathematical researches, submitting a revised version of his memoir on solvability of equations to the Academy in January, 1831.  The referee rejected the manuscript some six months later because he could understand the proofs.  He suggested that Galois complete and clarify his theory and resubmit it.

Meanwhile, however, Galois had been arrested twice, the first time for threatening the life of the king and the second time for wearing the unifrom of the dissolved National Guard division.  For the second offense, he was convicted and sentenced to six months in prison, during which time his hatred of the Academy for their failure to appreciate his work grew to such a degree that he lashed out at France’s “official scientists” in a vicious diatribe intended as a preface to the private publication of his work.  Before the publication could take place, however, Galois became involved with “an infamous coquette and her two dupes” and, although the exact circumstances have never been clarified, was forced (or chose) to fight a duel in which he was killed, five months before his twenty-first birthday.  On the night before the duel, fearing the worst, he wrote a letter to his friend Auguste Chevalier amplifying and annotating some of his earlier manuscripts.  He concluded with the following:  “I have often dared in my life to state propositions of which I was not certain.  But all that I have written here has been clear in my head for more than a year, and it would not be in my interest ... to announce theorems of which I do not have complete proof.  Publicly beseech Jacobi or Gauss to give their opinion not of the truth, but of the importance of these theorems.  After that, I hope, there will be men who will find if profitable to decipher all this mess.”

A History of Mathematics: An Introduction by Victor J. Katz page 602.
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