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Ciphers that Substitute Symbols
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Some historical simple substitution ciphers substitute symbols for plaintext
letters. The ciphertext then looks less familiar — less friendly — but the
techniques for cryptanalysis remain the same as for any simple substitution
cipher — frequency analysis.

Edgar Allan Poe (1809 - 1849)

Edgar Allan Poe was an avid cryptologist. For six months, beginning in
December, 1839, Poe wrote a cryptology column in Alexander’s Weekly
Messenger. In addition to expressing his own ideas about cryptology, Poe
solicited cryptological challenges from his readers. Poe published his
solutions in his column. About a year after his last column in Alexander’s,
Poe wrote “A Few Words on Secret Writing” for Graham’s Magazine. In
addition to this article, there were several follow-up articles about

cryptology.

It was during this time that one of Poe's readers, a Mr. W. B. Tyler,
submitted ... two cryptographs ... . Poe never published solutions to
Tyler's cryptographs. This fact alone makes them interesting - of the
100-plus cryptographs submitted by his readers, these are the only
two not solved. Poe claimed that he did not have the time to work out
their solution, but published them in Graham's for his readers to
decipher. However, the most interesting aspect of these cryptographs
Is the possibility that they were not written by W. B. Tyler, but by Poe
himself. There is only circumstantial evidence to corroborate the
theory that Tyler was Poe's nom de plume. http://www.bokler.com/eapoe.html

Tyler’s first cryptogram was published in Graham’s in December 1841.
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83102 ), it ts )i SO by =L
S$CGHSiINCL2 s e (L i CLo ¥ LIS S
.I]‘]erfﬁ[?(g[(1['(*:(”(![%!1[‘"
SITATH] 2 "N EFS T CFi (228G
UGSt T ESS (PO I2E]:
(SISl Sttt GAS§ 2l
*TLSicir:ostS®), 2| *] 2, 88CH G
e EL L] 24

It was solved in 1992 by Terrance Whalen.

"The soul secure in her existence smiles at the drawn dagger and defies its point.
The stars shall fade away, the sun himself grow dim with age and nature sink in
years, but thou shalt flourish in immortal youth, unhurt amid the war of
elements, the wreck of matter and the crush of worlds."”

According to Rosenheim's account in "The Cryptographic
Imagination" Whalen's solution proceeded from recognition that the
three-character pattern of "comma-dagger-section symbol™, repeated
seven times in eight lines, most likely represented the word “the" or
"and". It turned out to be "the". nhttp://www.bokler.com/eapoe.html

Tyler’s second cryptogram was solved in June, 2000, by Gil Broza.


http://www.bokler.com/eapoe.html

To Epcar A. Pog, Esq.

Dr Aiy OGXEW PyFy[ ngUH ;IA VQsMo3
xpThjs SNB esyLNKSY®E (CP tp0l HaZcusy
Luyaf ay NgpL ap O hjrypigyr gaudpes Ta
QiarBXPeE yGudUg gp sAAE nvZ TcDYRH
pHB xFKxpcf ZoNsmeiL yy oum omr zg3h Mfc
woViecXuB ywLl nxn ArksO iys(DV baafsggyqt
Sezl CENNSW bGerih aNjmax soy Ay yea gakiXDIx
m3 [Cq 171K oF3AyT NqOTyY yer om aTBoP
SEB pN\BL@Gu Lpu n~fnja atds diky g a0 cEpruryed
sx]z elf xMy xyKSgc HuiityW ogP qT1o payj rvv
Udicame nk VF HA IDah XW)ITIAX Ye Al aquW
XQonkUzmaxe 3s 8 AnOix uwey rec GyoQgs
NB1LEmMg nk Lcoau Salsgigl Nzo agrjy Aavef
RZaK Co xr piX JomvyaUgQx oDuAaBri
bzyyL Lsrgh rW eeToYdy pIA VigsMFrv
vAgHS1P auB ~NNet M2 nwnixnf [gA ypha
kySXtyaqe 85 ywLl rQlgmxvk pmo qUIKA apy
AGb Ml aRnmaqQ cmr rz xiaQEl 3SiWes
CFo 1 yx fjeo yqgigeP iz Vakyad oHpXh
qdJp ecfpgs ludsiA K varp g garaEo uvte afvl
Kj emy im faa
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Then, in July, Gil Broza, a software engineer living in Toronto, submitted what
turned out to be the correct decryption. Tyler's cryptograph proved to be a
polyalphabetic substitution cipher using several different symbols for each
English letter. The number of different symbols is greater as the plaintext letter is
more frequent in English text, for instance 'z' is encrypted by two symbols and ‘e’
by 14. Given the brevity of the cipher, this meant that there was almost no
information about letter frequencies, which cryptographers count as their most
potent tool for decryption. In addition, Broza’s solution revealed that the original
cipher had over two dozen mistakes introduced by the typesetters or the
encipherer. Many of these were trivial (such as “warb’ for “‘warm,” *“shaye” for
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“share,” “langomr”” for *langour’’), but even after Broza corrected obvious
errors, the final plaintext is sometimes garbled:

It was early spring, warm and sultry glowed the afternoon. The very breezes
seemed to share the delicious langour of universal nature, are laden the various
and mingled perfumes of the rose and the —essaerne (?), the woodbine and its
wildflower. They slowly wafted their fragrant offering to the open window
where sat the lovers. The ardent sun shoot fell upon her blushing face and its
gentle beauty was more like the creation of romance or the fair inspiration of a
dream than the actual reality on earth. Tenderly her lover gazed upon her as
the clusterous ringlets were edged (?) by amorous and sportive zephyrs and
when he perceived (?) the rude intrusion of the sunlight he sprang to draw the
curtain but softly she stayed him. “No, no, dear Charles,” she softly said,
“much rather you’ld I have a little sun than no air at all.”

http://www.bokler.com/eapoe.html

Poe is also famous, at least among cryptologists, for his short story “The
Gold Bug.” The focus of his story is the solution of a simple substitution
cipher that holds the key to locating buried treasure. In the story, Poe
provides an excellent tutorial in cryptanalyzing a simple substitution cipher.


http://www.bokler.com/eapoe.html




Sherlock Holmes

Sir Arthur Conan Doyle’s fictional detective Sherlock Holmes also faced a
simple substitution cipher in “The Adventure of the Dancing Men.” Holmes
used his cryptanalysis of the dancing men cipher to trick a murder into being
captured.



A similar cipher was used by the Rosicrusians. It uses three 3x3 pens of
nine cells. Again, different cryptographers use slightly different versions,
but here is one version of the key.

abc | def | ghi
Jjkl | mno | pqr
stu | vwx | yz

The left-hand letter in each cell correspond to having one dot on the left side
of the cell. The middle letter in each cell corresponds to having one dot in
the center of the cell. And, the right-hand letter in each cell corresponds to
having one dot on the right side of the cell. For example,

aisreplaced by « |, nisreplaced by | « |, and u is replaced by j

Norse becomes | e E

The various versions of this cipher each use three collections of 9 cells with
some way to distinguish among the three collections and some memorable
way of placing the letters of the plaintext alphabet in the cells.

The pattern that aids in remembering the key can be used in cryptanalysis.



Exercises

1. Cryptanalyze the following message:
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2. Cryptanalyze the following message:

42642 21357 53324 43674 41613 52561

11216 16342 333ii i2417 65413 57365
27331 41261 34634 23513 61351 13423
75326 41615 75464 21563 44356 11334

25



3. Cryptanalyze the following message:
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