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Cryptology notes
Homophonic Ciphers

Cryptanalysis is based upon finding the ghosts of patterns of the plaintext.  We have seen that an important technique of doing this is frequency analysis.  So, cryptographers try to develop ciphers that are not easily attacked by frequency analysis.  There are two basic ways to do this:  use more than one ciphertext alphabet or encrypt more than one letter in a block.  The Vigenère cipher and similar ciphers and one-time pads prescribe a collection of cipher alphabets and a way to move among them.  These ciphers nullify frequency analysis because a plaintext letter can be replaced by more than one ciphertext letter – the ciphertext letter is determined by the cipher alphabet is use.   Describing how the sender moves among the cipher alphabets can be complicated – as with a one-time pad – or not so complicated – as with the Vigenère cipher and related ciphers.  In the latter case, the movement among the cipher alphabets has a pattern that leads to a period and provides a way for a cryptanalyst to break the cipher.

Another way to limit the value of frequency analysis is to use a cipher that is similar to a simple substitution cipher but has more than one substitution for each letter of plaintext.  Of course, such ciphers require more than 26 symbols.
Cryptography

In the following table, we have randomly assigned the numbers 00, …, 99 to the letters of plaintext in a way that roughly corresponds to the frequency of the plaintext letter in standard English.  

Key for Encryption
a
10, 48, 22, 36, 24, 13, 42, 06

b
37

c
57, 77, 92

d
99, 56, 96, 30

e
89, 85, 47, 28, 91, 63, 55, 09, 07, 11, 51, 08

f
02, 01

g
52, 16

h
05, 66, 54, 32, 29, 33

i
81, 67, 00, 74, 58, 72, 71

j
69

k
25

l
76, 17, 95, 46

m
50, 15

n
04, 98, 34, 70, 53, 97

o
90, 64, 40, 18, 62, 73, 49

p
38, 93

q
31

r
78, 20, 59, 39, 21, 26

s
88, 65, 79, 94, 83, 27

t
41, 35, 68, 19, 87, 82, 60, 23, 14, 43

u
12, 61, 84

v
44

w
86, 45

x
80

y
03

z
75

Notice that the pattern of substitutions is similar to the frequency patterns of standard English.  The ciphertext symbols have been randomly assigned to plaintext letters, and the number of symbols that is assigned to each plaintext letter corresponds roughly to the plaintext frequency.  

To encrypt a message: for a plaintext letter randomly select one of the ciphertext substitutions that corresponds to the letter.  The substitution symbols (the numbers 00, …, 99) should appear with nearly equal frequencies in the ciphertext.  This is called a homophonic cipher (homo-phonic = same sound).  Although more than one ciphertext symbol may correspond to each plaintext letter, each ciphertext symbol corresponds to exactly one plaintext letter.
Kahn notes that "the first known Western instance of multiple cipher-representations occurs in a cipher that the Duchy of Mantua prepared in 1401 … .  That the homophones were applied to vowels, and not just indiscriminately, indicates a knowledge of at least the outlines of frequency analysis." Kahn, David, The Codebreakers: The comprehensive history of secret communication from ancient times to the internet, Scribner, 1996.
We will encrypt the message Northern Kentucky University.

n  o  r  t  h  e  r  n  k  e  n  t  u  c  k  y  u  n    

04 90 78 41 05 89 20 98 25 85 34 35 12 57 25 03 61 70 

i  v  e  r  s  i  t  y  


81 44 47 59 88 67 68 03

Here is a frequency analysis of the ciphertext 


03, 03


04


05


12


20


25, 25


34


35


38


41


44


47


57


59


61


67


68


70


78


81


85


88


89


90


98

Notice that in the plaintext of Northern Kentucky Univeristy there are four ns, but each is encrypted with a different ciphertext symbol – the first with 04, the second with 98, the third with 34, and the last with 70.  Similarly, the three rs are encrypted with different ciphertext symbols, and the three ts, etc.  The repeated ciphertext symbols correspond to low-frequency letters of plaintext – k (25) and y (03) – which each correspond to exactly one ciphertext symbol.

In the encryption, we selected the ciphertext symbols corresponding to a plaintext letter in the order in which they were listed.  A better scheme would be to select the ciphertext symbol randomly from the list of possibilities. There is an inverse to this encryption process because although there might be several ciphertext substitutions for a plaintext letter, each ciphertext letter corresponds to a unique plaintext letter.  Let us decrypt the ciphertext message 

8841895210049016784838050350852298655764444720289986598135673452
We know that the ciphetext symbols are two-digit numbers 88 41 89 52, etc.

Although we could use the encryption key (which is arranged alphabetically on plaintext and is designed for easy encryption) for decryption, it is easier to have another key (which is arranged numerically on ciphertext symbols). 

Key for Decryption
00 i

01 f

02 f

03 y

04 n

05 h

06 a

07 e

08 e

09 e

010 a

011 e

012 u

013 a

014 t

015 m

016 g

017 l

018 o

019 t

020 r

021 r

022 a

023 t

024 a

025 k

026 r

027 s

028 e

029 h

030 d

031 q

032 h

033 h

034 n

035 t

036 a

037 b

038 p

039 r

040 o

041 t

042 a

043 t

044 v

045 w

046 l

047 e

048 a

049 o

050 m

051 e

052 g

053 n

054 h

055 e

056 d

057 c

058 i

059 r

060 t

061 u

062 o

063 e

064 o

065 s

066 h

067 i

068 t

069 j

070 n

071 i

072 i

073 o

074 i

075 z

076 l

077 c

078 r

079 s

080 x

081 i

082 t

083 s

084 u

085 e

086 w

087 t

088 s

089 e

090 o

091 e

092 c

093 p

094 s

095 l

096 d

097 n

098 n

099 d


Here is the message decrypted:

884189521004901678483805035085229865576444472028998659813567

 s t e g a n o g r a p h y m e a n s c o v e r e d w r i t i  

3452
 n g

The only repeated ciphertext symbol in the message is 52, which corresponds to the low-frequency plaintext letter g.
Keys

Homophonic ciphers typically require written keys; so, key security is an issue.

Polyphonic Ciphers

Although for a homophonic cipher, there might be several ciphertext substitutions for a plaintext letter, each ciphertext letter corresponds to a unique plaintext letter.  Polyphonic ciphers – ciphers for which a ciphertext character may correspond to two or three plaintext characters – are rarely used (although several instances of their use are recorded by David Kahn in The Codebreakers).  Polyphonic ciphers can create problems for even the authorized receiver of a message because the schizophrenic nature of the ciphertext alphabet requires the receiver to choose among possible plaintext letters in a way that makes sense.

Cryptanalysis of a Homophonic Cipher
Notice that a homophonic cipher requires more than 26 ciphertext characters.  If we are trying to cryptanalyze a message with a ciphertext alphabet of more than 26 characters and the characters have relatively equal frequencies, we should consider that we are dealing with a homophonic cipher. 

Although we will not do it, cryptanalysis is possible.  For the simple substitution ciphers we studied earlier, we looked for high-frequency ciphertext letters or symbols and assumed that each of them likely corresponds to a high-frequency plaintext letter (etaoins).  For a homophonic cipher, it should be the low-frequency ciphertext symbols that attract attention because low-frequency plaintext letters have only one or two ciphertext symbols corresponding to each of them.  Recall for the cipher given above the following eight plaintext letters each corresponds to only one ciphertext symbol: b (37), j (69), k (25), q (31), y (44), x (60), y (03), z (75).  Five additional plaintext letters each correspond to only two ciphertext symbols:  f (02, 01), g (52, 16), m (50, 15), p (38, 93), w (86, 45).  For half of the plaintext alphabet, each letter has either one or two symbols corresponding to it.
In a sufficiently long ciphertext, it is possible to locate repeated digraphs and trigraphs (especially if they consist of low frequency letters).
For example, using the encryption key given above, the plaintext digraph qu must become one of 3112, 3161, or 3184.

And, plaintext buy, for example, must be one of 371203, 376103, or 378403.

There is hope.

Exercises

1. Using the homophonic cipher given above, encrypt the following plaintext message.

Arabic knowledge of cryptography was fully set forth in a section on cryptology in an enormous fourteen-volume encyclopedia written to afford the secretary class a systematic survey of all the important branches of knowledge. 

2. Do a frequency analysis of the ciphertext from exercise 1.

3. It is also possible to disrupt frequency analysis by adding nulls to a message.  Nulls are ciphertext symbols which are added to veil the meaning of the message.  In the following message every second letter is a null.

3a. First do a frequency analysis of the message.

3b. Next select only the first letter and every other letter after that to recover the real ciphertext message.  Do a frequency analysis on these letters.  What type of cipher does this appear to be?

RATLX   EYOHD   NGUAM   QJKWI   XZJDR   EUUQR   TUDCF   LPRJM   DVBLM   FNOHZ   MZXGU   ZJVHI   NUKAN   TJUXU   XGZDH   DMZYK   MANST   LEXQF   VXTYV   MVJSF   OWQWM   FBSRL   IJTRG   JDSRY   ZTBKQ   QPJKY   RYAJE   WMXLB   GNWYK   MLNSS   IYAMM   JOHSN   DUEMB   JUWRF   KQZUI   MOFPG   IJBYE

4. Decrypt the following message that was encrypted with the homophonic cipher given above.

57100   40390   12788   94899   41058   55047   88652   25228

5. Construct an encryption key for a homophonic cipher.  For each plaintext letter, use the same number of ciphertext substitutions as in the key given in the text above.

6.  Construct a decryption key for the homophonic cipher in exercise 5.

PAGE  
1

