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Gronsfeld Cipher and Beaufort Cipher 

 
The telegraph was invented by Samuel Morse in 1844, and it revolutionized 
communications.  For the first time, it became possible to instantly transmit 
messages over long distances.  Military commanders could now gather 
information from and send commands to armies in the field.  It was also 
possible to quickly transmit commercial and private communications over 
long distances.  But, as with any new communication system, there were 
problems of secrecy.  Clearly, the telegraph operators at the sending and at 
the receiving end of the message could read it unless it were encrypted, and 
it was possible for eavesdroppers to tap telegraph lines and intercept the 
messages that were being transmitted. 
 

As the most exciting invention of the first half of the [Nineteenth] 
century, the telegraph stirred as much interest in its day as Sputnik did 
in [the mid-Twentieth Century].  The great and widely felt need for 
secrecy awakened the latent interest in ciphers that so many people 
seem to have, and kindled a new interest in many others.  Dozens of 
persons tried to dream up their own unbreakable ciphers.  Nearly all 
were amateurs, the professionals (except for a few code clerks) having 
lost their jobs when the black chambers [which flourished from the 
early Seventeenth until the mid Nineteenth Century] were abolished.  
A surprising number of these dabblers were intellectual and political 
leaders of the day who beamed their powerful and original minds on 
the engrossing field of cryptology.  Their contributions enriched it 
with dozens of new cipher systems.  (The Codebreakers by David Kahn) 

 
Gronsfeld Cipher 

 
In 1892, French authorities arrested a group of anarchists and brought them 
to trial.  Included in the evidence was a number of cryptograms that had 
been solved by [Étienne] Bazeries [1846 – 1931].  They used a system called 
the Gronsfeld, a kind of truncated Vigenère named for the count of 
Gronsfeld.  Its key consists of numbers, each of which indicates the number 
of letters forward in the normal alphabet that the encipherer is to count from 
the plaintext letter to the ciphertext letter.  (The Code Breakers by David Kahn) 
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Here is a table for the Gronsfeld cipher. 
 

 abcdefghijklmnopqrstuvwxyz 
0ABCDEFGHIJKLMNOPQRSTUVWXYZ 
1BCDEFGHIJKLMNOPQRSTUVWXYZA 
2CDEFGHIJKLMNOPQRSTUVWXYZAB 
3DEFGHIJKLMNOPQRSTUVWXYZABC 
4EFGHIJKLMNOPQRSTUVWXYZABCD 
5FGHIJKLMNOPQRSTUVWXYZABCDE 
6GHIJKLMNOPQRSTUVWXYZABCDEF 
7HIJKLMNOPQRSTUVWXYZABCDEFG 
8IJKLMNOPQRSTUVWXYZABCDEFGH 
9JKLMNOPQRSTUVWXYZABCDEFGHI 

 
Beaufort Cipher 

 
In England in 1857, a  card with an alphabet square printed in red and 
black went on sale for sixpence.  It was a new system of secret writing 
“adapted for telegrams and postcards,” the latter an even newer form of 
communication than the telegraph.  Admiral Sir Francis Beaufort, R.N., 
creator of the Beaufort scale with which meteorologists indicate wind 
velocity …, had originated the cipher, and his brother published it a few 
months after the admiral’s death.  …  The alphabet square is essentially the 
same as Vigenère, except that it repeats the normal alphabet on all four 
sides … .  Its [method of] encipherment equals that of a Vigenère with 
reversed alphabets.  …  The envelope for the card carried the instructions:  
“Let the key for the foregoing table be a line of poetry or the name of some 
memorable person or place, which cannot easily be forgotten … .  Now look 
in the side column [either side column] for the first letter of the [plain]text (t) 
and run the eye across the table until it comes to the first letter of the key (v), 
then at the top of the column in which v stands will be found the letter c, 
“ which would be the ciphertext.  (The Code Breakers by David Kahn) 
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The Original Beaufort Square 
 
 

ABCDEFGHIJKLMNOPQRSTUVWXYZA 
BCDEFGHIJKLMNOPQRSTUVWXYZAB 
CDEFGHIJKLMNOPQRSTUVWXYZABC 
DEFGHIJKLMNOPQRSTUVWXYZABCD 
EFGHIJKLMNOPQRSTUVWXYZABCDE 
FGHIJKLMNOPQRSTUVWXYZABCDEF 
GHIJKLMNOPQRSTUVWXYZABCDEFG 
HIJKLMNOPQRSTUVWXYZABCDEFGH 
IJKLMNOPQRSTUVWXYZABCDEFGHI 
JKLMNOPQRSTUVWXYZABCDEFGHIJ 
KLMNOPQRSTUVWXYZABCDEFGHIJK 
LMNOPQRSTUVWXYZABCDEFGHIJKL 
MNOPQRSTUVWXYZABCDEFGHIJKLM 
NOPQRSTUVWXYZABCDEFGHIJKLMN 
OPQRSTUVWXYZABCDEFGHIJKLMNO 
PQRSTUVWXYZABCDEFGHIJKLMNOP 
QRSTUVWXYZABCDEFGHIJKLMNOPQ 
RSTUVWXYZABCDEFGHIJKLMNOPQR 
STUVWXYZABCDEFGHIJKLMNOPQRS 
TUVWXYZABCDEFGHIJKLMNOPQRST 
UVWXYZABCDEFGHIJKLMNOPQRSTU 
VWXYZABCDEFGHIJKLMNOPQRSTUV 
WXYZABCDEFGHIJKLMNOPQRSTUVW 
XYZABCDEFGHIJKLMNOPQRSTUVWX 
YZABCDEFGHIJKLMNOPQRSTUVWXY 
ZABCDEFGHIJKLMNOPQRSTUVWXYZ 
ABCDEFGHIJKLMNOPQRSTUVWXYZA  

 
Here is another example using the original square:  Let us encrypt the letter 
h with key F.  Find the plaintext letter h in the column on the left or on the 
right.  Find in that row the key F.  Proceed up that column to the ciphertext 
letter in the top row Y (or down the column to the ciphertext Y in the bottom 
row). 
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Notice that the Beaufort encryption is reciprocal.  Begin with ciphertext Y.  
Find Y in the column on the left or on the right.  Find in that row the key F.  
Proceed up that column to the plaintext letter in the top row h. 
 
Also, try encrypting h with key F using the Vigenère rules and the Vigenère 
square with reversed alphabets. 
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Vigenère square with reversed alphabets 

 
abcdefghijklmnopqrstuvwxyz 
ZYXWVUTSRQPONMLKJIHGFEDCBA 
AZYXWVUTSRQPONMLKJIHGFEDCB 
BAZYXWVUTSRQPONMLKJIHGFEDC 
CBAZYXWVUTSRQPONMLKJIHGFED 
DCBAZYXWVUTSRQPONMLKJIHGFE 
EDCBAZYXWVUTSRQPONMLKJIHGF 
FEDCBAZYXWVUTSRQPONMLKJIHG 
GFEDCBAZYXWVUTSRQPONMLKJIH 
HGFEDCBAZYXWVUTSRQPONMLKJI 
IHGFEDCBAZYXWVUTSRQPONMLKJ 
JIHGFEDCBAZYXWVUTSRQPONMLK 
KJIHGFEDCBAZYXWVUTSRQPONML 
LKJIHGFEDCBAZYXWVUTSRQPONM 
MLKJIHGFEDCBAZYXWVUTSRQPON 
NMLKJIHGFEDCBAZYXWVUTSRQPO 
ONMLKJIHGFEDCBAZYXWVUTSRQP 
PONMLKJIHGFEDCBAZYXWVUTSRQ 
QPONMLKJIHGFEDCBAZYXWVUTSR 
RQPONMLKJIHGFEDCBAZYXWVUTS 
SRQPONMLKJIHGFEDCBAZYXWVUT 
TSRQPONMLKJIHGFEDCBAZYXWVU 
UTSRQPONMLKJIHGFEDCBAZYXWV 
VUTSRQPONMLKJIHGFEDCBAZYXW 
WVUTSRQPONMLKJIHGFEDCBAZYX 
XWVUTSRQPONMLKJIHGFEDCBAZY 
YXWVUTSRQPONMLKJIHGFEDCBAZ 
ZYXWVUTSRQPONMLKJIHGFEDCBA 
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[The Beaufort cipher] had originally proposed almost 150 years before 
Beaufort by one Giovanni Sestri in a book published in Rome in 1710 that 
had been widely ignored.  But under Beaufort’s name the cipher became a 
standard part of the repertory of cryptology, though its theoretical 
importance in minor. 
 
 

Variant Beaufort 
 
[The Beaufort cipher] has also given rise to a system called the Variant 
Beaufort.  In this [cipher system], the encipherer starts, not with the plaintext 
letter but with the keyletter, traces in to the plaintext letter, and then turns 
upward to emerge at the ciphertext.  Actually the system might better be 
called Variant Vigenère, for to decipher it the clerk must perform the 
operation that constitutes a Vigenère encipherment:  find the keyletter on the 
side and the ciphertext letter at the top, and run into the tableau from both 
until the plaintext letter is located at the junction.  Vigenère and Variant 
Beaufort thus invert one another – the encipherment of one serves as the 
decipherment of the other.  True Beaufort, on the other hand, is reciprocal 
within itself, since the operation of starting with the known letter, tracing in 
to the keyletter, and rising to find the unknown works for both encipherment 
and decipherment.  (The Code Breakers by David Kahn) 
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Exercises 
 
1.  Use a Gronsfeld cipher with key 94382 to encipher the message: 
 
The Cardano grille consists of a sheet of stiff 
material into which rectangular holes are cut at 
irregular intervals. 
 
 
2.  Use a Gronsfeld cipher with NKU’s Department of Mathematics’ phone 
number 8595725377 as the key to encipher the message: 
 
Cardano also achieved the dubious distinction of 
being the first cryptologist to cite the enormous 
number of variants inherent in cryptographic system 
as proof of the impossibility of a cryptanalyst’s 
ever reaching a solution during his lifetime. 
 
 
3.  Describe how you would attack a Gronsfeld cipher. 
 
 
4.  Cryptanalyze the following ciphertext that was enciphered with a 
Gronsfeld cipher. 
 
wpjwg wqtwg oajla uqyhg jmsle zixny wiguo vpjmh 
bxwny lljwz liqmo umhco ymfbg vmujx dbjjm hvhhc 
lbmrt wpjmk siwcs hvyxl gmknt vmzwj hzyqk gqwni 
wqtwg xbmxx lbdjt gktwz uwqxl wpjbk fzjcg ugtoj 
hnjwy hemxc dainy losjz hljgk fcyrb hilnt wntaz 
kmunx iwwvg qkjxl kqlqr bauni liqrf hlkdt fbnxt 
vqsba sxtaz rnyqk lvynr oqlnt fmflz ldnco hatoz 
kmzwo wmxbz dbjb 
 

0.0426I ≈  and .  What is the key?  Is this easier, harder, or about 
the same level of difficulty as cryptanalyzing a Vigenère cipher? 

5.8265l ≈
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5.  The plaintext message in exercise 2 contains 208 letters.  Use the first 
208 digits of the expansion of Pi as needed to encipher the message in 
exercise 2 using a Gronsfeld cipher.  Here are the first 1000 digits of Pi. 

 
3.1415926535897932384626433832795028841971693993751058209
74944592307816406286208998628034825342117067982148086513
28230664709384460955058223172535940812848111745028410270
19385211055596446229489549303819644288109756659334461284
75648233786783165271201909145648566923460348610454326648
21339360726024914127372458700660631558817488152092096282
92540917153643678925903600113305305488204665213841469519
41511609433057270365759591953092186117381932611793105118
54807446237996274956735188575272489122793818301194912983
36733624406566430860213949463952247371907021798609437027
70539217176293176752384674818467669405132000568127145263
56082778577134275778960917363717872146844090122495343014
65495853710507922796892589235420199561121290219608640344
18159813629774771309960518707211349999998372978049951059
73173281609631859502445945534690830264252230825334468503
52619311881710100031378387528865875332083814206171776691
47303598253490428755468731159562863882353787593751957781
857780532171226806613001927876611195909216420199  

 
 
6.  The digits of Pi are known to form a random string.  Keeping that in mind, 
is it possible to successfully attack the ciphertext that would result from 
exercise 5? 
 
 
7.  Use a Beaufort cipher with keyword Vigenere to encipher the message: 
Vigenere was not a nobleman. 
 
 
8.  Describe how you would attack a Beaufort cipher. 
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