CSC/MAT 483 – 001

Spring 2010
Final Exam  

Do 10 problems.

Write explanations of what you did.

The exam is due before noon on Friday, May 7. 

1.  Cryptanalyze an unknown cipher
UEZWR RNCVA TVTIE SRVWS IVTFF EXWRD KNISW RTDVW CZRII FTJKN GDUUK NKLHV TEXMR EQNMF VVUTQ WNKIE RWRRV EHKTI CTIYI TCLMY NDGNX LOXQA PKMVV BIKTG TAGLI TGSHW VVNOT WDJGR ZACVK MTJOM GMIFT JFEQG NJVRE LEUCN HKCFR ESXTY GSEHP IQDYU TZPUW WNBWD IEOEU TVSTV FTLST ZVHEK WYCTM LTRME WLOTQ MTWTV KNEDL FHTLW SVCRI SSNKT LHEVT SEHEU WCELI FPAPA NJVIX MTZQN WOHFU EPSRX GRMLA EFSYH PFTTS JGRPI DSTZQ NWOOL NDTJE JWMET LPIIZ WTYGM EFAUX ARLAX 
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2.  Cryptanalyze an unknown cipher

PCLWH PKTFK BLZAP TLHMA LYAPT LPCLK VULTF ZLUAL UJLIB AJVTT PAALK UVJYP TLHUK IHKTP ZAHRL ZPCLT HKLHM LDPPC LOHKT FZOHY LVMZH UKRPJ RLKPU TFMHJ LIBAP CLJVT LAOYV BNODL HYLAO LJOHT WPVUZ TFMYP LUKZH UKDLS SRLLW VUMPN OAPUN APSSA OLLUK DLHYL AOLJO HTWPV UZDLH YLAOL JOHTW PVUZU VAPTL MVYSV ZLYZJ HBZLD LHYLA OLJOH TWPVU ZVMAO LDVYS K

3.  Hill cipher.
The encryption key for a Hill cipher is  
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.  Determine the decryption key.

4.  LFSR.
Using a LFSR with seed C7 and feedback D5 determine the first 32 bits of a keystream.

5.  Calculation of greatest common divisor.

By hand, use the Euclidean algorithm to find gcd(1819, 3587), and write 

gcd(1819, 3587) as a linear combination of 1819 and 3587.

6.  Encrypt using simplified DES.
The plaintext message is 100111101101.

The key is 101101010.

Use four rounds.

7.  Modular exponentiation, “square and multiply.”
By hand, determine 
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8.  Inverse in a finite field.
Construct the multiplicative inverse of 1101 in the finite field of 16 elements where the modulus is
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9.  Diffie-Hellman Key exchange.
We’re planning on sending enciphered messages between us, and we need to agree on a key.  We’re going to use the Diffie-Hellman key exchange to exchange a key.  (Mathematica may be used.)
We select the prime   p = 100000007 and the primitive root 
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 = 180989.

I send you 58813042. 

Send your response.

What key have we agreed to?
10.  Encrypt El Gamal.
 p = 100000007, a = 180989, and b = 10524524.  Encrypt the message nku.  Use a = 01, b = 02, …, z = 26 to convert letters to numbers.  (Mathematica may be used.)
11.  Break RSA.
The modulus n  = 712446816787.  The encryption exponent e = 6551.  Break the message 496352944095.  Use a = 01, b = 02, …, z = 26 to convert letters to numbers.   (Mathematica may be used.)
12.  SPN

Input is 16 bits, and output is 16 bits.

Message:  0010  0110  1011  0111.

The message is broken into nibbles and each nibble goes through the same S-box:

0 1 2 3 4 5 6 7 8 9 A B C D E F

E 4 D 1 2 F B 8 3 A 6 C 5 9 0 7
Then the bits are permuted by:
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Run the message through the S-box and permutation layer once.
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