CSC/MAT 483 – 001

Spring 2010
Do ten problems.  Where needed, assume or use a = 01, b = 02, …, z = 26 to convert letters to numbers.
Due no later than M, March 1.

1.  Identify the type of cipher and the key and cryptanalyze it:
VPUFK CGUHV WBWGS VUWFP USRVP GSHUV UGPFM RMIES FNVPU 

FKCGU HVWBW GSVUW FZCOW FUOOT HMGUO OSFSR EOWOS HUMBB 

UHUNU XGRCO WJURE BMHWF NWJWN CSROQ PMSHU URWIW ZRUNW 

ORMGS VUNQM HKUHO CFNUH VPUQM HKBMH GUWFJ UOVYU FVSGV 

VPUBC FNOSH UTHMJ WNUNV PHMCI PVPUS YUHWG SFHUG MJUHE 

SFNHU WFJUO VYUFV SGV

2.  Identity the type of cipher and the key and cryptanalyze it:

OBSFF OBHOA SFWQO BFCQY SHGHF WYSCB GIBRO MVWHO QCADC 

IBRQF CKRSR KWHVO TUVOB QWJWZ WOBGW BHVSZ OGHHO ZWPOB 

GHFCB UVCZR WBVSZ AOBRD FCJWB QS

3.  Identify the type of cipher and the key and cryptanalyze it:

HZVYC CUBVK GHCUQ MSGQZ CWSUQ MXCFA QBMCX IGHZV RQUSH 

GCBWM QCBVU QMZCW SUQM

4.  Cryptanalyze:

LCSPQLQEMST  NOPQRQMO,  GXQRX  XSA  TEMW  REMROMLCSLOP  EM  LCOSLQMW  PQAOSAOA,  MEG  COREWMQKOA  LXO  QNDECLSMRO  EV  DCOFOMLQEM.
5.  Cryptanalyze the following ciphertext message.

6.  Cryptanalyze the following message.  We believe that the word benediction appears in the message.

XNFXV JBDZJ EHXVX BLXRS XDXWB VJBED JUXMR LXIMX HXIKH FHBIX WJESX JETWB YPEKX LXHJX TTMUR JPEKR HXWEB DZPEK RHXVE CCBJJ BDZJH XRIED RDWWE DJJUB DAJUR JOKIJ SXVRK IXPEK RHXPE KDZTR WBXIP EKMBT TSXJH XIJXW RDPWB YYXHX DJTPJ UXDJU XCXDM UEVEC CBJJH XRIED BYPEK XLXHJ XTTMX MBTTI UEEJP EK
7a.  If a message is first encrypted with an affine cipher with multiplicative key 7 and additive key 12 and then encrypted again with an affine cipher having multiplicative key 15 and multiplicative key 6, what type of cipher is the composition?  What is the key?
7b.  A ciphertext is known to have been encrypted with an affine cipher.  Using frequency analysis, it seems that plaintext e is ciphertext C and plaintext t is ciphertext U.  If these assumptions are correct, what is the key?
8.  A ciphertext is known to have been encrypted with 
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 Hill cipher.  Plaintext math is ciphertext IPVL.  What are the possible keys?

9a.  If a message is first encrypted with a Hill cipher with encryption key 
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 and then encrypted again with a Hill cipher with encryption key 
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, what type of cipher is the composition?  What is the encryption key?
9b.  If the encryption key for a Hill cipher is 
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, what is the decryption key?
10.  The following ciphertext was generated by using a Playfair cipher.  Determine the key.

CIPHERTEXT

CNUTO KGTVU BKGVU RYFXC KCATN WQOPH RXCMA RVURH BZRTQ TQAUT VZMVD CSFVZ HPBZZ BWXBC UDMTR TPMWP VMIPM HXVRE CQVXZ ADOCK BQYPM HRTXF DMBCP CCZMD PCCNC ZBUDU HNCMH KMHOA VPIPX CAOIK HNCND ZYGNS MFODE RCOBC PCZDW XAZCM RTVUX VRECQ VXYDD QDOBE RTCQU CURGC OXTUF GTUDB EVOXB CSVAO CMCTC NAQUD CEXRV MBCCR TAGCM HDKVH TUCNB ACUUC OYAZC MCTCN AQUDC EXRAW EGAUV UATNW QOPHR XCMID AKGRM CABCT UCDYM BDBXV RECQV XCOQH RKNQU TUBCN AQZBS BBZCN CQCND ZGPYD TOCUK COAVP CRGCV XXGCO ZAUDB MMBAV VRKCU DCOQH TZ

Known plaintext

Through our efforts in the community and our ties to numerous local businesses, we are not only molding students, we are helping to shape and expand the ever-changing world into which they will graduate.  And yes we want our students prepared to enter that workforce. But we also want them ready to lead, to change it for the better. We want them ready to make our community and region a better place.  Students at NKU improve themselves then they improve the world.  That's what we're all about here at NKU.
11.  Here is a partial key for a keyword cipher.  Complete the key.

abcdefghijklmnopqrstuvwxyz

  N QT     Z AC    B     JL
12.  A message is first encrypted with a keyword cipher with keyword norse and keyletter q and then encrypted again with a keyword cipher with keyword ultra and keyletter f.  Determine the plaintext/cipihertext alphabet correspondence for the composed cipher.
_1327750078.unknown

_1327750137.unknown

_1327749918.unknown

